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ction - Voting - Post AD2-P3 - 203

Observations:

See notes on Ad2-P3-201. The voting system providers submitted the trusted build files as required.

Findings:
The voting system meets the test requirements.
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The proprietary software shall be installed on the workstation/server and all applicable voting system AD2-P3-204
components by the testing board

following the verification of the trusted build, and using the procedures provided by the voting system
provider. After installation, the software and firmware shall be verified to the trusted build hash values.

456.2.1.3

6/21/2007]-7-

"~ 9/10/2007]

Purpase: Prerequisites:

I The Purpose of this test is to verify- the verswn of the Instructions for voting system vendors.
trusted build once the mstallatlon process ig' . o :

complete.
Test Procedures: : Variances Used During Testing:
Document the process and findings of installation - N/A

and verification of the trusted build software.

The testing board members successfully installed the "Trusted Bund .

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/03/07
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btion - Voting - Post |

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the seiup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary,

AD2-P3 - 204

Condinue to next
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Lfion - Voting - Post AD2-P3 - 204

Observations:

See notes on test logs for AD2-P3-201, the voting system prevented the testing board from verifying
the version of the firmware installed on the system. The testing board can only load the trusted build

on a device. _
(=Y tay oF fhesn o Ao SUM MLU&“’:)M

Findings:
The voting system does not meet the test requirements.

5.3.
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4546

specified equipment.

If the EAC has established a trusted build for the system submitted for certification, the trusted build
shall be provided by the EAC. The voting system provider shall execute and submit to the EAC any
necessary releases for the EAC to provide the same, and shall provide the Secretary of State's
Office with a copy of such excuted releases. in addition, the voting system provider shall submit all
documentation and instructions necessary for the creation of and guided installation of files contained
in the “trusted build” which will be created at the start of functiona! testing and will be the model
tested against. The Secretary of State reserves the right to add additional instructions or guidance
for the use of the trusted build when initiating the chain of custody process for a jurisdiction using the

Purpose:
N/A

Test Procedures:

Prerequisites:
N/A

Variances Used During Testing:

N/A

g Y,
from the EAC if applicable.

N/A

s necessary for the creation and installation of files contained in the "trusted build” that is received

Voting Systems Certification - Testing Log rev. 2.7 Created by the Colorado Secretary of State's Office

approved 03/03/07
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process, measitreinents, shut down, retarting, stop and restoring the system as necessary.

The test log shall contain procedural steps used to condnct and evaluate the tests. At a piinimum, these procednral steps

ADZ2-P3 - 205
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ating - Post"

AD2-P3 ~ 205

Observations:

N/A

Findings:
The test is not applicable for the voting device, as the EAC does not yet have a trusted build
developed for the system. o

Geneice Mathews 7 [ Coomopuens John Gardner

Printed name Printed name Printed name
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45.5.2.3.12

The voting system shall allow the system administrative account to verify that the software installed is
the cerified software by comparing it to the trusted build or other reference information.

Purpose: Prerequisites:

The Purpose of this test is to verify the version of the | Instructions for voting system vendors.
trusted build once the installation process is '

complete. !
-
|
|
Test Procedures: Variances Used During Testing: -
Document the process and findings of installation N/A

Il and verification of the trusted build software.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of Stare's Offiee
approved 03/03/07
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Pre Election

The test log shall contain procedural steps used to conduct and evaluate the tests. At a mivimum, these procedural steps shall include any items related to the setup, start,
process, measurentents, shut down, retarting, stop and resniring the system as necessary.
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

AD3-P3 - 301

Continue to next
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The test log shall contain procedural steps used to conduct and evalnate the tests, At a minin
process, measurements, shut down, retarting, stop and restoring the system as necessary.

Centinue o next

¢
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Pre Election

AD3-P3 - 301

Documents No |7 Yes [] | Videos e |:| Ves Photos

No J‘ﬂ Yes [
(list all documents) (list all videos) (list all photos)

See extensive video from date and trusted
build.

The voting system does not meet the requirements.

AR IEH
Geneice Mathews John Gardner
Pintte L Lssorma
Printed name Printed name Printed name

Signature Date Signature Date Sharlature
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AD3-P3 - 301

Observations:

See notes in test log. Aside from not having an "administrative account” on the device, the voting
system did not allow the testing board to satisfactorily verify the firmware that was loaded on the
voting device. The testing board was able to load the firmware; however.

(v tay or Hrod 0f Cgrewsm Wﬂﬂ?w

Findings:
The voting system fails to meet this requirement.

Supervisor Approval;
Genelcg Mathews WMrower L. Crsmcec John Gardner
Printed name Printed name Printed name
W G120 M%A e gl ?%’/4;
y Signature Date Signature Date Sign'rtire ate
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The proprietary software shall be nstalled on the workstation/server and all applicable voting system
components by the testing board

following the verification of the trusted build, and using the procedures provided by the voting system
provider. After installation, the software and firmware shall be verified to the trusted build hash values.

45.6.2.1.3

En

6/24/2007] .-

9/10/2007|

Functional

Purpose: Prerequisites:

The Purpose of this test is to verify the version of theé Instructions for voting system vendors.
trusted build once the installation process is

complete.
!
|
H
Test Procedures: ‘ Variances Used During Testing:
Document the process and findings of installation N/A

and verification of the frusted build software.

Veoting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of Strte's Office

approved 83703/07



S Biesgioc :
The test log shall contain procedural steps used to condiict and evaluate the tests. Af & minimnm, these procedural steps shall include any items related to the setup, start,
process, measierements, shut down, refariing, stop and restoring the system as necessary.

Continue 1o next
age...
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Documents No Yes [ | | Videos Ne [ Yes [/] | Photos No/m Yes []
(list all documents) (list all videos} (list all photos}
See extensive video from date and frusted
build.
Geneice Mathews John Gardner
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Observations:

See notes in test log. Aside from not having an "administrative account” on the device, the voting
system did not allow the testing board to satisfactorily verify the firmware that was loaded on the
voting device. The testing board was able to load the firmware; however.

(8Y ay op HEow OR CHERLIUM Vauls) Adg

Findings:
The voting system fails to meet this requirement.

Geneice Mathews Mrocree LG poes L John Gardner
Printed name Printed name Printed name
q S A MMM 9.65.07 /éL 7 ?/5?
Stgnatire Date Signature Date Srgnamre Dite

Voting Systems Certification - Testing Log rev. 2.7 Created by the Colorade Secretary of State's Office
wpproved 03/05/07
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If the EAC has established a trusted build for the system submitted for certification, the trusted build
shall be provided by the EAC. The voting system provider shall execute and submit to the EAC any
necessary releases for the EAC to provide the same, and shall provide the Secretary of State's
Office with a copy of such excuted releases. In addition, the voting system provider shall submit all
documentation and instructions necessary for the creation of and guided installation of files contained
in the “trusted build” which will be created at the start of functional testing and will be the model
tested against. The Secretary of State reserves the right to add additional instructions or guidance
for the use of the trusted build when initiating the chain of custody process for a jurisdiction using the
specified equipment.

Purpose: - Prerequisites:
N/A : ' N/A
I
Test Procedures: Variances Used During Testing:

N/A N/A

The voting system provider shall su mit all es necesary or the cr
from the EAC if applicable. :

in the “trusted build” that is received

Voting Systems Certification - Testing Log vev. 2.1 Crented by the Colorado Secretary of State's Office
approved $3/05/07
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The test log shall contain procedural steps nsed fo conduct and evalnate the tesis. At a minimium, these procedural steps shall include any items related to the setup, start,
process, megasurements, shut down, retarting, stop and restoring the system as necessary.

Continue to next
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N €711/ i TR

ocuments . a ‘ Yes D eos . No |:| Yes D Photos } No Yes D
(list all documaents) D (list all videos) (list all photes) D

The test is not applicable for the voting

Geneice Mathews M £ Q e John Gardner
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tion - Voting - Post AD3-P3 - 303

Observations:

N/A

Findings:
The test is not applicable for the voting device, as the EAC does not yet have a trusted build
developed for the system.

frinrivibanexd ot il

Geneice Mathews

John Gardner

Printed name Printed name Printed name
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45.4.7

If the EAC does not have a trusted build for the voting system submitted for certification, the voting AD3-P3-304
system provider shall coordinate with the Secretary of State for the establishment of the trusted
build. At a minimum this shall include a compilation of files placed on write-once media for which the
Secretary of State has observed the chain of custody from time of source code compliation through
delivery, and an established hash file distributed from a VSTL or the National Software Reference
Library to compare federally ceriified versions against.  All or any part of the Trusted Build disks
may be encrypted. They should all be labeled as Proprietary Information if applicable and with
identification of the vender and release version based on the vendor’s release instructions.

s |

| Purpose: © Prerequisites:

The Purpose of this test is to document and note the Instructions for voting system vendors.
verification of the submittal of the trusted build B
software for the voting device.

Test Procedures: ) Variances Used During Testing:

Record, secure and document the receipt of the . N/A
| trusted build from the VSTL/ITA's. Document the
steps taken to install and verify the trusted build files.

The voting system provider shall submit all items necessary for the creation and installation of files contained in the “trusted bui
from the VSTL or other source if applicable.

B

tht is recewe

Voting Sypstems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office
approved 83/05/07
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2007-CDOS-ESS-001-0403

process, measurements, shut down, retarting, siop and restoring the systent as necessary,

The test log shall contain procedural steps used to condnct and evalnate the tests. At a minimum, these procedural steps shall include any items related to the setup, stari,

Nember
AD3-P3 - 304
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See extensive video from date and trusted
buitd.

Geneice Mathews

Photos
(list all photos)

Wiaoe, L. pmwr«ct

John Gardner

Printed name

LIk

Date

Signature

Printed name

94507

Printed name

Signature Date

Sign@tlfm

Veting Systems Certification Program

Created by the Colorade Secretury of Stute’s Qfftee



' 2007-CDOS-ESS-001-0403

AD3-P3 - 304

Observations:

See notes in test log for AD3-P3-301. The votlng system provider supplied the secured trusted build
from the VSTL to the testing board.

Findings:
The voting system meets the test requirements.

Do

Geneice Mathews

John Gardner
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The trusted build of the voting system software, installation programs, and third party software (such
as operating systems, drivers, etc.} used to install or to be installed on voting system devices shall be
distributed on a write-once media.

45.5.2.3.11

Purpase: Prerequisites:

The Purpose of this test is to document and note the | Instructions for voting system vendors.

verification of the submittal of the trusted build
software for the voting device.

Test Procedures: : Variances Used During Testing:

Record, secure and document the receipt 0 1‘ the N/A
trusted build from the VSTL/ITA's. Document the
steps taken to install and verify the trusted build files.

GOHICO

Any distribution of media used pecnﬁcal[y forstalling voting ystem is write-once Iy.

Veting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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(list all documents) (list all videos)

See extensive video from date and trusted
build.

The voting system meets the test requirements.

Docnments NoPV Yes E] Videos Ne [ Yes JZ' Photos Ne Yes E]
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ction - Vcty'tlng‘;n-

AD3-P3 - 305

Observations:

The voting system provider supplied the trusted build on write-once media.

Findings:
The voting system meets the test requirements.

Geneice Mathews Mroumer L. y

John Gardner

Printed name Printed name

Printed name

Signature Date Signature Date
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The proprietary software shall be installed on the workstation/server and all applicable voting system
components by the testing board

following the verification of the trusted build, and using the procedures provided by the voling system
provider. After installation, the software and firmware shall be verified to the trusted build hash values.

L]

456.2.1.3

[ he

il Purpose: ) Prerequisites:

The Purpose of this test is to verify the version of the | Instru'c_:tions for voting system vendors.
trusted build once the installation process is ‘
complete. |

Test Procedures: Variances Used During Testing:
Document the process and findings of installation N/A

and verification of the trusted build software.

-

L !

The testing board members successfully installed the "Trusted Build". i " ‘ N v

Voting Systems Centification « Testing Log rev. 2.1 Created by the Colorade Secretury of Stute’s Office
approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tesis. At a minimim, these procediral steps shail include any items related to the setup, stari,
process, meastrements, shut down, retariing, stop and restoring the sysfem as necessary.
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See extensive video from date and Trusted
Build.

Geneice Mathews

Photos
(fist all photos)

See altached.

Wasses L. Cromners

John Gardner

Printed name Printed name Printed name
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Observations:

See extensive notes in the test log. The testing board documented the attempts and procedures used
for installing the trusted build software. All components were capbable ofﬁ-being loaded from trusted
disks, but the testing board was unable to verify any of the software loaded. - :éu- -«m.a.d%m,fc
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Findings:
The voting system does not meet the test requirements.
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Geneice Mathews Musraer L Cuniee John Gardner
Printed name Printed name Printed name
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Table 2 — Matrix of ES&S Unity 3.0.1.1 Voting System Software and Firmware

3.1 Software and Firmware

2 | Audit Manager ES&S 7.3.0.0 Pre-Voting
Election Data Manager ES&S 7440 Pre-Voting
ES&.S Ballot Image Manager ES&S 7.4.2.0 Pre-Voting

@ | iVotronic Image Manager ES&S 2010 Pre-Voting
Optech Image Manager ES&S 4.0.0.0 Pre-Voting
Ballot Online ES&S 1.2.0.0 Pre-Voting
Hardware Programming Manager ES&S 5.2.4.0 Pre-Voting
Data Acquisition Manager ES&S 6.0.0.0 Post-Voting
Election Reporting Manager ES&S 7.1.2.1 Post-Voting
iVotronic Firmware ES&S 9.1.6.0&9.1.6.1 Voting
M100 Firmware ES&S 5.2.1.0 Voting
M650 Firmware ES&S 2.1.0.0 Voting

r VAT AutoMARK 1.1.2258 Voting
L | AIMS AutoMARK 1.2.18 Voting
COTS Applications Manufacturer Version Unity Application
Acrobat Adobe 7.0 (Standard) OPTIM, ESSIM & iVIM
Acrobat Distiller Adobe 6.0 OPTIM, ESSIM & iVIM
/| Type Manager Adobe 4.1 OPTIM, ESSIM & iVIM
Norton Antivirus Protection Symantec 2005 N/A
r YM COBOL Runtime System Liant Software Corporation 7.50.01 HPM & ERM
* yCOBOL WOW Liant Software Corporation 3.12.00 HPM & ERM
PC Card Manager / PCM Magic Ram 1.3(1.60) HPM & ERM
|Omni Drive USB Professional CSM 1.72 HPM & ERM
Crystal Reports Business Objects 9.0 EDM
Java 2 Runtime Environment, SE Sun 1.4.2 08 OPTIM, ESSIM, 1VIM, HPM,
& ERM
ﬁ/ MS Office (Standard Edition) Microsoft 2003 ERM
MYSQL 4.1.10a or higher iviMm
PRO Ethernet Adapter and Software Intel® - DAM
RTAL Future Logic Firmware v.11 Printer for iVotronic

3.2 Equipment (Hardware)

Table 3 — Matrix of Hardware

~ Manufacturer 0O/S Version

Election Management System

Dell Optiplex gx260 Dell Windows XP, SP2 | Personal Computer
s/n # 7BOWL21 '
SanDisk — Serial # 387273 CSM

Omni Drive-Serial #3623-USB
EMP11 - Serial # 004806

. Confidential 8/31/2006

-
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N D600_AuditMgr_Compare.txt

Program:

hashcmp d:\ess\d600_0S_hash-07-02-07.txt d:\ess\d600_AuditMgr_hash_07-02-07.txt -0
d:\ess\D600_AuditMgr_Compare.txt

Mon Jul 02 22:12:54 2007 GMT, 15:12 pacific Standard Time (PST/PST:8%)

#k%%%  Comparing records in 1 not in 2

~—C:\ . .\Local Settings\History\History.IE5\MSHist012007070220070703\index.dat

75EE2CFB63220457014033E0D5873B58 32768 07/02/2007 13:45w PST
—E+3—r.\Protect\5-1-5-21-1343024091-1580818891-1060284298-1003
B46385C90DADCAD4E2CC4F610FB33R01 24 07/02/2004 14:02w PST
€. .\_restore{DEQO17B7C-6CF8-4EF9-B2CA-FBOQEID7E417}\RP i i
F89EL3014EBFAF1AD8622398E738C2FB 8 07/02/2007 13:50w PST
——¢:)...\_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBOIELD7E417}\RP3\change. log
8D08D7ED3C69E4DF3CI3FFCF50D233E3 4094 07/02/2007 1422w PS
.. \_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBO9ELD7EA1 7 driver.cfg— |
47F35E45DA7FIC96C5224DDEJBALB77C 24 07/02/2007 14:22w PST
-4:Q¥é.\_restore{DE017B7C~6CF8—4EF9—BZCA—F809E1D7E417}\drivetab1e.txt
FO77DB23A9ABDIB7CIC51E4F4ED5B5C 132 07/02/2007 422w PST
«\Documents and Settings\SOS\Local Settings\History\History.IEp\index.dat
T 18A6504036A3C6D45E804B266F1789DF 32768 07/02/2007 147Z272w PST
"‘*G+§gpcuments and Settings\SOS\NTUSER.DAT
- ERROR - FILE POSSIBLY LOCKED - 786432 07/02/2007 14:23w PST
*“‘*E+¥Documents and settings\sog\ntuser.dat.LOG
- ERROR - FILE POSSIBLY LOCRED - 1024 07/02/2007 14:24w PST
~C: \WINDOWS\Prefetch
~F5411E8301004060FA469474780632DD 10168 07/02/2007 14:23w PST

"“€+XQ;NDOWS\PrefetchéIMAPI.EXE—OBF740A4.pf|
08B2926EDCA737BUBECB627F526466EA 16060 07/02/2007 14:20w PST
T CTWINDOWS\Prefetch\|.OGON . SCR-151EFAEA. pf |
8A0070FB4B6AS58B6I 5284 07/02/2007 12:04w PST
‘"“*~e+;WINDows\Prefetch%Laxout.1n1 |
F98649D88D615ECIB6/8/CAFAD213A2F 75278 07/02/2007 12:09w PST
(:::;:jSWINDows\Prefetch\MOTEPAD.EXE-336351A9.gf|

558222A6F869160277DD21081C826287 11452 07/02/2007 13:45w PST
Found the following entry in d:\ess\d600_0S_hash-07-02-07.txt not in d:\ess

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Program:

hashcmp d:\ess\d600_0S_hash-07-02-07.txt d:\ess\d600_AuditMgr_hash_07-02-07.txt -o
d:[XE5S\Dh0U AUCITMOr Compare.txt ~h |

Mon Jul 02 22:13:17 2007 GMT, 15:13 Pacific standard Time (PST/PST:8%)

— #x%%%  Comparing records in 1 not in 2
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P DEO0_AuditMgr Compare.txt

C:\WINDOWS\Prefetch\IMAPI.EXE-OBF740A4.pf
08B2926EDCA7Y 37 BUBEECBGZ27 5264668 16060 07/02/2007 14:20w PST

e WINDOWS\ system32\wbem\Logs\wbemess. log
0OD17C8F0976EACAAD32B644FC31ZF0GE0 20052 07/02/2007 14:22w PST

T Cripucuments and Settings\S0S\Local Settings\History\History.IES\[;;;;:;;;::]

18A6504036A3C6D45E804B266F17B9DF 32768 07/02/2007 14:22w PST
—€2———=\_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBCG2EID7E417}\ _driver.cfg
47F35E45DA7FI9C96C5224DDEY6EASE77C 24 Q7 0272007 —1H22w PST
NDOWS\Eetupapi log |
5407E88FCC6CLECIFOA4305E483B31F6 174447 07/02/2007 14:19w PST
C:\WINDOWS\Prefetch\INOTEPAD.EXE-33 1A9.pf
558222A6F869160277DD21081C8262B7 11452 07/02/2007 13:45w PST
DOWS\system32\config
58B245696D44F68042E1BF6AG7EQEACC 65536 07/02/2007 14:21w PST
C:\WINDOWS\Prefetch\ f
I 61A9F9D2574663CSBCFD4944095CBAGB 10982 07/02/2007 14:19w PST

TTCINMENDOWS\ system32\CatRoot\{F750E6C3-38EE-11D1- 85E5 00c04Fc29SEE}\
6D4C6D420D6C7SDFGEFGESS9E379304 1 8 07/02/2007 04:16w PST

___L:LWINDOWS\syStemB2\CatR00t2\{F750E6C3~38EE-11D1-85E5—00C04FC295EE}\I$2$§EETE::]
6D4C6D420D6C7 5DF6EFGES59E3793041 8 07/02/2007 04:16w

C:\WINDOWS\system32\CatRoot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb
7294B28C2AF4DD509903BEBDECSEE33D 3153920 07/02/2007 14:21wPST

ﬁ‘jfTYT..\Loca1 Settings\History\History.IES\MSHist012007070220070703kindex_dai___J
75EE2CFB63220457014033E0D58738B5B 32768 07/02/2007 13:45w PST

R AWINDOWS\ system32\whem\Repository\FSYMAPPINGL. MAP
834FCBBD75300856D82FEFAB77E4BDLE ST08—07/02/2007 14:22w PST

C:\WINDOWS\PFefetCh\LOGON.SCR—lSlEFAEA.pf|
8A0070FB4B6A58B6! 5284 07/02/2007 12:04w PST

...\_restore{DE017B7C-6CF8-4EF9-B2CA-FBOYE1D7E417}\RP3
8D0OBD7EQ3C6IE4DF3CI3FFCF50D233E3 4094 07/02/2007 14:22w PST

e

7 v ci\...\_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBO9E1D7E417 N drivetable. txt
--__‘=5077D823A9ABDQB7C9C51E4F4ED5BSC 132 07}0272007 14:22w PST
Page 2




P D600_AuditMgr_Compare. txt

C:\WINDOWS\system32\CatRoot?2

B255C2DA3FL6C64ER0173B1D5799B767 8192 07/02/2007 14:21w PST
C:\...\Protect\S-1-5-21-1343024091-1580818891-1060284298-1003\Preferred
B46385C90DADCAD4E2CC4F610FR33B01 24 07/02/2004 14:02w PST
C:\WINDOWS\Prefetch
F5411E8301004060FA469474780632DD 10168 07/02/2007 14:23w PST
—-_£;Ay£;gpws\system32\CatR00t2\edb.1og
' F/DAD833FF2F3D944E47B626481TCORAD 131072 07/02/2007 14:21w PST
A_restore{DEQL7B7C-6CF8-4EF9-B2CA-FBO9EID7E417 }\RP2
F89E13014EBFAF1AD8G22398E738C2FB 8 07/02/2007 13:50w PST

C:\WINDOWS\Prefetch j
FO8649D88D615ECIB6787C4FAD213A2F 75278 07/02/2007 12:09w PST
Found 22 mismatches
End: Compare file records in 1 not in 2

¥%¥%%%  Comparing records in 2 not in 1

o

WINDOWS\system32\MSFLXGRD.OCX |

O6EE7BB3C681BIFABAF4280A154EE133 244416 05/22/2000 00:00w PST
WINDOWS\system32§sq1c1nt.rsp |

07CABGEBC39CBAA 181 02/19/2002 16:18w PST
\. ..\{CB72DB88-EA7E-11D7-9B99-0020ED7 2F2B0} kSettp—ini—

08A22977E4DF6487BDIFCD175F7571E8 487 07/02/2007 14:58w PST

\WINDOWS\Prefetch\NOTEPAD.EXE-336351A9 . pf
0A830B30CR05EC6ACCE79ATICR74E87A0 19706 07/02/2007 14:31w PST

&,

WINDOWS\system3R\SYSINFQ.OCX
ODBO4D84BO6F760BE7A852A8CFC20DF2 67376 06/24/1998 00:00w PST

. .\_restore{DEQL7B7C-6CF8-4EF9-B2CA-FBO9E1D7E417{driverahle txt |
OFODEB82003CYF459DCFOB3AGFA7DOED 132 07/02/2007 14:58w PST

&’®

1——-—~h+s$éuuDows\system3Z\CatRootZ\{F?50E6C3—38EE-1101—85E5—00C04FC2955E
OFABA1BA74E499ABECF6CLEBS59053D1E 8 07/02/2007 14:58w PST

ix%hh“t*\wzmnnmg%system32\CatR00t\{F750E6C3 -38EE-11D1-85E5-00C04FC295EE}\!
OFABA1BA74E499A6ECF6C1ERS9053D1E 8 07/02/2007 14:58w PST

AT

Page 3



D600_AuditMgr_Compare.txt
..\Protect\s-1-5-21-1343024091-1580818891-1060284298-100 :
12501FC874A0FDESF3BD04ED1ID7D7B82 24 07/02/2007 14:57w PST

J. . \Common F11es\Insta11Sh1e1d\Profess10na1\RunT1me\0701\InteT3ﬂ&1£d1_dll__J
150F19FFCF1C56E3C5F77EB712D03108 163972 07/02/2007 14:57w PST

Y- - . \{CB72DB88-EA7E-11D7-9B99- 0020ED72FZBO}i setuE.dT1 .
157884F381A35DZDBBOQEE8F83A09CE6 7 14:57w PST
,_,.g%gég;;g:&lnsta11sh1e1d\Profess1ona1\RunT1me\O701\Inte1321DﬂIN£IInsiallen_exd
19D3DC3C2159C407800D69089BABCE3D 5632 12/02/2002 15:22w PST
WINDows\PreFetch
1A895E784ADOZZBAFF2134AF87BB?354 17060 07/02/2007 14:58w PsST

C:»WINDOWS\System32\config?gzg%ggﬂg;ggg:j
1CeCC7470E0184F89257CB5TEZA5EC 65536 07/02/2007 14:21w PST

\Program Files\Common Files\DESIGNERAMSCDRIN DI | |
20DD49575A1DFOC22ELADFCOBA3EF7D6 49152 06/20/2003 10:54w PST

.\Local Settings\History\History.IE5\MSHist012007070220070703\1index.dat

— 22775AFC433D410FD9478A657672059A 32768 07/02/2007 14:22w PST
““-e—knctuments and Settings\SOS\Local Settings\History\History. IESIEEEEE;;EE:]
2361B09AD6ADICIA9684204786A6C5D9 32768 07/02/2007 14

—CT% . \_restore{DEQ01787C-6CF8-4EF9-B2CA-FBO9EID7E4A17 I\ _driver.cf
26C1E7AS81EGB2FG691E194FDC633865E 24 0;>UZ72UU7 14:58w PST

=% . . \RP4\snapshot\
26E0B687F3382B801F0D487D26E1356D 3186688 07/02/2007 14:58w PST

(::39WINDOWS\PrefetCh\RUNDLLSZ.EXE—24C05E16.pf
2859A9D18C5756F653F32F/AUBAS43BT 14832 07/02/2007 14:33w PST

€. . \RP4\snapshot\_|REGISTRY_USER_USRCLASS S-1-5-19 |

2ABAEQ26BF2D3D0D1BF254845B070F9F 8192 07/02/2007 14:58w PST
ows\[dasetup.log
2C5C85DBS3DU7EAZU7BY9206819BBREGS 17460 07/02/2007 14:58w PST
T \WENDOWS \ system32\wbem\Reposi tory\[FS\INDEX.MAP
2DE8GESDD512688868CF47AC9A4AF4Y 520 07/02/2007 15:00w PST

—~ Hrogram Files\Uninstall Information\odbc.dat |
352798BE3068186EDOC45163DA3600DA 4 07/02/2007 14:58w PST

Page 4



D600_AuditMgr_Compare.txt

=
- e . .\{CB72DB88-EA7E-11D7-9B99-0020ED72F2B0}\setup.ilg
35340C1F3D587C71B8311E9FC08C508 1083728 07/02 2007 14:58w PST

WINDOWS\Prefetch\Layout.ini
39FCL559132E836585EA86C24A51E215 142746 07/02/2007 14:48w PST

-~

\{CB72DB88-EA7E-11D7-9899-0020ED72F2B0}\setun inx
3AB4272521333F84C9EB8870C1I33FC60 172250 07/02/2007 10:45w PST

Program Files\Common FiTles\DESIGNER|MSDERUN.DLL
3CCF24E43EBEBDB802E52E9CI9990AE335 I36192706/20/2003 10:54w PST

3FA9054973627C9444DCBDFD3BAFE7RD 3153920 07/02/2007 15:00w PST
\{CB72DB88-EA7E-11D7~9899-0020ED72F2B01\1avout.bin
E20210BE3B6B3FF454F11968A1FA32 493 07/02/2007 10:45w PST
N . .\{CB72D888-EA7E-11D7-9B99-0020ED72F280\ketup. . haot |
436FBDFEGERB92F4A82567A09BE075F5A 89 07/02/2007 14:58w PST
(i:)MINDOWS\PrefetchiHASH.EXE-10C80050.pf
f’ij 43911951C2DD563 25736 07/02/2007 15:03w PST

"__E?Yn..\_REGISTRY_USER_USRCLASS_S-1—5-21—1343024091—1580818891—1060284298—1003
461B840E169BE83FB48975AA937B2EAL 8192 07/02/2007 14:58w PST

WINDows\system32\catRoot2\{F75056c3—38EE-1101-8555-00c04Fc29555}\|m

(;:SFINDOWS\system32\\BSDB.DLL

) AC6F2D2CE86330335801F2982826223E 89360 06/18/1998 01:00w PST

. gram Files\Common F11es\Insta11Sh1e1d\Professional\RunTimé\iKerneT.rqs|
4DF94A4C0CD342707098E6662325DBF8 25830 12/02/2002 15:28w PST

— €. . . \RP4\snapshot\ L - -
564A226C1A3D7DA7415F76B4EAGCI6BA 13783040 07/02/2007 14:58w PST

—~——€EA#ENDOWS\System32\wbem\Repos1tory\FSkOBJECTS.MAP|
59AB06F2D7F59069B6B8791D0A6720DE 2588 07/02/2007 15:00w PST

: .. - \{CB72DB88-EA7E-~11D7-9B899-0020ED7 2F2BO}\Setup . exe
065 FAGF2EC63FE28BE26FDB7B0480 107512 0770272007 10:45w PST

~—C:\....\RP4\snapshot\ gEGISTRY_USER_USRCLASSHS-1—5—20 i
5C5D14208739FBASS 02/2007 14:58w PST

' WINDows\Prefetc -
‘ 5C85B94CDADA916F5488D98 FE3ASDF3A 10982 07/02/2007 15:01w PST
Page 5




T D600_AuditMgr_Compare.txt

— = \{CB72DB88-EA7E-11D7-9B99-0020ED72F2B0}\datal. hdr
60A71B679EDDC202F017F18B5820BD25 64772 077/02/2007 10:45w PST

N\ _restore{DEQ17B7C-6CF8-4EF9-B2CA-FBO9E1D7E417}\RP4 chanée.]oé |
G4EE17AD11632661E39B809DFEEQF10D 8340 07/02/2007 14:58w PST

T CO\WINDOWS\system32\whem\Repository\AS\MAPPINGZ . MAP
6F0EDO9EBED84B39359DC48B4BCD6SBS 3108 07/02/2007 15:00w PST

INDOWS\SyStem32SMSADODC.OCX I
) J71C7C1361332996 FD 118976 05/22/2000 00:00w PST

%. .\Common Files\Installshield\Professional\RunTime\0701\Intel32

742679327EE56723096EBSAAS928BE26 237568 12/02/2002 13:33w PST

\—_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBOOE1D7E417}\RP4\RestOrePointsize
74FA398BCBFA3A3131FB1398D01585A7 8 07/02/266714+58w—PST

_restore{DEQ17B7C-6CF8-4EF9-B2CA-FBO9E1D7E417 }\RH i
'7614C2478DCOCC682C40620B11262048 8 07/02/2007 14:49w PST

s WWINDOWS\Prefetch\(SETUP.EXE-1D3AC6CS.pT
‘ 78146D1613B51462DY6ADDSADAIG/ 665 21368 07/02/2007 14:58w PST

h____£;3¢#.\RP4\snapshotq REGISTRY_MACHINE_SAM |
781666AAE66149EF4A3TCODZ245A483AD 24576 07/02/2007 14:58w PST

——r. L \RP4A\snapshoty_|

7D3AZ2F12BI1EFC93C4F3AD5231565A40 45056 07/02/2007 14:58w PST

C: ments and Settings\sos\Recent\p600_0s_hash-07-02-07.txt.Ink
7F716949E3925E57AC7CB33CAEZOOD75 3/9 07/02/72007 14:31w PST
INDOWS\system32\[fOMCT332.0CX

B 821AB1F1CF9904CB3G26C686FI3TFOTOS 415176 12/06/2000 00:00w PST

———€ e \Common Files\Installshield\Professional\RunTime\0701\Intel32hikerneldH
8230D489547E2F1C0AF852F81D1D63BE 696320 02/27/2003 16:12w PST
\Common Files\Installshield\Professional\RunTime\0701\[ntel32\iuser.d11

8581375725843284C7987868ADI7OBCC 155648 12/05/2002 I4:10w PST

= .\_r'estore{DEOl?B?C—6CF8-4EF9—BZCA-—F809E107E417}\RP
8B21F1F24143ABF63E953DCEIAFBEF24 536 07/02/2007 14:58w PST

7
. —ESWENDOWS\system32\whem\Logs\whemess. Tog
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N D600_AuditMgr_Compare. txt

S8CBE78C46BACSE2D3530CE74FF4DDASS 20244 07/02/2007 14:57w PST
NITY\AuditManager
8CECS6E5A03E7F67C55BC349097DE4C? 282624 09/07/2004 09:41w PST
__) 8CF92BC5715280C41B7R3R872R220827 388 07/02/2007 14:57w PST
WINDOWS\system3P\MSSTDFMT.DLL
92B712DF390367BFAZZ5 2480907 1051 118784 07/15/2000 00:00w PST
Program Files\Common Files\Installshield\Professional\RunTimep\IsProBE.tlb
A1200142FFC51C3DDF558EE2A97F559F 85240 12/02/2002 13:23w PST
WINDOWS\Prefetch\[MAPI.EXE-OBF740A4.pk
AA7C2839A6816D71 16060 07/02/2007 14:57w PST
— C:N\r\RP4\snapshot _q_5_
AAF4928D5BBIDFABGO00CCEO81377F35 229376 07/02/2007 14:58w PST
e\ restore{DEQL7B7C-6CF8-4EF9-B2CA-FBOYEID7E417 }\kRP3\change . Tog.? |
AFOE380CB1BF2B5EOBO7D876B59DEO35 11566 07/02/2007 14:58w PST
‘e-kvmmows ketupapi log |
B1804900FD6F322686991A715D75BASC 176061 07/02/2007 14:58w PST

Program Files\Common Files\ficrosoft Sharedid
B7EFFB18DC29BA1111B826E368218B96 1114 02/19/2002 16:41w PST

WINDOWS\system32
C1B4AF41A0370E4081D59ACI9RCCY29D 647872 05/22/2000 01:00w PST

(zynocuments and Settings\SOS\RecentEE§§:I:E]

C360A85C700B6CA794FE6GBCIA31DI88F 237 07/02/2007 14:31w PST

“ﬁ—{;ApﬂﬁARp4\snapshotq REGISIRY LISER NTUSER S-1-5-18 |

D275FB7630E4516E56A26AA006D51220 237568 07/02/2007 14:58w PST
P4\snapshot\[REGISTRY_USER_.DEFAULT |
D275FR7630E4516E56AZ6AAUYGDS 1220 237568 07/02/2007 14:58w PST
WINDOWS\system32\mdaccore.rsp |
D33E4CD06489CCCFHC716D3280B131AB 253 02/19/2002 16:18w PST
uments and Settings\All Users\Start Menu\Programs\unity\Budit Manager. Ink ]
. D5592E855EADQ490C6A45FC4270CD174 1534 07/02/2007 14:58w PST

Page 7



. DGO0_ATHTTMOT _Compare. txt
:(::)WINDOWS\Prefetch LOGON.SCR—151EFAEA.£E|
D5A125F47654D7 29ECGAABDOCF DD 6866 07/02/2007 14:43w PST

——

WINDows\Prefetch MDAC_TYP.EXE=-04E75489.pf |
# D753E3AA42ACDFCIEIADOEF71AB4C296 25846 07/02/2007 14:58w PST

E:E}WINDOWS\systemBZ\ omdig32.0cx
D76FOEAR3GF83A3LDAIIREAFTODAT 390 140288 05/07/1999 01:00w PST

(::)UNITY\AuditManager\aa15y5.mde

D7A943D4ACEA7B5535 HBRE3CO6EEBAEH 233472 06/03/2004 14:36w PST

WINDOWS\System32\MSBIND - DLt

D83ACACOEIOB2F3E67A047A64098CC3A 77824 07/15/2000 00:00w PST
ke[ CB72DB88 -EA7E- 11D7-9B99-0020ED72F280 N datal cabl

DCOB670F32267D04FFC94460D9AEAC3A 598513 07/02/2007 10:45w PST

..\Common Files\Installshield\Professional\RunTime\0701\Intel3 .
E148C1132A32CCD424DE346F2FFEADLF 282756 07/02/2007 14:57w PST

_'“Eggggggb.\Common Files\Installshield\Professional\RunTime\0701\Intel32\ctor.dT]l

, E3DB818ACABEB89A1BFEESEBEF336D305 57344 12/02/2002 13:33wW PST

—"'Aq-‘.

:“-4——G+\+_q\RP4\snapshot\_REGISTRY_USER_NTUSER_S—1—5—20

E84BC13C9504CO03E4SFO69439I0G8F73 225280 07702/2007 14:58w PST
WWINDOWS\system32\CatRoot2\
E87EE57135D7C85E87C605291-M 8192 07/02/2007 15:01w PST
(::EBWINDOWS\systemSZ\Fed+sfrfsp——J
EBDEA149652C0OBFR110B41835333E44A 28 02/19/2002 16:18w PST

INDOWS\Prefetch\CMD. EXE-087B4001.pf |
. EEC547E3390C7D8DF EDBSFD46 10168 07/02/2007 15:02w PST

—————‘”‘CTYTrv\,ﬁEGISTRY_USER_NTUSER_S—1—5-21—1343024091—1580818891—1060284298-1003
F35A4ED76442E7B9C44EODDB7B3CEF28 573440 07/02/2007 14:58w PST

4--..-=E£ﬁ&:%gram Files\Common Files\Installshield\Professional\RunTim i

Fo8BA4725D1AAFLBOFF33CF18D262C5E 32768 12/02/2002 13:33w PST
Found 85 mismatches '
End: Compare file records in 2 not in 1

Found 107 mismatches

nnnnnnnnnnnnnnnnnnnnnnnnnn
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State of Colorado

Mike Coffman
Department of State \ Secretary of State
1700 Broadway /
Suite 250 j} Holly Lowder
Denver, CO 80290 4 Director of Elections

CDOS Certification Number: 2007-CDOS-ESS'001 0403
Manufacturer: ESS
Application Date:

04/03/2007

AD4-P3 - 402

{This page intentionally left Blank}

Voling Systems Certification - Testing Lag rev. 2.1
appraved 13/05/07

Created by the Colorade Secretary of State’s Office



2007-CDOS-ESS-001-0403

45.5.2.3.12

The voting system shall allow the system administrative account to verify that the software installed is
the certified software by comparing it to the trusted build or other reference information.

Purpose:

trusted build once the installation process is
complete. :

Test Procedures:

The Purpose of this test is to verify the version of the, Instructions for voting system vendors.

Document the process and findings of installation
and verification of the trusted build software.

n of trusted build against installed build.

Prerequisites:

- P lg g

Variances Used During Testing:

N/A

Voting Systems Certification - Yesting Log rev. 2.1
approved 03/05/07

Crented by the Colorado Secretary of State's Office



The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procednral steps shall inclitde any items relufed to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary,

Continue to next
HILE..

Voting Systems Certification Program Created by the Colorado Secretary of State's Office



AD4-P3 - 402

Documents
(list all documenis)

The voting syste

Videos
(list all videos)

See extensive video from date and Trusted
Build.

Geneice Mathews

Photos
(list all photos)

Printed name

Signature

John Gardner

Moznser L Compiune
Printed name
%(2-d3 . 21527
Date Signature Date

Printed nante
/[ Ara
SigMure Datl

Voting Systems Certification Program

Created by the Colorailo Secretary of State's Office



2007-CDOS-ESS-001-0403

AD4-P3 - 402

Observations:

Ror fDY-P2- Yo!

disks, but the testing board was unable o verify any of the software loaded.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews Mhicuner b Crtnpised

See extensive notes in the test log.” The testing board documented the attempts and procedures used
for installing the trusted build software. All components were capbable of being loaded from trusted

John Gardner

Printed name Printed name Printed name
YAAAL ﬁ%@lﬁﬁ%a& 9.15 .07 S vﬂ“‘/\f‘%ﬁ/@?
Signature Date Signature Date e Signature Date

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/87

Created by the Colorado Secretary of State's Office



% State of Colorado

Department of State
1700 Broadway

Suite 250

Denver, CO 80290

CDOS Certification Number:

Manufacturer:

Application Date:

Voting Systems Certification - Testing Log vev. 2.1
approved 03/05/07

Mike Coffman
Secretary of State

Holly Lowder

Director of Elections |

2007-CDOS-ESS-001-0403

ESS

04/03/2007

AD4-P3 - 403

{This page intentionally left blank}

Created by the Colorado Secretary of State’s Qffice



Riilelor 2007-CDOS-ESS-001-0403

45.5.2.3.11

The trusted build of the voting system software, installation programs, and third party software (such
as operating systems, drivers, etc.) used to install or to be instatled on voting system devices shall be
distributed on a write-once media.

Purpose: Prerequisites:

The Purpose of this test is to document and note the | Instructions for voting system vendors.
verification of the submittal of the trusted build
software for the voting device.

Test Procedures: Variances Used During Testing:

Record, secure and document the receipt of the N/A
trusted build from the VSTL/ITA's. Document the '
steps taken to install and verify the trusted build files.

e peoted Onicomel
Any distribution of media used specifically for installing voting system is write-once only.

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorade Secretary of State's Office
approved 03/05/07



.

tionVig - Post |

The lest log shall contain procedural steps used o conduct an
process, measurenents, shut down, retarting, stop and restoring the system as necessory,

d evaliate the tests. Al a minimun, these procednral steps shall include any items related to the setup, start,

Continue to rnext
age..

Voting Systewns Certification Program

Created by the Colorado Secretary of State's Office



o 2007-CDOS-ESS-001-0403

tion - Voting - Post

Documents NaF Yes [ ] | Videos N [ Yes [/] gngz'plmms) No/m Yes [

(list all documents) (list all videos)

See extensive video from date and Trusted
Buitd.

Geneice Mathews John Gardner

Mru&m /\ Cﬂwmct

Printed name Printed name Printed name o
. 3 '-_‘w'_x'
$2°0+ (bl 95507 /757
Signature Date Signatitre Date Signafyre Date

Voring Systems Certification Program Crented by the Colorade Secretury of State's Office



2007-CDOS-ESS-001-0403

ption - Voting - Post AD4-P3 - 403

Observations:

See notes in test log and extensive video records. The trusted build software was delivered from the
ITA's on write-once media.

Findings:
The voting system meets the test requirements.

Geneice Mathews Y [ O John Gardner
/ -
Printed name Printed name Printed name
; GIUI? ok A Gl 21507 e % 757
Signature Date Signature Date Signature
Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Qffice

approved 03/05/07



5 State of Colorado Mike Coffman

Department of State Secretary of State
1700 Broadway

Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-ESS-001-0403
Manufacturer: ESS

Application Date: 04/03/2007

{This page intentionally left blank}

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 83/65/07



2007-CDOS-ESS-001-0403

If the EAC does not have a trusted build for the voting system submitted for certification, the voting
system provider shall coordinate with the Secretary of State for the establishment of the trusted
build. At a minimum this shall include a compilation of files placed on write-once media for which the
Secretary of State has observed the chain of custody from time of source code compliation through
delivery, and an established hash file distributed from a VSTL or the Naticnal Software Reference
Library to compare federally certified versions against.  All or any part of the Trusted Build disks
may be encrypted. They should all be labeled as Proprietary Information if applicable and with
identification of the vendor and release version based on the vendor's release instructions.

45.4.7

Purpose: . Prereguisites:

The Purpose of this test is to document and ﬁofé thej Instructions for voting system vendors.
verification of the submittal of the trusted build t
software for the voting device. g

Test Procedures: Variances Used During Testing:

Record, secure and document the receipt of the N/A
trusted build from the VSTL/ITA's. Document the
steps taken to install and verify the trusted build files.

|

The voting system provider shall submit all items necessary for the creation and installation of files contained in the *trusted build" that is received
from the VSTL or other source if applicable.

Voting Systems Certification - Testing Log rev. 2.1 Crented by the Coloraido Secretary of State’s Office
approved 03/05/07




[ n - Voting - Post

The test log shall contain procedural steps used fo conduct and evaluate the tests. At a minimim, these procedural steps shafl include any items relnted to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

W

LvItes el

Continic 1o next
e

Voting Systems Certification Program Created by the Colorado Secretary of Stute's Office



2007-CDOS-ESS-001-0403

Documents
(¥ist all documents)

The voting system meets the test requirements.

Videos
(list all videos)}

See extensive video from date and Trusted
Build.

Photos
(list all photos)

PASS

Geneice Mathews

Printed name

Signafure

Printed name Printed name
%.120F j P15 .07 7 ‘ﬁ%’ 2z
Date Signature Date Sig‘rm/fure Ddte

[Supe

e
PT;QH@

John Gardner

WMot | (oot

Voting Systems Certification Progrum

Cremted by the Colorado Secretary of Stute’s Office



stion - Voting' - F’ds

4 2007-CDOS-ESS-001-0403
t AD4-P3 - 404

Observations:

See notes in test log and extensive video records, The voting system provider supplied all of the
necessary files for the completion of the trusted build.

Findings:
The voting system meets the test requirements.

Geneice Mathews Dheswee L. Oosvnec John Gardner
Printed name Printed name Printed name
W 22 gt Wt/ 35507 = Yo7
/ Signature Date Signature Date ~ Sigrmm%'g lsa(g
Veting Systems Centification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office

appreved 83/05/07
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1700 Broadway
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Denver, CO 80290

CDQOS Certification Number:

Marnufacturer:

Application Date:

Vating Systems Certification - Testing Lag rev. 2.1
approved 03/45/07

04/03/2007

AD4-P3 - 405

Mike Coffman
Secretary of State

Holly Lowder

Director of Elections

{This page infentionally left blonk}

2007-CDOS-ESS-001-0403

ESS

Created by the Coloruilo Secretary of State's Qffice



2007-CDOS-ESS-001-0403

If the EAC has established a trusted build for the system submitted for certification, the trusted build
shall be provided by the EAC. The voting system provider shall execute and submit to the EAC any
necessary releases for the EAC to provide the same, and shall provide the Secretary of State's
Office with a copy of such excuted releases. In addition, the voting system provider shall submit all
documentation and instructions necessary for the creation of and guided installation of files contained
in the “trusted build” which will be created at the stari of functional testing and will be the model
tested against. The Secretary of State reserves the right to add additional instructions or guidance
for the use of the trusted bulld when initiating the chain of custady process for a jurisdiction using the 0/10/2007]
specified equipment.

4546

B

Docurment

crossiReferencedl]

G sy |

Purpose: - Prerequisites:
N/A . N/A
|
Test Procedures: - ) Variances Used During Testing:
N/A . N/A

i

hall submi aI ites necessary installation of files contained in the “trusted build” that is received

The voting system provider s
from the EAC if applicable.

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorade Secretury of State's Qffice
epproved 83/05/07




_ (AD4-P3 - 405 |

The test log shall contnin procedural steps nsed to conduct and evalnate the tests. At a minimum, these procedural steps shall include any items related to the setnp, start,

2007-CDOS-ESS-001-0403

process, measurements, shut down, retarting, stop and restoring the system as necessary,

|

Countinue to next
page...

Created by the Colorado Secretary of State's Office

Voting Systerns Certification Programt



ion - Voting - Post |

Documents
(list all documentis)

No [

(4]

Photos
(tist ail photos}

“No |

Videos No []
(tist all videos)

Yes D

The test is not applicable for the voting device.

Yes [

Geneice Mathews John Gardner
}771 AL [ é#ﬂiﬂmﬂé
Printed name Printed name Printed name
% %/0-F M%M[( q.45 H‘)zf_‘ /{;L 7//7‘1,@%‘
Signature Date Signature Date Sighatire Date

Voting Systems Certification Program

Created by the Colormlo Secretary of State’s Office



2007-CDOS-ESS-001-0403

AD4-P3 - 405

Observations:

N/A

Findings:

The test is not applicable for the voting device, as the EAC does not yet have a trusted build
developed for the system.

Geneice Mathews

[ comee b Cuppisece John Gardner

Printed name Printed name Printed name
SYLTF ookl L hustd 2,150 67 )Té-——-—ﬂ,ﬁ 7/?/59?‘
Signature Date Signature Date Sign itre Dare

Voting Systems Certification - Testing Lag rev. 2.1
approved 83/05/07

Created by the Colorado Secretary of State’s Office






