York, Chris

From: Loeffler, Michael E.

Sent: Friday, June 15, 2007 1:17 PM
To: York, Chris

Subject: Re: Adobe Key

. _SM .
Fffdr—4vafi-v9x]c-24gx3—chpmd — 2003

‘Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

————— Original Message-----
From: York, Chris

Tco: Loeffler, Michael E.

Sent: Fri Jun 15 12:13:47 2007
Subject: RE: Adobe Key

Just in case, can you get me a key for the Windows 2003 Server?

Chris York

Quality Assurance Analyst

Segquoia Voting Systems

1800 Glenarm Place., Suite 500

Denver, CO 80202 i

(o) 720-920-4981

(£) 720-264~2555

cyork@sequeiavote. com

wwWww.sequolavote.com <http://www.sequoiavote.com/>

From: Loeffler, Michael E.

Sent: Friday, June 15, 2007 1:07 PM
To: York, Chris

Subject: Adocbe Key

1118-1209-2799-2373-7236-2563 ~— W

And just incase that one dose not work I also have this key:
1118-1208~2923-1810-4243-1541

Michael Loeffler



1 b
7800 Madison Blvd
Suite 206
Huntsville, AL 35806

256-895-2525
Fax: 256-895-2530

July 08, 2007

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

303-894-2200 ext. 6318

Dear Mr. Gardner:

Per the request of Sequoia Voting Systems, we are resending you an encrypted CD with the
Elections Night Results application for the server and client systems as directed by Chris York,
Quality Manager @ Sequoia. It was determined that the CD shipped on 06-28-07 did not contain
all the files needed to install this functionality.

e Election Reporting 1.1.7.0

o Server set up finstalls

o Client/Workstation set up/installs
¢ Election Results 1.1.1.0

o Server set up /installs

o Client/Workstation set up/installs

Please note that this information is Proprietary and should be treated as Confidential,

Sincerely,

Kelly Rohacek

CIBER ITA Practice Director
256.895.2521

Cc; Chris York
Quality Manager - Sequoia Voting Systems, Denver, Colorado
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State of Colorado Mike Coffman

Department of State A Secretary of State

1700 Broadway {:

Suite 250 \ Holly Lowder

Denver, CO §0290 e o Director of Elections
ol oot cog

Vating Systems Certification - Testing Log vev. 2.1
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CDOS Certification Number: 2007-CDOS-SEQ-001 -0403

Manufacturer: Sequoia

Application Date: 04/03/2007

AD3-P3 - 301

{This page intfentionally left blank}

Created by the Colorado Secretary of Stafe's Office



2007-CDOS-SEQ-001-0403

- If?l\f 1“:‘”111‘“

4552312

The voting system shall allow the system administrative account to verify that the software installed is
the certified software by comparing it to the trusted build or other reference information.

AD3-P3-301
fresi Doy

AerdlDarima

8/27/2007

e i) |

Functional

Sequma

t| Purpose:

The purpose of

Test Procedures:

Use notes and- to.
verify the trusted build information-using the - *
administrative account of the voting-device.

Prereguisites:
this test is to verify that the - o AD3-P3- 302

administrative account has the ‘ability to verlfy and/or !
view the trusted build information loaded on the |
device, to the referenced trusted build.

Variances Used During Testing:

N/A

instructions from AD3-P3-302 to..

System Admmlslraiwe account has permISSIOnS to allow verlf cation of trusted uild agains inslalledbu;

Voting Systewns Certification - Testing Log rev. 2.1

approved 03/95/07

Created by the Colorade Secretary of State's Office

-




Pre Efcin

2007-CDOS-SEQ-001-0403

The test log shall contain procedural steps used te conduct and evaluate the tests, Ata
process, measurements, shut down, retarting, stop and restoring the systein as necessary,

- Oppathy

minimnm, these procedural steps shall include any items related to the setup, start,

AD3-P3 - 301 |

Continue to next
TECe

Voting Systems Certification Program

Created by the Colorado Secretary of State’s Qffice



 mxphin |

Vieos N
(¥ist all videos)

Documents
(list all documents)

Neo D . Yes D D

See video from trusted build for Sequoia.

See attachments at back of binder.

The voting system does not meet the requirements.

Yes D

Photos
(Tist ail photos)

i
e, by & ezl
Mo ilemmé%@ate- Y, John Gardner
"/
Printed name Printed name Printed name
= {
7 purpoy R Sealpt

Signatyde : Date Sig‘mﬂ‘ure Date

Vating Systems Certification Program

Created by the Colorailo Secratary of State's Office
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2007-CDOS-SEQ-001-0403

) Pre Election

=

Adidlitone] Obseiions 5 @l s

Observations:
See extensive video records generated for the trusted bund of Sequ0|a s system, and the
notes on AD3-P3-302.- The voting devices (400-C and Workstation) do not have the ability
for the administrator or any other-user to "verify" the software trusted build of the system. All
systems will require a complete LOAD of the trusted build after any security |n0|dent
maintenance, or loss of chain of custody during the life of the device.

Findings: )
The voting system does:not meet the test requirements.

Mickner L, Chamivett - John Gard
s s ’9{: 0, 2 onn Laraner
' Prinfed name Printed name Printed name
W%ﬂz.aam / %,75/6’7 > %‘ cﬁ)/éj_
Signature Date Signatuy Date Sig¥ature Dake

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorado Secretary of State's Office
appraved 03/95/07




- State of Colorado

Mike Coffman
Department of State Secretary of State
1700 Broadway §;
Suite 250 \ Holly Lowder
Denver, CO 80290

Director of Elections
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- CDOS Certification Number: 2007-CDOS-SEQ-001 -0403

Manufacturer: Sequoia

Application Date: 04/03/2007

AD3-P3 - 302

{This page intentionally left blank}

Voting Systems Certification - Testing Log rev. 2.1

Created by the Colorudy Secretary of State's Office
appraved 0370507



2007-CDOS-SEQ-001-0403

The proprietary software shall be installed on the workstationlserver and all applicable voting system
components by the testing board

following the verification of the trusted build, and using the procedures provided by the voting system
provider. After installation, the software and firnware shall be verified to the trusted build hash values.

45.6.2.1.3 e
AD3-P3-302

8/27/2007)

ool |

Sequ )

Purpose: - L | ‘Prerequisites:
The purpose of this test is to document anc N/A |
that the voting system device(s)’ meet the .
requirements of trusted build by first: 1) match
values to VSTL/NSRL values, 2) load the dewce |
and 3) verify the loaded device. :
N
1
Test Procedures: - . Variances Used During Testing:
Document findings related to the verificaﬁon N/A

loading, and re-verify loaded device with the usted
build information.

The testing board members successiully installed the Trusted Build , and verlfed e values on the device back to the STUNS L val

Voting Spstems Certification - Testing Log rev. 2.1 Created by the Colornde Secretary of State's Office
approved 03/05/07
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2007-CDOS-SEQ-001-0403

The test log shall contain procedural sieps used to conduct und evaliate the tests. At a minimum, these procedural steps shall mc!ua'e any items related to the setup, start,
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SR 2007-CDOS-SEQ-001-0403 e e

ttion - Voting - Post AD3-P3 - 302 |

The test log shall contain procedural steps nsed fo conduct and evaluate the tests. Af a mininum, these procedural steps shall include any items related to the setup, stari,
Process, measurements, shut down, retarting, stop and restoring the sysfem as necessary.

_ Srauma Jooe. PC lapo

Proouer KeY:

DBWRM AVXDC- WI DA DRI CG- TYTH W

Confinne to next
ape...

Voting Systems Certification Program Created by the Colorade Secretary of State's Office
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2007-CDOS-SEQ-001-0403

dent Kepouss

Voting Systems Certification Program

Created by the Colorade Seeretary of State's Office

= —

Documents l No [] Ys D Videos No ) Yes | Photos Yes
{list all documents) : (list all videos} D (Tist ail photos} D
See attachments at back of binder. See video from trusted build for Sequoia.

: eviewii]

i L C/bvv 7 John Gardner
K Sibe)
Printed name Printed name
- RN
oY §.29.07 G20 e Z!.}
Signature Date Date Szgr iure ate




: . 2007-CDOS-SEQ-001-0403 o Nimbey
tion - Voting - Post AD3-P3 - 30

Observations:
See extensive video records generated for the trusted build process. The voting system
provider supplied the testing board with all the information, however the loading of the device
turned up more files than what was provided to verify. - -The vendor agreed- that the system
would not be capable of being verified, but would require a complete load: of the information
upon any security incident, malntenance or other loss of chain of custody during the life of
the device.

Findings: o _
The voting system does not meet the test requirements. -

o .,

Voting Systems Certification - Testing Loy rev, 2.7 Created by the Colorado Secresary of State’s Office
approved 03/05/87

.
Miswwer L. Compiete
—Jeforme-Lovate— —_— /
T Kfessgre John Gardner
Printed name Printed hame Printed name
§.39.07 % 4 Fmee? Yipé&-é?lz"f/ 27
Signature Date Signature Date Sigﬂﬂfrlfe ' Date’
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State of Colorado Mike Coffman
Department of State Secretary of State
1700 Broadway |

Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections
CDOS Certification Number: 2007-CDOS-SEQ-00 1 -0403

Manufacturer: Sequoia

Application Date: 04/03/2007

AD3-P3 - 303

{This page infentionally left blank}

Veling Systems Certification - Testing Log rev. 2.1 Created by the Colorndo Secretury of State's Office
approved 83/05/07



iy 2007-CDOS-SEQ-001-0403
45.4.6

If the EAC has established a trusted build for the system submitted for certification, the trusted build
shall be provided by the EAC. The voting system provider shall execute and submit to the EAC any
necessary releases for the EAG to provide the same, and shall provide the Secretary of State's
Office with a copy of such excuted releases. In addition, the voting system provider shall submit all
documentation and instructions necessary for the creation of and guided installation of files contained
in the “trusted build” which will be created at the start of functional! testing and wiil be the model
tested against. The Secretary of State reserves the right to add additional instructions or guidance
for the use of the trusted build when initiafing the chain of custedy process for a jurisdiction using the
specified equipment.

LR

Sequoia

Purpose: - Prerequisites:
The purpose of this test is to verify and document ' ENI/—\ ‘
the receipt of the trusted build information from the |:
EAC. |
| ’/—\?
W
Test Procedures: : C Variances Used During Testing:

N/A - o NIA

The voting system prowder shall submlt all items necessary for the creation and installation o |escon aine: |nthe"trus G
from the EAC if applicable.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretury of State's Qffice
approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At @ minimum, these procedural steps shall include any items related to the sewup, start,
process, measnrements, shut down, retarting, stop

and restoring the sysiem as necessary.

2007-CDOS-SEQ-001-0403

ettt cad] B

TR W

"AD3-P3 - 303 |

]

Continne to next
age..

Veting Systems Certification Program

Created by the Colorado Secretary of State's Office




Documents ” N  Yes O Videos l h il Yes [ | |Photos No es B
(list all documents) (tist all videos) (list ail photos) L—'I I:i

See attachments at back of binder.

g Gontoll

This test is not applicable for this device.

“‘ ; “1 il T 1 ..'~..=;‘. ]
. robyetl
M % & /{Hﬁﬂ John Gardner

Printed name Printed nante Printed name -
¥ )
. i
“ | / W/
| _¢.a%07 J 507 pgei -O20¢|
Signatnre Date enattre Date & Signature Date

Voting Systems Certification Program Created by the Coloradp Secretary of Stute's Qffice
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[AD3.P3 - 303

Observations:

Colorado.

Findings:
This test is not applicable for this voting system

P eumen [, @emwm
~Jerome Lovaio

- ,/szs@//

The EAC does not have _a_gir,Qéte;d -build for this voting_syStem and is'unable to submit this to

John Gardner

§ifc

=

Printed nante

Printed name Prisfted name
& “A.
- 3.0%47
Signature Date Signatur,

Date

= /gl
Signature

g Date

Voting Systems Certification - Testing Log rev, 2.7
approved 03/05/97

Created by the Colorado Secretary of State's Qffice




A State of Colorado 4 Mike Coffman
o Department of State //"é Secretary of State
1700 Broadway 5;"’{"_" '
Suite 250 \ Holly Lowder
Denver, CO 80290 Director of Elections

-,

Tt xsaryeaen

CDOS Certification Number:

2007-CDOS-SEQ-001-0403

Manufacturer: Sequoia

Application Date: 04032007

AD3-P3 - 304

{This page infentionally left blank}

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/87

Crented by the Colorado Secretury of State's Qffice



il 4 2007-CDOS-SEQ-001-0403

454.7

If the EAC does not have a trusted build for the voting system submitted for certification, the voting
system provider shall coordinate with the Secretary of State for the establishment of the trusted
build. At a minimum this shall include a compilation of files placed on write-once media for which the
Secretary of State has observed the chain of custody from time of source code compliation through
delivery, and an established hash file distributed from a VSTL or the National Software Reference
Library to compare federally certified versions against.  All or any part of the Trusted Build disks
may be encrypted. They should all be labeled as Proprietary Information if applicable and with
identification of the vendor and release version based on the vendor's release instructions.

AD3-P3-304

e fmm fte,

Sequoia

Purpose: . Prerequisites:

The purpose of this test is to document and-\ fy | NA
the verification of the trusted build against the. VSTL
hash value, or the NSRL values. .- 1:_

Test Procedures: w.t 1 Variances Used During T, esting: .

Document all findings related to the verification”'of ", N/IA
the trusted build document against the VSTL!NSRL
hash values.

from the VSTL or other source if applicable.

Voting Systems Certification - Testing Log rev. 2.1
approved 83/65/07

Created by the Celorade Secretary of State's Qffice
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Crarnioh

2007-CDOS-SEQ-001-0403

T figry

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarfing, stop and restoring the system as necessary.

BTN moer

AD3-P3 - 304

Continuce to next
nge...

Voting Systems Certification Program

Crented by the Colorade Secretary of State's (ffice
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2007—CDOS-SEQ-001-0403

it gy

‘

Documents
(list all documents)

See attachments at back of binder.

Yes

No - | Yes

deos
(list all videos)

See video from trusted build for Sequoia.

Yes ” 7

Photos
(fist all photos)

No []

Wisinericn

s eunec, [, Qoo

IIXTILY/]

John Gardner

Printed name

Signature

Printed/name

WM?

Signature Date

Printed name
S}{ature TD;;: ..........

Voting Systems Certification Program

Created by the Colorado Secretary of Stare's Office




2007-CDOS-SEQ-001-0403

Observations:

See notes in AD3-P3-302. After multiple attempts the voting- system prowder supplied the
necessary installation files to create the trusted bund by the: state.

Findings:
The voting system meets the requirements of this test.

hresnet Corp o
7 st John Gardner
Printed name Prmteﬂ/ name Printed name
. 8.49.07 Z Lofo 7 7749 63/-7??
Signature Date Signature Date j Stgnb’t’ure Date

Voting Systems Certification - Testing Log rev, 2.1
appreved 03/03/07

Created by the Colorido Secretary of State's Office
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' Department of State f Secretary of State
1700 Broadway (E
Suite 250 \ Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-SEQ-001-0403

Manufacturer: Sequoia

Application Date: 04/03/2007

AD3-P3 - 305

{This page intentionally left blank}
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The trusted build of the voting system software, installation programs, and third party software (such
as operating systems, drivers, efc.) used to install or to be installed on voting system devices shall be
distributed on a write-once media.

455.2.3.11

AD3-P3-305

B b

8/27!2007

Sequoia

Furpose: © Prerequisites:
The purpose of this test is to verify and document [ N/A 5

the process for receipt and storage of the truste build .
documents. |

Variances Used During Testing:

Test Procedures:
= NIA

Document the receipt of trusted build informatio"n'_ :
and all correspondence reiated to the information.

. . [Oicume
Any distribution of medla used specifically for |nstalhng voting system is wn e-once only.

Vating Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07




N e | ime L O

TR
AD3-P3 - 305

|

[Enpironment -]
ction - Voting - Post
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1

2007-CDOS-SEQ-001-0403

process, measurements, shut down, retarting, stop and restoring the system as necessary.

Continue to next
g,

Voting Systems Certification Program Created by the Colorado Secretary of State's Office
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2007-CDOS-SEQ-001-0403

Lcsilon

No|:|

Documents
(list aif documenis)

i

eos . Yes »

(list ali videos)

Yes []

See video from trusted build for Sequoia.

posrmege b Cpororsonc

Photos

Na O Yes

(¥ist all photos)

John Gardner

—
7 [Sesitey
Printed name Printed néne Printed name
' £.2%07 ’ W2/ : LZ}T&QZ
Signature Date ignafire Date Signature 'Date

Voting Systems Certification Program

Created by the Colorade Secretary of State's Office
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RO 2007-CDOS-SEQ-001-0403 TR

AD3-P3 - 305

Observations:

All information was provided to the state as required on write-once media. See the trusted
build suiicase for the Sequoia voting system. Additional documentauon and correspondence
is located at the back of the blnders

Findings: ‘
The voting system provider meets the requirements of this test. All trusted build media were
submitted to the state on CD-ROM media and were promptly sealed and secured in storage safe.

\‘
Mrowset by Corpun - John Gardner
—=lerome Lovato
A WAPS /9”/
Printed name ~ Printed riame Printed name
mm $.2907 ) f/a’/d? Pl %ﬁé?
Signature Date Signatnre Date Sigmf‘tﬁre I pdd

Veting Systenss Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State’s Office

approved 83/05/07
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Melanie Stuart

From: John Gardner ‘
/7 Sent: Tuesday, July 24, 2007 11:24 AM }
. do: Smith, Ed L e e f
Cc: Melanie Stuart :
Subject: RE: Schedule i

Ed, just to let you know where things stand, the 400-C is up and running now. We have
processed the administrative codes that you provided and the insights are both running.

Margie was unable to get the advantage to run. She attempted to load the driver but the
driver apparently did not work. She indicated she would be back today to have the correct
driver for us. We haven't heard back on this issue since. The Advantage is still unable
to be used.

We are also still waiting for the information that you mentioned providing on the INI
files. Do you have that coming to us? The edge 2 and Edge 2 Plus are still sitting idle.

Thanks,
John G.

————— Original Message-----—

From: Smith, Ed [mailto:esmith@sequoiavote.com)
Sent: Monday, July 23, 2007 2:00 PM

To: John Gardner

Subject: Re: Schedule

John,

/"™ hear that the 400C is up again. Can you confirm?

Also, have you had good luck with the Insight?

Thanks,
Ed

Confidentiality Notice: This email message, including all the attachments, ig for the sole
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

————— Original Message-----
From: John Gardner <john.gardner@sgos.state.co.us>

To: Sobey, Margaret
CC: Smith, Ed; Green, Sandy ’kt
Sent: Mon Jul 23 12:17:39 2007 ép@é

Subject: Re: Schedule

That's fine. "W %D“)D

Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message-----
From: "Sobey, Margaret" <msobey@sequoiavote.com>




AN
; h

“Date: Mon, 23 Jul 2007 12:00:54
To:<john.gardner@sos.state.co.us>

Cc:"Smith, Ed" <esmith@sequoiavote.com:, "Green, Sandy" <sgresnlseguoliavote.com>
Subject: Schedule
‘Hi John,

I don't want to hold your team up, so unless I hear differently,
load the Advantage drivers at 2:00 this afternoon.

Thanks,
Margie

Margaret A. Sobey

Software Quality Assurance Engineer

Sequoia Voting Systems

717 17th Street, Suite 310

Denver, CO 80202

Usa

{0y 720-264-2557

(F) 303-446-3047

(M) 303-881-2682

msobey@sequeiavote.com <mailto:msobey@sequoiavote. com>
www . segquoiavote.com <http://www.sequoiavote.com>

fﬁﬁ\

I will plan to come by to



S State of Colorado Mike Coffman
Department of State f’ Secretary of State
1700 Broadway {i “
Suite 250 § Holly Lowder
Dgnver, CO 80290 Director of Elections
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45.6.2.1.3

components by the testing board

The proprietary software shall be installed on the workstation/server and all applicable voting system

following the verification of the trusted build, and using the procedures provided by the voting system
provider. After installation, the software and firmware shall be verified to the trusted build hash values.

AD4-P3-401

Sequona

loading, and re-verify loaded device wnth the’ trusted
build information. . _

The testing board meers successfu I installed ..

Purpose: o Prerequisites:

The purpose of this test is to document and verify ;| N/A

that the voting system device(s) meetthe - i

requirements of trusted build by first: 1) match

values to VSTL/NSRL values, 2} load the dewce Rk

and 3) verify the loaded device.

i
Test Procedures: ' . .. Yariances Used During Testing:
| LS
Document findings related to the verification, S N/A-‘_

the VSTL/NSRL values,

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office

approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,

ements, shut down, retarting, stop and restoring the system as necess
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The test log shall contein procedural sieps nsed to ccmduct ana' evalunte the tests, At a minimm, these procedural steps shall inclnde any itens related to the setup, start,
process, measurements, shat down, retarting, stop and restoring the system as necessary.
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The test log shall con mm pmcedural steps used to conduct and evaluate the tests. Ar a mininunt, rhese pmcezﬂrm[ steps shall mc.fude any trems refated to the setup, start,
. process, measurements, shut down, retarting, stop and restoring the system as necessary.
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The test log shall contain procedural steps used to conduct and evalate the tests. At a mininm, these procedural steps shall include any items related to the setup, start,
Process, measurements, shut down, refariing, stop and restoring the system as necessary.
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The test log shall contain procedural steps nsed fo conduet and evaluate the fests. At a minimum, these procedural steps shail include any items related fo the setup, start,

process, measurements, siut dowi, retarting, stop and restoring the system as necessary.
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The test log shall contain procednral steps used to condnct and evalitate the tests. At a mininum, these procedural steps shall include any items related to the setup, stort,
-‘ process measurements, shut down, refarting, srap and resrormg !
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2007-CDOS-SEQ-001-0403

The test log shall contain procedural steps used to conduct and evaluate the fests. At a minimum, these procedurel steps sholl include any items reluted to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.
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erNr

Documents
(list all documents)

Ne [ Yes []

See attachments at back of binder.

The voting system do

Videos
(list all videos)

See video from trusted build for Sequoia.

Yes

Photos
(tist all photos)

Photos attached and included.

hy

7 A 1R VA

John Gardner

Printed name
3 4
Miehsid Y, %@(va[ $.29.07
Signature Date

Prirfed name

Printed name

ﬁlz:{[ﬁz

Dote

R et SV

- .S'igr\mfﬁre

Voting Systems Certification Program
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Observations: ' N

See extensive video records and notes in this test. generated for-the trusted build process.
The voting system provider: supplled the testing board with all the information, however the
loading of the device turned up more files than what was provided to verify: ‘The vendor
agreed that the system would not be capable of being verified, but would require a complete

load of the information upon any security incident;- malntenance or: other Ioss of chain of
custody during the life of the device. w

Findings:
The voting system does not meet the test requirements.

m J AL L‘ —
<derome-Lovate-
ey John Gardner
Printed name Printéd name Printed name
: ’ Z sFod ST
$.29.07
Stgnature Date Signature Date yd Szgnature Dar

AN,

Voting Systers Certification - Testing Log rev, 2.1

Created by the Colorado Secretary of State's Office
approved 83/05/07




/\ State of Colorado

Department of State
1700 Broadway

Suite 250

Denver, CO 80290

_ﬁ”"nn/—T;,"—;;;\

Mike Coffman
Secretary of State

v

3

ST.

/5
»
8
H
H
H
]
n
]
]

Holly Lowder
Director of Elections

o
§Fe

e
rid

CDOS Certification Number:

Manufacturer:

Application Date:

Voting Spstems Cestification - Testing Log rev. 2.1
approved 03/05/07

2007-CDOS-SEQ-001-0403

Sequoia

04/03/2007

AD4-P3 - 402

{This page intentionally left blank}
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The voling system shall allow the system administrative account to verify that the software installed is
the certified software by comparing it to the trusted build or other reference information.

45.5.2.3.12

AD4-P3-402

G ke once

f{?‘m{@?@ | l

‘

Crois @m& 2|

| e
WInEDS 3.1.074

_NIA
Sequoia
Purpose: - o Prerequisites:
The purpose of this test is to verify-that the - | AD4-P3-401
administrative account has the ability to verify and/or |- S
view the trusted build information loaded on the E
device, to the referenced trusted build.
7
Test Procedures: "~ ' .= Variances Used During Testing:
Use notes and instructions from AD4-P3-401to - N/A
verify the trusted build information using the A
administrative account of the voting device.
E“ e Sy Y LA L G A%k i ./—\Vl
System Administrative account has permissions to allow verification of trus e ui

Voting Spstems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Qffice
appraved 03/05/07
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Pre Election

process, measitrements, shut down, retarting, stop and restoring the sysfem as necessary.

Wi ber

AD4-P3 - 402

The test log shail contain procedural steps used to conduct and evalnate the tests. At a mininnny, these procedural steps shall include any items related to the setup, start,

Confinne to next

HEC

Voting Systewns Certification Program

Created by the Colorade Secretary of State's Office
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AD4-P3 - 402

Documents
(list all documentis)

No []

Yes []

See attachments at back of binder.

Yes ‘

Videos Ne D
(list all videos)

See video from trusted build for Sequoia.

Photos
(list all photos})

No : Yes D

"/’#Kfﬂo/ John Gardner
Printed name Printed Trame Printed name
Mﬂé@ﬂ $.29.07 AZ_»@L S0 . c ]z% X4
Signature Date Signature Date Signature Date

Voting Systems Certification Frogram

Created by the Colorado Secretary of State's Office
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Observations:

See extensive video records generated for the trusted build of Sequoia's system, and the
notes on AD4-P3-401:-The voting system software components do.not have the ability for
the administrator or any other user to "verify" the software trusted build of the system. Al
systems will require a complete LOAD of the trusted build after any securlty incident,
maintenance, or loss of chain of custody during the life of the dewce

Findings:
The votmg system does not meet the test requirements.

My erineer, L € prvwete John Gard
dJererme-ovate— —
Printed name Prmted rame Printed name
ekt St Pledinll 32007 S 5’97 \—’%\%{_
' Signature Date Signatur, Date Signifure Dale

Voting Systems Certification - Testing Log rev. 2.1 . Created by the Colorado Secretary of State’s Qffice
approved 03/05/07



7™ State of Colorado Mike Coffman
Department of State Secretary of State
1700 Broadway
Suite 2350 Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-SEQ-001 -0403

Manufacturer: Sequoia

Application Date: 04/03/2007

| " AD4-P3 - 403 l

{This page infentionally left blank}

Voting Systems Certification - Testing Log rev. 2.7 Created by the Colorado Secretary of State’s Office
approved 03/85/07
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4552311

The trusted build of the voting system software, installation programs, and third party software (such
as operating systems, drivers, etc.) used to install or to be installed on voling system devices shall be
distributed on a write-once media.

}

J‘I@Xi’uam}‘?i‘n-

AD4-P3-403
I11l2007 /“\j

I’_ EAZDi e %\‘ A
8/27/2007

s

WInEDS 3.1 074

Purpose: -+ Prerequisites:
The purpose of this test is to verify-and documient  N/A
the process for receipt and storage of the truste bundj
documents. _ 1
|
Test Procedures: + . Variances Used During Testing:
Document the receipt of trusted build information | N/A

and all correspondence related to-the information.

Any distribution of media used spec|f cally for mstalllngvotmg system is write-once only.

Voting Systems Certification - Testing Lop rev. 2.1 Created by the Coloradn Secretary of State’s Office

approved 03/05/07
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tion - Voing Post _
] ' ) st Log e ; i ]

The test fog shail contain procedural steps used to conduct and evaluate the tests, At @ minimnm, these procediral steps shall include any items related to the setup, start,
process, measurements, shut down, returting, stop and restoring the sysfem ay necessary.

Continne fo next
g,
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L
',/'\‘
.
.. | i
S
Documents No A Yes Videos Ne [] Yes [] | Photos No N Yes
(list all documents) D (list all videos) (list all photos) I:l B
See video from trusied build for Sequoia.
— John Gardner
WAV IIVYY 4
Printed name Prime{i nane Printed name
/’_\\1
= N ]
. [
‘ .20 / %é L4077 Z‘[{(-ZZ
Signature Date Siguatnr/ Date Sign\c‘zﬁrre nie

Voting Systems Certification Program

Created by the Colorado Secretary of State's Ojﬁcc
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(Obseparions @zwci/ /‘E?% :f;z’ s

Observations: :
All information was provided to'the state as required on write-once media. See the trusted
build suitcase for the Sequoia voting system Additional documentatlon and correspondence
is located at the back of the blnders

Findings: ‘ _
The voting system provider meets the requirements of this test. All trusted build media were
submitted to the state on CD-ROM media and were promptly sealed and secured in storage safe.

M enee b Cunower hn G
Jeroms Lovate— A
e 2 John Gardner
Printed name Printéd name Printed name
Mohast D Rt 3.25.7 A S
Signature Date Date ~ Signature Da
Voting Spstems Ceriification - Testing Log rev, 2.1 Created by the Colorailo Secretary of Stafe's Qffice

approved 03/05/07



State of Colorado Mike Coffman
Department of State /[. Secretary of State
1700 Broadway (=

Suite 250 \_ Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-SEQ-001 -0403

Manufuacturer: Sequoia

Application Duate: 04/03/2007

AD4-P3 - 404
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2007-CDOS-SEQ-001-0403

If the EAC does not have a trusted build for the voling system submitted for cextification, the voting
system provider shall coordinate with the Secretary of State for the establishment of the trusted
build. At a minimum this shall include a compilation of files placed on write-once media for which the
Secretary of State has observed the chain of custody from time of source code compliation through
delivery, and an established hash file distributed from a VSTL or the National Software Reference
Library to compare federally certified versions against.  All or any part of the Trusted Build disks
may be encrypted. They should all be labeled as Proprietary Informatien if applicable and with
identification of the vendor and release version based on the vendor's release instructions.

[7_ S

Sequoia

Purpose: S : Prerequisites:
The purpose of this test is to document and verlfy . N/A ]

the verification of the trusted build-against the VSTL
hash value, or the NSRL values - ; ___-

Test Procedures: - L .. Variances Used During Testing:

Document all findings related to the verlflcatlon of N/A
the trusted build document agamst the VSTL/NSRL
hash values.

The votlngsystem prowder shall submit aII items necessary for the creation anlnstallatlo of files contamed in the “trusted build” that is received . ‘
from the VSTL or other source if applicable. S

Voting Systems Certification - Testing Log rev. 2.1 Created By the Colorado Secretary of State's Office
approved 93/05/07
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-process, measurements, shut down, retarting, stop and restoring the system as necessary.

2007-CDOS-SEQ-001-0403

fresiy

' AD4-P3 - 404

The test log shall contain procedural steps used to conduct and evaluate the tests, At a minimium, these procedural steps shall include any items reluted to the setup, start,

Continue 1o next
age...

Voting Systems Certification Program

Created by the Celorade Secretary of Sfate's Qffice
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2007-CDOS-SEQ-001-0403

DestENunthzr.

|AD4-P3 - 404 |

-’

Documents
(list all documents)

“No O Yes [ ]

See attachments at back of binder.

Videoas
(list all videos)

N ‘ Yes EI

See video from trusted build for Sequoia.

Pm tos
(list all photos)-

Mieirec L., gl

John Gardner

—:// £ )t isilr
Printed name Printed fame Printed name
ko 1 Eloel) 3.2007 . gue) X— = oy
Signature Date Signature Date Signtiture Date

Voting Systems Certification Program

Created by the Colorade Secretary of State's Office




2007-CDOS-SEQ-001-0403

91 wiod]

Observations:

Findings:

The voting system meets the requirements of this test.

See notes in AD4-P3-401. After multlple attempts, the voting system prowder suplied the
necessary installation files to- create the trusted build by the state g

///
- g, John Gardner
Printed name Prinfed name Printed name
- 3$.9%.07 - ﬂ?fﬂ? _# <§/£5f/
Signature Date Signature Date Signature Dat

Voting Systems Certification - Testing Lag rev. 2.1
approved 83/05/07

Created by the Colorudo Secretary of State's Office
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Mike Coffman
Secretary of State

Holly Lowder

Director of Elections
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7

documentation and instructions necessary for the creation of and guided installation of files

for the use of the trusted build when initiating the chain of custody process for a jurisdiction
specified equipment.

o Rerence |

If the EAC has established a trusted build for the system submitted for certification, the trusted build ADA4-P3-405
shall be provided by the EAC. The voting system provider shall execuie and submit to the EAC any

necessary releases for the EAC to provide the same, and shall provide the Secretary of State's
Office with a copy of such excuted releases. In addition, the voting system provider shall submit all

in the “trusted build” which will be crealed at the start of funclional testing and will be the model
tested against. The Secretary of State reserves the right to add additional instructions or guidance

contained

3

using the

812712007

Elesi 2 ]
| rariped
T
Software

| 7 o). |

WInEDS 3.1.074

The voting system prowr shasubt all items necessa or the creation and mstalation of files contained in the
from the EAC if applicable.

Purpose: i Prerequisites:
The purpose of this test is to verify and document | N/A ‘
the receipt of the trusted build information from the |
EAC. i
|
Test Procedures: o Variances Used During Testing:
N/A o LA

Voting Systems Certification - Testing Loy rev. 2.7
approved 83/05/97

Created by the Colorade Secretary of State's Qffice
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The test log shall contain procedural steps used to conduct and evaluate the tests, At a ni
process, measnrements, shut down, retarting, stop amd restoring the system as necessary,
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et Ry

No . N Yes O

Documents
(tist all documents)

Videos
(list all videos)

N []

Ye M

No []

Photos
(list all photos)

M aveez Cﬁ.'et'—
~Jofome-tovate-

//,&#0/

John Gardner

Printed name
7 3.8907
Signature Date

Printed nathe

Signature Date

g5 = ﬁ

Printed name

3" ature
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tion - Votmg Post

' AD4-P3 - 405

Observations: - ~ £

The EAC does not have a trusted build for this voting system and is unable to submit this to
Colorado. : — o :

Findings:
This test is not applicable for this voting system

-~
\
ok S !
m ehmet L. Caropec |
£ John Gardner ‘
Printed name Printed name
sl §.2007 s 27
Signature Date Date ( Sfﬁmm re Dar
<N
| )
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. 65£6c8d2b£f32331ffbe344ab31le6bda3 |400-C, WinETP
> 313c4e41£d67124066b8£c7d3118£2751|400~C, WinETP
1470fbez£374f2ad309b3282667388aa]|400-C, WinETP

wyle .

May 2, 2007

Wyle Letter No. 51884B-090

John Gardner

Voting System Specialist
Colorado Secretary of State
1700 Broadway, Suite 270
Denver, CO 80290

Subject: Hash Codes for Sequoia CD sent 04-27-07
Dear Mr. Gardner:

This letter contains the Hash Codes for the Sequoia source code and executable files
that Wyle sent to you ona CD on 04-27-07. These files were encrypted into a single
file, “To Colorado 042607.sda.exe,” which contains the following:

400-C/WiIinETP Firmware Version 1.14.3

AVC Edge & Card Activator Firmware Version 5.0.31
Optech Insight APX K2.12, HPX K1.44

Memory Pack Reader (MPR) Firmware Version 2.15

Below are the individual Hash Code and folder/version for each file on the CD:

3a003a36271812bb2063df6f6683cfh4]400~-C, WinETP
7a5da7cfd4lc78625045f5d6eeddecda®|400~C, WinETP
30ceb%6£a593bbf45a4af216f8ca2091|400~C, WinETP
80al20212b5078b0047248cd46af078ae|400-C,WinETP
614bblc201e076836348a520bd1d5ach|400-C, WinETP
bf4525462464647dedd2eafd59fcc24f|400-C, WinETP
634%@f§099d854fda9c92e8e2cfeef9f|400—C,WinETP
29042b45ba363bf4e92ae387£2803ef5|400-C, WinETP
Tafa9lkbeB841lc3e56e6l4cde5494c1dée |400-C, WinETP

.14.3\bin|
.14.3\bin
.14.3\bin
.14 .3\bin|
.14.3\bin|
.14.3\bin
.14 .3\bin|
.14 . 3\bin|
.14.3\bin
.14.3\bin
.14 .3\bin
.14.3\binl
.14 . 3\bin
.14.3\bin
.14 .3\binl
.14.3\binl
.14 .3\bin|
.14.3\bin
.14.3\bin|
.14.3\bin
.14.3\bin
.14.3\bin
.14.3\bin
.14 .3\bin
.14.3\bin

ab4f56e24d212dc7123a819270d0ed8a]400-C, WinETP
23d5afba7cbcf534a9b62dcha8al333d21400-C, WinETP
1cl390bd435ed837f1fc3b7al0c3d3¢41400-C, WinETP
3656d0496£00dbb3£d6836ab380718c2(400-C, WinETP
569acld472a85ef029b590c7fa0c502e|400—C,WinETP
8aeadB8c902ad7becdifde6ad2388abs6a5[400-C, WinETP
70dee7bdddcd3b9fdcd9fclaee23284d|400-C, WinETP
5p070d2fdff491b188639¢c66d94£99fc|400-C, WinETP
al86bad26750d7a08£fcd299069£4460d|400-C, WinETP
4a0d086b4306dd4dfe6f3d720c5be327|400-C, WinETP
9bb8934elelee78cacdbedBbac3a3lal |400~C, WinETP
ce3bf3d7484763d6d5dd7cda027b28171400-C, WinETP
30fdaecbB8cBlfazf2ee3ce320dfe84281400-C, WinETP

e e e e B T Sy SRy Ry Sy Ay i

Wyle Laboratories, Inc. 7800 Highway 20 W. {St. Zip 35806) P.O. Box 077777 Huntsville, AL 35807-7777 Tel: (256)837-4411
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- Wyle Letter No. 51884B-090 To: J. Gardner/Colorado, Sec. of State Office

May 2, 2007 Page 2

dfb31a80df0a6a922d0decc7leccfda536|400-C,WinETP 1.14.3\bin
b57b49cab722774fc06022683202502d400-C, WinETP 1. \ b
680ee22790c5d550£47b5e885¢cff116a|AVC Edge 5.0.31
dB8266c13f64bbc35d6c4d544ce6aldbs|card Activator 5.0.3 1 G
e5285ad6771cdeB86c4090224952£4303 |Optech Insight APX K2.12

cfB81066740c49a%e102ae97367¢cf9684 |Optech: Insight APX K2.12

8913ded43eal076658552el1£8c942¢c173|0Optech Insight APX K2.1
ec731e04cd3944545c28fe8787e8dbe6 |Optech Insight APX K2.12
27718e14bd9dd00f0345e6f4fdbff543 |Optech Insight HPX K1.44
90300cdebalB88524c10a6826f1b9d11f |Optech Insight HPX K1.44
9£80bdblaz29512%a7a07%e4d%7edeed7 |Optech Insight MPR 2.15
3442daf%a329ae2b9509bcf809%e058a36 |Optech Insight MPR 2.15

If you require additional information or have any quéstions, please do not hesitate to
contact me by phone (256-716-4590), FAX (256-830-2109), or e-mail
(dawn.bates@wylelabs.com).

Sincerely,

WYLE LABORATORIES, INC.

Doz

Dawn K. Bates
Coniracts Manager

cc: Paul Nolte
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Melanie Stuart

From: Johin Gardner john.gardner @ sos.state.co.us]
~—Sent: Thursday, July 19, 2007 3:56 PM
" To: Ed Smith
Ce: Melanie Stuart; Sandy Green; Tim Bishop; Jerome Lovato; Michael Chadwell
Subject: Re: Issues to be resoved
Follow Up Flag: Follow up

Flag Status: Completed

Ed, do vou have an update for us? We are now stopped on the 400C because a paper guide
broke off the feeder wheel assembly today.

Can you help us get moving again and help us with these issues?

Thanks,
John G.

—————— Original Message------

To: EA Smith

Cc: Melanie Stuart

Cc: Sandy Green

Sent: Jul 18, 2007 4:01 2M
Subject: Re: Issuesg to be resoved

Ed, I am available anytime tonight.

We are curently stopped on the insights due to error messages on both now, stopped on edge
2's because of ini files, and stopped on advantage because of no cartridges or programmer
-0 program cartridges.

We are working the 400c and software tests, but have lots of resources available to test
items that we can't test.

Any help on these items would be great.

Thanks,
John G.

—————— Original Message------
From: Ed Smith

To: John Gardner

Cc: Melanie Stuart

Cc: Sandy Green

Sent: Jul 18, 2007 11:05 AM
Subject: RE: Issues to be resoved

John,

I can call you this afternmoom with pertinent information so that we can work through
these. I am free after 1:00 Mountain (at NaSS, staffing the booth right now). Does that
work for you? 1 fly back tomorrow morning early, and could wvisit after I land.

Thanks,
Ed

N

Ed Smith



N
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o =
VP, Compliance/Quality/Certification
Secuoia Voting Systems

720-264-2541 office (new as of July 2007)
720-468-1958 cellular

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient{s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate thie information. If yvou are not the intended recipient,
please contact the sender ilmmediately by reply emall and destroy all copies of the
original message, including attachments.

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, July 18, 2007 9:37 AM

To: Smith, Ed

Cc: Melanie Stuart

Subject: Issues to be resoved

Ed, just so you know we are almost to a standstill with equipment. We have not heard back
on the INI issues {(can’'t test DRE machines without this resolved), and the 2 insight
machines have a log file that is full. Can these machines not handle more than 5,000
ballots?

Any idea when we will hear back on these two issues?

Thanks,
John G.

Sent via out of office e-mail response.
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Melanie Stuart

From: John Gardner
/7~ Sent: Wednesday, July 25, 2007 12:13 PM
To: Smith, Ed
Ce: Tim Bishop; Michael Chadwell; Melanie Stuart; Jerome Lovato
Subject: RE: Schedule

TN

Ed, the insights are running, but apparently this log will become full at around 5,000
balleots. Do you have any specifications on the size of the memory bank holding this log?

We do have the advantage running, but we expressed concern that some counties are using
the advantage and will need this driver. Since we experienced a problem with the driver
with the lecad of your software, will the counties that are using the advantage experience
the same problem? We are also researching the impact of adding a file to the trusted
build that is not trusted. This may cause some complications, as we were unaware that a
sequoia file would need to be applied which modified the software.

Can you please check to see if the advantage driver and settings could be applied prior to
loading the trusted build software?

Thanks,
John G.

————— Original Message—----=-

From: Smith, Ed [mailto:esmith@secuoiavote.com]
Sent: Wednesday, July 25, 2007 5:06 AM

To: John Gardner

Subject: RE: Schedule

John,

I saw some traffic on the driver. Looks like that will be fixed today.
I was unable to review the information on the .ini file yesterday, but will do so now.
How is the Insight doing?

Thanks,
Ed

Ed Smith
VP, Compliance/Quality/Certification
Sequoila Voting Systems

720-264-2541 office (new as of July 2007)
720-468-1958 cellular

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient({s) and contains confidential information. Unauthorized use
or disclosure is prchibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, inciuding attachments.

————— Original Message-----

*rom: John Gardner [mailto:john.gardner@socs.state.co.us]
Sent: Tuesday, July 24, 2007 1:24 PM

To: Smith, Ed

Cc: Melanie Stuart



“Subject: RE: Schedule

Ed, just to let you know where things stand, the 400-C is up and ruaning now. We have
processed the administrative codes that you provided and the insights are both running.

fargle was unable to get the advantage to run. She attempted to load the driver but the

~driver apparently did not work. She indicated she would be back today to have the correct
driver for us. We haven't heard back on this issue since. The Advantage is still unable
to be used.

We are also still waiting for the information that you mentioned providing on the INI
files. Do you have that coming to us? The edge 2 and Edge 2 Plus are still sitting idle.

Thanks,
John G.

————— Original Message--—-—-—-

From: Smith, Ed [mailto:esmith@sequoiavote.com]
Sent: Monday, July 23, 2007 2:00 PM .
To: John Gardner

Subject: Re: Schedule

John,
I hear that the 400C is up again. Can you confirm?
Alsce, have you had good luck with the Insight?

Thanks,
Ed

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
Please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

————— Original Message--—---

From: John Gardner <john.gardner@scs.state.co.us>
To: Sobey, Margaret

CC: Smith, Ed; Green, Sandy

Sent: Mon Jul 23 12:17:39 2007

Subject: Re: Schedule

That's fine.

Thanks,
John G.

Sent via out of office e-mall response.

————— Original Megsage-----
From: "Sobey, Margaret" <msobey@segquoiavote.com>

Date: Mon, 23 Jul 2007 12:00:54
To:<john.gardner@sos.state.co.us>

Cc:"Smith, Ed" <esmith@sequoiavote.com>, "Green, Sandy" <sgreenf@sequoiavote.com>
Subject: Schedule
J/—\‘ \I
- 'H1i John,

I don't want to heold your team up, so unless I hear differently, 7 will plan to come by to
2



“load the Advantage drivers at 2:00 this afternoon.

Thanks,
/fxyargle

" -Margaret A. Sobey
Software Quality Assurance Engineer
Sequoia Veoting Systems
717 17th Street, Suite 310
Denver, CO 80202
USA
{0) 720-264-2557
{F) 303-446-3047
(M) 303-881-2682
msobey@seguoiavote.com <mailto:msobey@sequoiavote.com>
www. sequoiavote.com <http://www.sequoliavote.com>
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Melanie Stuart

From: Smith, Ed [esmith @ sequoiavote.com]
Sent:  Wednesday, July 18, 2007 11:05 AM
To: John Gardner

Cc: Melanie Stuart; Green, Sandy
Subject: RE: Issues to be resoved

John,

I can call you this afternoon with pertinent information so that we can work through these. | am free after 1:00
Mountain (at NASS, staffing the booth right now). Does that work for you? | fly back tormorrow morning early, and
could visit after | land.

Thanks,
Ed

Ed Smith
VP, Compliance/Quality/Certification
Sequoia Voting Systems

720-264-2541 office (new as of July 2007}
720-468-1958 cellular

Confidentiality Notice: This email message, including all the attachments, is for the scle use of the iniended recipient(s) and contains confidential
information. Unauthoerized use or disclosure is prohibited, If you are not the intended recipient, you may not use, disclose, copy or disseminate this
intormation. If you are not the intended recipient, please contact the sender immediately by reply ernail and destroy alt copies of the original message,
including attachments.

From: John Gardner [maiito:john.gardner@sos.state.co.us]
Sent: Wednesday, July 18, 2007 9:37 AM

To: Smith, Ed

Cc: Melanie Stuart

Subject: Issues to be resoved

Ed, just so you know we are almost to a standstill with equipment. We have not heard back on the INI issues
(can’t test DRE machines without this resolved), and the 2 insight machines have a log file that is full. Can these
machines not handle more than 5,000 ballots?

Any idea when we will hear back on these two issues?

Thanks,
John G.

7/18/2007
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Melanie Stuart

From: John Gardner

Sent: Wednesday, July 18, 2007 10:26 AM

To: York, Chris

Cc: Smith, Ed; Green, Sandy; Melanie Stuart

Subject: RE: 400C Maintenance Manual and MPR Chip Manufacturer

Follow Up Flag: Follow up
Flag Status: Red

Actually, there is no need for insight paper —we're at a standstill until we resclve the problem of the fuii log. Is
this decumented somewhere?

Thanks,
John G.

From: York, Chris [mailto:cyork@sequoiavote.com]

Sent: Wednesday, July 18, 2007 10:22 AM

To: John Gardner

Cc: Smith, Ed; Green, Sandy

Subject; 400C Maintenance Manual and MPR Chip Manufacturer

John,
Gerome said that the 400C was starting to jam and the problem is most likely dirty rollers at the read head. I've
attached a copy of the 400C Maintenance Manual which has the detailed procedure for cleaning the 400C. I'm

also bringing over some more Insight paper rolls this morning and will bring a hard copy of this document for your
reference.

Chad had asked for a supplier of the program i MPR. These chips can be bought from
www_digikey.com, The Digikey part number is d the manufacturer part number is

Thanks,

Chris York

Quality Assurance Analyst
Sequota Voting Systems
717 17th St., Suite 310
Denver, CO 80202

(0) 720-264-2558

(f) 303-308-3704

cyork @sequoiavote.com

WWW.Sequoiavote.com

7/18/2007



Melanie Stuart

From: John Gardner [john.gardner @ sos.state.co.us]
Sent: Friday, June 29, 2007 1:41 PM

-To: Ed Smith; Sandy Green
Cc: Tim Bishop; Michael Chadwell; Melanie Stuart
Subject: Re: Server Install
Follow Up Flag: Follow up
Flag Status: Red

Ed, we are also needing a disk for direct x 8.1 or higher per the 400c. This is
apparently to install the audic drivers, unless you want ug to run it without all
components working.

Let us know when you have a chance.

Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message----- .
From: "Smith, Ed" <esmith@sequoiavote.com>

Date: Fri, 29 Jun 2007 11:40:18

To:"John Gardner" <john.gardner@S0S.STATE.CO.US>, "Green, Sandy"
<sgreenksequoiavote.com>
s ~Cc:"Tim Bishop" <tim.bishop@SOS.STATE.CO.US>, "Michael Chadwell®
: Michael .Chadwe.112808.8TATE.CO.US>, "Melanie Stuart"

<Melanie.Stuart@s05.STATE.C0O.US>
Subject: RE: Server Install
John,

A small army of Sequoia people are coming to see you Lo ensure we get these taken care of
— Ronald, Michael, and Sandy. I’'ll be there toward the end of the day.

Ed

Ed Smith
VP, Compliance/Quality/Certificatien
Sequoia Voting Systems

561-862-0747 x7003 Denver office
720-468-1958 cellular

Confidentiality Notice:

f’\ErOm:Sent:To:Cc:Subject:

Ed, while we are awaiting your response on the Edge 2 Plus, we started installing the 400-
C workstation and the WinEDS Server. For the server, the windows QS needs us to load the

1



- N

SCSI controller card drivers. This software has not been provided to us and is needed to
restart the server build. OQur priority today is to work with you on the E2P in
anticipation of meeting our previously established deadline of today to resolve all of the

issues (of course we are now discovering NEW issues), but we ultimately will need these
~—~files.

(

'Thanks,
John G.

Bt AR o

A o

.‘/-\w



" Melanie Stuart

From: John Gardner
7 Sent: Tuesday, June 05, 2007 6:00 PM
- o Melanie Stuart
Subject: FW: Sequoia Trusted Build Process
FYI...
Thanks,

John G.

nnnnn Original Message-----

From: John Gardnexr

Sent: Tuesday, June 05, 2007 5:57 PM

To: 'Green, Sandy';: York, Chris

Cc: Smith, Ed; pa_nolte@msn.com; Tim Bishop; Bernard Konkol; Michael Chadwell
Subject: RE: Sequoia Trusted Build Process

Sandy, the notice of adoption of the new certification requirements and the 21 page pre-
amble were e-mailed to your certification officers for review on 3/16/2007. This is the
original e-mail which generated the request for an application to certify in the 2007
election cycle. From that document are the following statements:

The Secretary of State will create a trusted build for systems certified for use in
Colorado where the VSTL or EAC has not already created a trusted build. (page 6)

The Secretary of State will be using the Colorado trusted build and shall install, witness
and document the verification of the build for all equipment used in the State. (page 7)

7“The expert panel suggested that the Secretary of State adopt federal guidelines for the
establishment and distribution of a trusted build version of a wvoting system used for
testing. Having the capability to test the same build version of the software that VSTL
labs are using for testing is imperative to maintaining the public confidence in DREs.
(page 18)

*Trusted Build” means the write-once installation disk or disks for software and firmware
for which the Secretary of State or his/her agent has established the chain of evidence to
the buillding of a disk, which is then used to establish and/or re-establish the chain of
custody of any component of the voting system which contains firmware or software. The
trusted build is the origin of the chain of evidence for any software and firmware
component of the voting system. {(page 26)

45.4.7 If the EAC does not have a trusted build for the wvoting system submitted for
certification, the voting system provider shall coordinate with the Secretary of State for
the establishment of the trusted build. At a minimum this shall include a compilation of
files placed on write-once media for which the Secretary of State has observed the chain
of evidence from time of source code compilation through delivery, and an established hash
file distributed from a VSTL or the National Software Reference Library to compare
federally certified versions against. (page 28)

45.6.2.1.3 The proprietary software shall be installed on the workstation/server and ail
applicable voting system components by the testing board following the verification of the
trusted build, and using the procedures provided by the voting system provider. After
installaticn, the software and firmware shall be verified to the trusted build hash
values. (page 63)

I hope this answers your gquestions on the trusted build process to the degree we have it
currently documented. Additional material can be found on our website if you have
fﬁ\#dditional guestions.

9:00am on the 11lth will be fine.



.
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Thank you,
John G.

~~~~~ Original Message-----

/’\?rom: Green, Sandy [mailto:sgreen@sequoiavote.com] -

‘Sent: Tuesday, June 05, 2007 8:07 AM

To: John Gardner; York, Chris
Cc: Smith, Ed; pa_nolte@msn.com; Tim Bishop; Bernard Konkol; Michael Chadwell
Subject: RE: Sequoia Trusted.Build Process

John,

Please forward me the requirement for the state to have equipment to verify and install
firmware for Sequeia equipment. Also was this information provided before the start of
testing and if so please direct me to where I can find this.

I will contact the ITA to ensure you receive the proper documentation and information. I
am still working on providing information for the proprietary equipment used to install
firmware and hope to have an answer to you later today.

Monday, June 11 is the next time the team is available to continue this process. Does 9
am work for a starting time?

Thanks
Sandy Green

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Mon 6/4/2007 5:28 PM

To: Green, Sandy; York, Chris

Cc: Smith, Ed; pa_nolte@msn.com; Tim Bishop; Bernard Konkol; Michael Chadwell

/F\Subject: Sequoia Trusted Build Process

TN

Sandy, the following table represents issues outstanding regarding the trusted build. As
previously indicated, we are unable to move forward with functional testing until these
issues are resolved. In addition to this information, the following needs to be evaluated
from ITA Digks:

1) Documentation of the CD matching the tested build version for federal qualification
{Systest indicated they would provide this, but we need it for the others as well);

2) Hash values for all the files on the disks. It was determined unacceptable by .the test
board to have a hash value for a compressed "packaged" file, when it's possible to receive

ITA hash values for all the files contained within the zip/rar file. We would reguest
that all disks are revisited for this.

Status of Trusted builds:
Component:

Trusted Build Complete?

Jutstanding Issues:



WinEDS 3.1.074

“

—~Unknown - did not verify information. Concerned based on

-

Election Reporting 1.1.7.0

Unknown - did not verify information. Concerned based on

Election Results 1.1.1.0

Unknown - did not verify information. Concerned based on

WFR 1.0.17.0

Unknown - did not verify information. Concerned based on

AVC Edge II Firmware

other

other

other

other

software hash values.

software hash values.

software hash values.

software hash values.

Concerned - evaluating Vendor Utility that is not ITA tested, but necessary for trusted
~—~build.
rs .

Edge 2 Plus Firmware

Hash value included for RAR File, but not for all files.

Card Activator Firmware

Need PCMCIA Extender to complete.

HAAT Model 50 Firmware

Requesting all files.

Need Win Image software, concerned about HASH values not being complete.

Verivote VVPAT Firmware

Interface to upload does not exist for State to complete.

——

“Qge Audio Unit



Need configuration of USB to 4 Pin cable or Sequoia to provide a cable for 505 to use.

f,~%OD—C Win ETP Firmware

Unknown - did not verify information. Concerned based on other software hash values.

Optech Insight Firmware

?

Optech Insight Firmware

?

Optech Memory Pack Reader Firmware

Chip used had wrong firmware, no compatible chip to burn. Sequoia to return with burnable
chip.

As you can see from today's experience, this is not a process that we take lightly, nor’
are we in a hurry to rush through. While this may be frustrating to you as a vendor, it's
important to the state that certain procedures are followed and we ensure that we do this
correctly. I hope on your next visit that you plan for ample time to walk through these
processes, and deo not anticipate that we will finish in one day. We take great care to
protect the data disks that have been sent to our office, and do not process them without
your representative presence. Therefore, we still have information that has not been
verified to be correct, hashed, and open able.

We will continue to approach this one component at a time, as you can see from our
progress, each component requires guite a bit of examining ensuring proper configuration
and implementation. Based on your conversation at our office, the earliest you would be
able to return to complete this process is next Monday - June 11, 2007. This of course
will delay the outcome of your certification report by one week. Please let me know if I
have misstated this. If correct, please let me know what time on Monday you would like to
schedule to begin.

1f vou have any additional questions on this, please let me know.
Thank you,

.
ohn Gardner

Voting Systems Program Managexr



-Cblorado Department of State

1700 Broadway, Suite 270
!,~Q¢nver, CO 80290

v0) 303-894-2200 ext. 6318

{c}y 719-243-6344

(£} 303-869-4861
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Melanie Stuart

From: John Gardner

Sent:  Tuesday, June 05, 2007 6:20 PM

To: Melanie Stuart

Subject: FW: Class of Workstation Submitted for testing

FYl...

Thanks,
John G.

From: John Gardner

Sent: Tuesday, June 05, 2007 6:20 PM

To: 'Green, Sandy'; Smith, Ed; York, Chris

Cc: Tim Bishop; Bernard Kontkol; Geneice Mathews; Michael Chadwell
Subject: Class of Workstation Subritted for testing

Sandy, it has come to our attention that we have a discrepancy in the class of system that has been submitted to
our office for certification. Specifically, our rules require you to do the following:

45.6.1.7 The voting system provider shall provide the same class of workstation and/or server for testing the
voting system as the normal production environment for the State of Colorado.

45.6.2.1.1 The voting system provider shall submit for testing the specific system configuration that shall be
offered to jurisdictions including the components with which the voting system provider recommends that the
system be used.

Your documentation requires the following for the WIinEDS Server:

“Dual or Quad Pentium V@ 1GHz or equivalent (depends on jurisdiction size)
1GB RAM

2x4 GB SCSH - RAID 0 System drives

2x36 GB SCSI Il - RAID 0 Log drives

3x36 GB SCSI 1l - RAID 5 Data Drives

Windows 2000 or .Net Server with latest service pack

SQL Server 2000 with latest service pack

Microsoit .Net Framework version 1.1 (or later) "
(WINEDS_3_1_Installation_Guide.pdf, page 6)

The system that we received is as follows:

Single Pentium V 3.0 GHz

1GB RAM

Single ATA Drive (size unknown)

Windows Server 2003 Ver. 5.2 SP1

SQL Server 2000 (unable to determine SP)
Microsoft .NET Framework version 1.1.4322.2300

| have highlighted the areas that do not meet the minimum requirements as supplied by your
documentation. We will need this situation resolved before moving forward with trusted build andfor

6/6/2007



o

functional testing as this is clearly a discrepancy within your own documentation and what you have
provided to the Secretary of State for Colorade Certification,

Please advise how Sequoia plans to proceed given this discrepancy.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318

(c) 719-243-6344

(f) 303-869-4861

6/6/2007
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Melanie Stuart

From:

7 ent:

0:

Cc:
Subject:

John,

Green, Sandy [sgreen @sequoiavote.com]

Tuesday, June 05, 2007 8:07 AM

John Gardner; York, Chris

Smith, Ed; pa_nolte @msn.com; Tim Bishop; Bernard Konkol; Michael Chadwell
RE: Sequoia Trusted Build Process

Please forward me the requirement for the state to have equipment to verify and install
firmware for Sequoia equipment. Also was this information provided before the start of
testing and if so please direct me to where I can find this.

I will contact the ITA to ensure you receive the proper documentation and information. I
am still working on providing information for the proprietary equipment used to install
firmware and hope to have an answer to you later today.

Monday, June 11 is the next time the team is available to continue this process. Does 9
am work for a starting time?

Thanks
Sandy Green

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Mon 6/4/2007 5:28 PM

To: Green,

Sandy,

Sandy; York, Chris
~Cc: Smith, Ed; pa_nolte@msn.com; Tim Bishop; Bermard Xonkol; Michael Chadwell

ubject: Sequoia Trusted Build Process

the following table represents issues outstanding regarding the trusted build. As

previously indicated, we are unable to move forward with functional testing until these

issues are resclved.

from ITA Disks:

In addition to this information, the following needs to be evaluated

1) Documentation of the CD matching the tested build vergion for federal cualification
(Systest indicated they would provide this, but we need it for the others as well);

2) Hash values for all the files on the disks. It was determined unacceptable by the test
board to have a hash value for a compressed "packaged" file, when it's possible to receive
ITA hash values for all the files contained within the zip/rar file. We would request
that all disks are revisited for this.

Status of Trusted builds:

Component:

Trusted Bulild Complete?

—,

‘utstanding Issues:



n war

WingEDS 3.1.074

—~Inknown - did not verify information. Concerned based on other software hash values.

Election Reporting 1.1.7.0

Unknown - did not verify information. Concerned based on other software hash values.

Election Resultg 1.1.1.0

Unknown - did not verify information. Concerned based on other software hash values.

WFR 1.0.17.0

Unknown - did not verify information. Concerned based on other software hash wvalues.

AVC Edge II Firmware

Concerned - evaluating Vendor Utility that is not ITA tested, but necessary for trusted
~~huild.

Edge 2 Plus Firmware

Hash value included for RAR File, but not for all files. Regquesting all files.

Card Activator Firmware

Need PCMCIA Extender to complete.

HAAT Model 50 Firmware

Need Win Image software, concerned about HASH values not being complete.

VerivVote VVPAT Firmware

Interface to upload does not exist for State to complete.

<dge Audio Unit



Need configuration of USB to 4 Pin cable or Sequcia to provide a cable for S0S to use.

400-C Win ETP Firmware

Unknown - did not wverify information. Concerned based on other software hash values.

Optech Insight Firmware

?

Optech Insight Firmware

?

Optech Memory Pack Reader Firmware

Chip used had wrong firmware, no compatible chip to burn. Sequoia to return with burnable
chip.

gl

-

s

As you can see from today's experience, this is not a process that we take lightly, nor
are we in a hurry to rush through. While this may be frustrating to you as a vendor, it's
important to the state that certain procedures are followed and we ensure that we do this
correctly. T hope on vour next wvisit that you plan for ample time to walk through these
pbrocesses, and do not anticipate that we will finish in one day. We take great care to
protect the data disks that have been sent to our office, and do not process them without
your representative presgsence. Therefore, we still have information that has not been
verified to be correct, hashed, and open able.

We will continue to approcach this cone component at a time, as you can see from our
progress, each component requires quite a bit of examining ensuring proper configuration
and implementation. Based on your conversation at our office, the earliest you would be
able to return to complete this process ig next Monday - June 11, 2007. This of course
will delay the outcome of your certification report by one week. Please let me know if I
have misstated this. If correct, please let me know what time on Monday you would like to
schedule to begin.

If you have any additional questions on this, please let me know.

Thank you,

“ohn Gardner

Voting Systems Program Manager



Colorado Department of State

1700 Broadway, Suite 270
/ﬂgenver, CO 80280

.6) 303-894-2200 ext. 6318

(c) 719-243-6344

(f) 303-865-4861
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Melanie Stuart

From: Green, Sandy [sgreen @ sequoiavote.com)
7 Sent: Friday, May 25, 2007 5:46 PM
8: Jofts (aardner
Subject: Re: Conference Call

I missunderestood, we will not have the crew doing the install available until the end of
next week. I thought you just had guestions.

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient{s) and contains confidential information. Unauthorized use
or disclogure is prohibited. I you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

————— Original Message-----

From: John Gardner <john.gardner@sos.state.co.us>
To: Green, Sandy

Sent: Fri May 25 16:32:34 2007

Subject: RE: Conference Call

Except you would need to be on-site for the trusted build......

————— Original Message-----

From: Green, Sandy [mailto:sgreen@sequoiavote.com]

Sent: Friday, May 25, 2007 5:22 PM

To: John Gardner

Cc: McKinney, Mark; Weinel, Doug; Sobey, Margaret; Smith, Ed; mike.fronteraBgmail.com

.SBubject: Re: Conference Call

.es I believe we can do both.

Confidentiality Notice: This email message, including all the attachments, is for the scle
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender ilmmediately by reply email and destroy all copies of the
original message, including attachments

----- Original Message--—---

From: John Gardner <john.gardner@sos.state.co.us>

To: Green, Sandy

CC: McKinney, Mark; Weinel, Doug; Sobey, Margaret; Smith, Ed; mike.frontera@gmail.com
<mike. frontera@gmail.com>

Sent: Fri May 25 16:20:05 2007

Subject: RE: Conference Call

Sandy, since today has expired, I imagine that Tuesday would be better.

Would it be possible to do this in conjunction with a meeting regarding the trusted build?
We have received the information for the discs.

Thanks,

_John G.
\.
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From: Green, Sandy [mailto:sgreen@sequoiavote.com]

Sent: Friday, May 25, 2007 12:06 PM

To: John Gardner
Lo McKinney, Mark; Weinel, Doug; Sobey, Margaret; Smith, Ed; mike.frontera@gmail.com
[ ‘ubject: Conference Call

John, we are requesting a conference call regarding provisional ballots and reporting. We
are still not clear on the requirement. We have two times that would work for us, today
at 1 pm or Tuesday at 4 pm. Would you be available either of these times?

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado

303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or diggeminate thisg information. If vou are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments



TN

TN

Page [ of 2

Melanie Stuart

From: Green, Sandy [sgreen@sequoiavote.com]
Sent:  Thursday, May 31, 2007 10.08 AM

To: John Gardner

Subject: RE: conference call

Monday will work for us. 9:00 am?

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mohile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, May 30, 2007 5:39 PM

To: Green, Sandy

Subject: RE: conference call

Sandy, | just received word that cne of my staff members will be unavailable on Friday for the trusted build. Can
we move this to Monday?

Thanks,
Jehn G.

From: Green, Sandy [mailto:sgreen@sequoiavote.com]
Sent: Tuesday, May 29, 2007 4:22 PM

To: John Gardner

Subject: conference call

We missed you on the conference call today. Let me know when you are available to reschedule.
Thanks,

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s} and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

6/13/2007
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Melanie Stuart

From: Green, Sandy [sgreen@sequoiavote.com]
Sent: Wednesday, May 23, 2007 5:02 PM

To: Vic Daily

Ce: prainville @ciber.com; Smith, Ed; John Gardner
Subject: RE: Trusted build for Colorado

The CD arrived to John Gardner at the State of Colorado today with no supporting documentation, no hash values, and no
pass phrase to open the files on the CD. Will you please send John this information and copy me.

Thanks,

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

From: Green, Sandy

Sent: Tuesday, May 22, 2007 9:00 AM

To: Vic Daily

Cc: prainville@ciber.com; Smith, Ed; John Gardner
Subject: RE: Trusted build for Colorado

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

303-894-2200 ext. 6318

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

From: Vic Daily [mailto:vdaily@ciber.com]
Sent: Tuesday, May 22, 2007 8:05 AM

6/13/2007
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To: Green, Sandy
Cc: prainville@ciber.com
Subject: RE: Trusted build for Colorado

Sandy,

Can you provide me with John Gardner’s mailing address?
Thanks,

Vic

From: Green, Sandy [mailto:sgreen@sequoiavote.com]
Sent: Monday, May 21, 2007 9:21 AM

To: vdaily@ciber.com; prainville@ciber.com

Cc¢: Smith, Ed; John Gardner

Subject: Trusted build for Colorado

Importance: High

Dear Vic and Paul,

We are requesting you resend the trusted build CD along with the hashes and VSS52002 checklist to John
Gardner at the State of Colorado Election office for the following:

WInEDS 3.1.074
Election Reporting 1.1.7.0
Election Results 1.1.1.0

Please properly label the CD with the contents. The state will need this CD immediately. Please contact me with
the date shipped and expected delivery date.

Thanks,

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mohile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

6/13/2007
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Melanie Stuart

From: Green, Sandy [sgreen @ sequoiavote.com]
Sent:  Tuesday, May 15, 2007 11:05 AM

To: John Gardner

Subject: Trusted Build

John, What have you received from the ITA’s so far and what are the file named listed on the CD’s?

Sandy Green

Director of Certification
Sequoia Voting Systems
Denver, Colorado
303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

Pt

6/13/2007



Melanie Stuart

From: Smith, Ed [esmith @ sequoiavote.com]
7~ Sent: Tuesday, May 08, 2007 6:04 PM
[} John Gardner; Green, Sandy
Cc: Tim Bishop; Bernard Konkol; pa_nolte@msn.com
Subject: Re: testing tomorrow?
John.

We also are disappointed in the quality of the disc presnted to you and will also be
contacting Ciber to express our feelings on this matter.

Can we install what you do feel comfortable, as well as demonstrate to the list of items
as yet to be complete tomorrow (Wednesday)? Then we could follow up with receipt of a
good Ciber CD for Thursday, if Thursday is open?

Let us know what you think. We apologize for this delay.

Thanks,
Ed

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient(s}) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

~~~~~ Original Message----—-

From: John Garxdner <john.gardner@sos.state.co.us>

™o Green, Sandy

_.C: Tim Bishop <tim.bishop@sos.state.co.us>; Bernard Konkol
<Bernard.Konkol@S0S.STATE.CO.US>; Smith, Ed; Paul Nolte <pa_nolte@msn.com>
Sent: Tue May 08 16:30:27 2007

Subject: RE: testing tomorrow?

Sandy, we are gtill misgsing some pieces of the trusted build, we do not believe we have
the following:

Election Reporting 1.1.7.0
Election Results 1.1.1.0
WFR 1.0.17.0

VerivVote rev 4.3

Edge Audio 5.0 Rev C

Additionally, we are working on contacting either Jemmifer Price or Betty (last name
illegible) with Ciber as the documentation on the CD does not support the fact that the
version we received is in fact the tested, witnessed build from the ITA‘s. In fact, the
CD’'s from Ciber have hand written labels rather than professionally printed, stamped CD
covers.

,/ "_"“\‘.

Our staff is not comfortable with the documentation of these CD's presented in this
fashion, particularly being that this CD contains the WinkEbS Software.

1



If you believe that you can rectify these problems by Wednesday, then we would be willing
—Lo setup a time to install and verify the trusted builds with you. Let me know what you
{ hink.

Thanks,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

{o) 303-894-2200 ext. 6318

{c) 719-243-6344

(£) 303-869-4861

From: Green, Sandy [mailto:sgreenfsequoiavote.com)
Sent: Tuesday, May 08, 2007 4:14 PM

To: John Gardner

Subject: testing tomorrow?

.

dohn, do you still want us to come over tomorrow and if so, what time?

Sandy Green
Certification Director
Sequoia Voting Systems

303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient(s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, vyou may not use,
disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments

.



Melanie Stuart

Page 1 of 1

From: Owens, Wendy [wendy.owens @wylelabs.com]
Sent: Friday, April 27, 2007 7:36 AM

To: Nolte, Paul; John Gardner

Cec: Lee, Davin

Subject: Passphrase

Attachments: passphrase CD-Sequoia 042607 .ixt

Paul/John-

The CD wili be sent today.
The passphrase for the CD is attached.

Thanksl!
Wendy

6/13/2007
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passphrase CD-Sequoia 042607
2007-04-26 Sequoia Request COH$V
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Wyle Letter 51884B-090 for Sequoia -- Hash Codes _ Page 1 of 1

Melanie Stuart

From: Bates, Dawn [dawn.bates @wylelabs.com]

Sent: Wednesday, May 02, 2007 9:35 AM

To: John Gardner

Cc: Nolte, Paul; Lee, Davin; Owens, Wendy; Toomey, Megan
Subject: Wyle Letter 51884B-090 for Sequoia -- Hash Codes

Attachments: Sequoia-51884-090_CO_HashCodes.pdf
NOTE: This is a corrected version of the letter submitted earlier today.
Mr. Gardner:
Attached is the subject letter concerning the Sequoia CD sent last week.

If you have any questions, please let me know.

<<Sequoia-51884-090_CO_HashCodes.pdf>>
Sincerely,

Dawn K. Bates

Contracts Manager

Wyle Laboratories, Inc.

Direct Dial Phone #: 256/716-4590
FAX: 256/830-2109

This e-mail contains confidential information and is intended solely for use by the individual named or
entity to which it is addressed. If you have received it in error please delete it and immediately notify the
sender. If you are not the named addressee, you are notified that disclosing, copying, distributing or
taking any action in reliance on the contents of this information is strictly prohibited. Security Notice: all
e-mail, sent to or from this address, may be accessed by someone other than the recipient, for system
management and security reasons.

6/13/2007
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May 2, 2007

Wyle Letter No. 51884B-090

John Gardner

Voting System Specialist
Colorado Secretary of State
1700 Broadway, Suite 270
Denver, CO 80290

Subject: Hash Codes for Sequoia CD sent 04-27-07
Dear Mr. Gardner:

This letter contains the Hash Codes for the Sequoia source code and executable files
that Wyle sent fo you on a CD on 04-27-07. These files were encrypted into a single
file, “To Colorado 042607.sda.exe,” which contains the following:

400-C/WInETP Firmware Version 1.14.3

AVC Edge & Card Activator Firmware Version 5.0.31
Optech Insight APX K2.12, HPX K1.44

e, Memory Pack Reader (MPR) Firmware Version 2.15

Below are the individual Hash Code and folder/version for each file on the CD:

MDS sums generated by FileCheckMD5 version 0.2.1.10
Free from: http://www.brandonstaggs.com/filecheckmd5.html

3a003a36271812bb2063d£f6f6683¢cibd|400-C, WinETP
7a5da7cf41c786250d5£5d6eeddecda’|400~C, WinETP
30cebf6fa593bbf45a4a£216£f8ca90911400-C,WinETP
80a120212b507800047248c46af078ae|400~C, WinETP
614bblc201e076836348a520bd1ld5ac5]400-C, WinET?P
bfd4525462464647dedd2eafds9fcc24f1400-C, WinETP
6341c£4099d854fda%9c9%2e8e2cfeef9f|400-C, WinETP
a%9042b45bha363bf4e92ae387£2803e£51400-C, WinETP
Tafa%lbe84lcS5es56e6ldcde5494cldbe|400-C, WinETP
65£6c8d2bf32331ffbe344ab31e6bda3|400-C, WinET?
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9bbhB8934elelee7B8caedbed8bac3a3lal|400-C, WinETP
ce3bf3d7484763d6d5dd7cdal27b2817|400~C, WinETP
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dfbh31a80df0a6a922d0dcc71ccfdas36|400-C,WinETP
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680ee22790c5d550£47b5e885¢cff116a|AVC Edge 5.0.31
d8zZ66c13f64bbc35docdd544cebabdb8|Card Activator
e5285ad6771lcde86c409b224952£4303 |Optech Insight
cf81066740c49a%e102ae97367c£9684 |Optech Insight
8913de43ea1076658552e1£8c942¢c173 |0ptech Insight
ec731e04cd3944545¢c28fe8787e8dbeb |Optech Insight
27718el14bd9dd00£0345e6f4fdbf£5d3 |Optech Insight
90300cdebal898524c10a6826f1b9d1lf |Optech Insight
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o R e

If you require additional information or have any questions, please do not hesitate to
contact me by phone (256-716-4590), FAX (256-830-2109), or e-mail
{dawn.bates@wylelabs.com).

Sincerely,

WYLE LABORATORIES, INC.

(hoi Bt

Dawn K. Bates
Contracts Manager

c¢c: Paul Nolte
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Melanie Stuart

From: Bates, Dawn [dawn.bates @wylelabs.com]

Sent: Thursday, May 03, 2007 12:49 PM

To: John Gardner

Cc: Noite, Paul; Lee, Davin; Owens, Wendy; Tcomey, Megan
Subject: RE: Wyle Letter 51884B-090 for Sequoia — Hash Codes

Attachments: Sequoia-51884-090_CO_HashCodes_only.doc
Mr. Gardner:

The attached word document contains only the Hash Codes from the subject Sequioa
letter | sent you 5/2/07 so that you can copy & insert them. If you require additional
information, please let me know,

<<Sequoia-51884-090_CO_HashCodes_only.doc>>
Sincerely,

Dawn K. Bates

Contracts Manager

Wyle Laboratories, Inc.

Direct Dial Phone #: 256/716-4590
FAX: 256/830-2109

This e-mail contains confidential information and is intended solely for use by the individual named or
entity to which it is addressed. If you have received it in error please delete it and immediately notify the
sender. If you are not the named addressee, you are notified that disclosing, copying, distributing or
taking any action in reliance on the contents of this information is strictly prohibited. Security Notice: all
e-mail, sent to or from this address, may be accessed by someone other than the recipient, for system
management and security reasons.

From: Bates, Dawn

Sent: Wednesday, May 02, 2007 10:35 AM

To: 'john.gardner@sos.state.co.us'

Cc: 'Nolte, Paul’; Lee, Davin; Owens, Wendy; Toomey, Megan
Subject: Wyle Letter 51884B-090 for Sequoia -- Hash Codes

NOTE: This is a corrected version of the letter submitted earlier today.
Mr. Gardner:

Attached is the subject letter concerning the Sequoia CD sent last week.
if you have any questions, please let me know.

<< File: Sequoia-51884-090_CO_HashCodes.pdf >>

6/13/2007
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RE: Wyle Letter 51884B-090 for Sequoia -- Hash Codes Page 2 of 2

6/13/2007

Sincerely,

Dawn K. Bates

Contracts Manager

Wyle Laboratories, Inc.

Direct Dial Phone #: 256/716-4590
FAX: 256/830-2109

This e-mail contains confidential information and is intended solely for use by the individual
named or entity to which it is addressed. If you have received it in error please delete it and
immediately notify the sender. If you are not the named addressee, you are notified that
disclosing, copying, distributing or taking any action in reliance on the contents of this
information is strictly prohibited. Security Notice: all e-mail, sent to or from this address, may
be accessed by someocne other than the recipient, for system management and security
reasons.



HASH CODES FOR SEQUOIA CD
(extracted from D. Bates’ Letter of 5/2/07 sent to ). Gardner)

MD5 sums generated by FileCheckMD5 wversion 0.2.1.10
Free from: http://www.brandonstaggs.com/filecheckmds. html
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Melanie Stuart

From: Owens, Wendy [wendy.owens @ wylelabs.com]

Sent: Monday, June 11, 2007 2:08 PM

To: John Gardner

Ce: Green, Sandy; Smith, Ed; York, Chris; Padilla, Frank; Lee, Davin
Subject: passphrase

Attachments: passphrase.bd.txt

John-

| have sent a CD containing source code and executable files to your attention for delivery tomorrow. The
passphrase is attached.

If you have any guestions, let me know.

Wendy Owens
256-716-4144

6/13/2007
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Melanie Stuart

From: Green, Sandy [sgreen @ sequoiavote.com]
Sent: Wednesday, April 25, 2007 4:19 PM

To: John Gardner

Subject: RE: Suggestion

We are going to shoot for getting this done in a day and we would like to stick to the schedule we discussed on
the phone.

Sandy Green
Certification Director
Sequoia Voting Systems
303-775-3334 mobile

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and
contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may
not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, April 25, 2007 4:06 PM
To: Green, Sandy

e Subject: Suggestion

Sandy, just a suggestion....

If you know you are going to go more than 1 day, wouldn’t you want to do the demonstration first, and the trusted
build second? ,

John G.

s

6/13/2007
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|089045A1AB47DBDOE41DSFOESY] 266| ####[02:1 TRUE
|0891BC72AB3EB34DASFE5BCAED] ### | ####]|10:{ TRUE
|08921025ABA6ECC7235FC5D6CC] ### | ####[15:1 TRUE
| 08D43BBDACDF23F34D79E44ED] ### | ##HH#]22:{ TRUE
| 08F0190AE201EC331B4CA3BOFA] ## | ##:##[10:4  TRUE
|0900158F0F1419BD3E17AA7TBBA] ### | ##1##]06:1 TRUE
|09058D19094ABE055019674108FH ### | ####[21:0 TRUE
|092A146B391 88ACAESB7321A62H ##H | #H##]01:] TRUE
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' #4#| #44#]07:0 TRUE |

820| ####(22:4 TRUE

##E| ##a#|07:d TRUE
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|0D97D88720A4087 ECO3AF7DBB3] ##| ####|08:{ TRUE

[0DCC288EBCC1BDB526F 130878 1] #i## | ####[03:] TRUE
{0DD1DE43115B93F4D85E8B9D7A| ###| ####[08:{ TRUE |
[0DDFD6315DA4B29D09D09B687 3| ##k | ####|22:] TRUE
|ODF556D680EAB1744BECGE102E6( ###| ####]20:{  TRUE
[OE13DEAARSE9BEABTCBACTCT23 #i | ##H##[087] TRUE
[OE3F47B359D4FD3D8EO35C30E 2f ### | ###%[07:] TRUE
[0OE48EC834B2692A1774CBA41DB] 788 ####[09:] TRUE
|0OE5A34785508CD555ED1BB15D3] #i## | ####[10:] TRUE
|0OE66AC025B51E4E4AS051FEBCF| #% | ####[10:] TRUE
lOE76B153F28603459031 EEE04DO| ##H#| ####)20:] TRUE
[0E921C7E1284AFDESOE 1CAAE2 1| ##| ####[07:] TRUE
{OEB8BB2CBE4E34703COA4FOF40] 383| ####|04:] TRUE
{OEC8890BEEABFF995D4ESC2D6H ##%| ####|21:0 TRUE
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10289F161B74CB252C3B57E4DA] ###| ####{03:] TRUE
10654F9DDCEAOCA6CFB7755423 ## | ####[10:] TRUE
108025B17F67E61946DF5D7FBF7] ###| ####(23:4__ TRUE
10D116268D9F283CAOF5ASDEEB] ## | ####[16: TRUE
10EDEF25D19C0123943FDD1CBY ###| #H##£[07:4_ TRUE
10F36F A092D7A309A0647FCDCT] ###| #5##[10:Y TRUE
1131CC48B374FBF92EBAF0821C ###| ####[23:{_ TRUE
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12722C9359C64A70161FBECAOGH ###| ####|10:{ TRUE
12942185B235CF46B2464CD2795| 85| ####][02:] TRUE
12A581CA44E53B00D24C5B94F2] ###| ####[10:f TRUE
12C19E146B06FF9770A3636DE7H 629| ####(|21:{ TRUE
12F70256F140CD7D52C58C7048H ### | ####[09:{ TRUE
130B9AEAD1185CDCSEFOESS 7B ### | ####|23:4 TRUE
1320AEA7057A26A671D9548CCTH #i | #t TRUE
13510490BEA0997DB625DAA01 74 ### | #Hi##|10:{  TRUE
13884065F22EF9011052682A1 F1H ### | #5H#[10.{ TRUE
13CACD11FAEF226542C5625CE7| ### | ###[10:{  TRUE
1414E666816CA7D9823DBD2D4Al ### | ####(07:{ TRUE
145AABECF0526C093F71117C181| ### | ##H#|22:4  TRUE
14622C6E31981388CEADC7F830H ### | ####[02:] TRUE
14622C6E31981388CEADC7FB30H ###| #4## 184 TRUE
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16C16DABAAOBTA73EACCO56DA] ### | ####|21:{ TRUE
16C8A3BE1E150A250CFC1BC1CH ### | ###[09:( TRUE
16DFAOAB483CBC1F382C90ABF #### | ####[10:{ TRUE
17053C8884249F38ADF63CF5660] ### | ####]10:] TRUE
170607AB6DF19B4D7CB2C590FD| 520 ####1044 TRUE
172DEE86D41A65CDES65D85B17] ### | ####102:] TRUE
1746485E651DD02D2FCF508F68H 163 ####[14: TRUE
1746485E651DD02D2FCF508F68H 163 ##4#|16:0 TRUE
1746485E651DD02D2FCF508F68H 163[##5#14.) TRUE
174BD475D798303DF480416FABH ### | ####(23.4 TRUE
177F EC665E2E09721236A083815{ #4# | ##8#(03:4 TRUE
1781C74BC340EBAABBOCF3D2CH ###| ###[03: TRUE
178538C50E21FB4FCF6B091DB4] 351 | #4##[07:{ TRUE
17BOF8945BE7D7CAF6CBB570C8| ### | ####[10:{ TRUE
17B25DD3F251529DCDESFE4C2d | #H##23:{__TRUE
17CFACBFFBD180988C071A2D3H ###| ####|02:] TRUE
17FA2029D94D64769DF941CF6E] ### | ##H#[10:{ TRUE
17FDDOBAA7246527D8CB7262A5] 158 ##H#[02:{ TRUE
18413BS0E1B291EC3E7 77ABASCT ### | ####(23:] TRUE
1852CEF3EFFA739F37EE7EFOBC)] ###| ####(23:] TRUE
186733FBC506A808573F6C0471 F| #4 | #8##[03:] TRUE
187A6D45D5F0B57735BE32C34B4 ### | #8##[10:] TRUE
18861CD83ADASC788ADC7EEA0d ### | ####[05:4 TRUE
18861CD83ADAOC78BADCTEE49d ###| ####/05:4  1TRUE
188B7B757549D7F FF3A308FESBY #i# [ #4##[07:] TRUE
189E47A4732A5210BB4AD875225| #iH| ####[08:] TRUE
18AFEEOEDE045B6255408D63431 ##H# | ####[10:4 TRUE
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