STATE OF COLORADO Mike Coffman
Department of State Secretary of State
1700 Broadway, Suite 270 Holly Lowder

Denver, CO 80290 Director, Elections

Kassie Gram  $ Hex ( 277 %@>
Hart Intercivic

1650 Coal Creek Drive
Lafayette, CO 80026

July 13, 2007

Re: 2007-CDOS-IHAR-001-0404

Mrs. Gram,

Thank you for your response to our request from June 27™. We have been ot} hold with your application for
certification for the past two weeks until this issue, along with the PDI issue, Pixel Data and INIfiles from
June 13™ are resolved. All of these items are outstanding and have put our office at risk of meeting the
requirements for completing the decision to certify your system within the timeframes described by
Colorado Revised Statutes. If we do not complete these items within the next 5 business days (July 20™

), the testing board will move beyond these issues and record the appropriate evaluation for non-completion
of the trusted build requirements as necessary for each component. I strongly encourage you to not let this
happen, and to not continue with delays to our process. The Secretary has placed a significant amount of
interest in the security that the trusted build of your voting system will bring to the voting systems in use
within the state. Please coordinate with us the completion of all outstanding trusted build items so that we
can move on.

You are correct in citing Secretary of State Rule 45.6.2.1.3 for the loading for the testing board of your
application. As stated, this requirement is as follows:

45.6.2.1.3 The proprietary software shall be installed on the workstation/server and all applicable voting system
components by the testing board following the verification of the trusted build, and using the procedures
provided by the voting system provider. After installation, the software and firmware shall be verified to the
trusted build hash values.

The intent of this requirement is to address the entirety of your proprietary software with confirmation of
hash values. You have provided us merely a list of 25 files which you are claiming to be the only static files
of the over 500 program files that were installed by the single executable file that we received from the
VSTL. Shouid this be the case or as you have also indicated that the additional files are COTS program
files, the VSTL who completed your software testing should be able to verify these facts, indicate the reason
for their existence in your installation files, confirmation that there is no modification to the COTS status
given the files, and confirmation that the installation file is the compiled result of the 25 proprietary static
files and the 475 COTS files. We require either this additional supporting documentation to move forward
from this point, or the complete set of hash values to match your installed application files as requested on
the 25" of June.

We have additionally explained our position in our June 25" letter regarding the static/dynamic states of the
file, and I will reiterate the point that it is critical for our testing board to establish this baseline from a
trusted source such as the VSTL in order to implement a verification of software files in the field. We will
verify through testing which specific files are dynamic from the post-installation point, and verify a known
expected outcome in the field. Without this baseline, you will be forcing the counties into a “rebuild” or
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“reload” state for their software and firmware components any time a compromise in custody and security
of their devices exist. This is an unneeded burden that we are trying to avoid, with your cooperation of this
process.

From our discussions with current VSTLs on this subject, if these files were indeed used in the
determination of the qualification of your system against the 2002 VSS the provision of MD35 hash values
could be completed in a matter of hours.

Finally, we have received confirmation that your Pixel Data files and INI files are within compliance with
the 2002 VSS; however we did not receive these files 2IXF the MD5 hash values from Systest. A request
was submitted for this information, as has been our protocol from the beginning of this process, on July 10™.

To move forward with your system components, our offfice needs the above information as requested.
Please provide an estimate as to the date(s) that our testing board would receive the above listed items.

Please contact me directly if you have any additional qLcstions regarding these items. We look forward to
moving forward with your application and working with your team to resolve these issues; however time is
of the essence and we anticipate a rapid result to these joutstanding issues to meet our obligations to
complete the decision process with your application.
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Sincerely,

T P
John Gardner ﬁ A (”@g(fa .}\FAJ? d"\)
Voting Systems Program Manager —

Colorado Department of State { e
1700 Broadway, Ste 270 S

Denver, CO 80290 Fese

Office: 303.894.2200 ext. 6318 . —ﬁ’w"

Fax: 303.869.4861
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1896ebc17e83 M1 02 Boss Bn Tally ecM.txt

1f622ea7519a: M1 03 Boss eCM Tally.txt
fb220a8274b2¢ Program Files\Common Files\Crystal Decisions\2.5bin\ActiveXViewer.cab
473b47c01¢91: Program Files\Common Files\Crystal Decisionsi2. 51him\Cdo32.dll

d9a3ch13ee41 Program Files\Common Files\Crystat Decisions\2.5bin\Cdo32en.dll
23950a24b79f Program Files\Common Files\Crystal Decisions\2.5bin\commonobjmodel.dll
0281269b687¢ Program Files\Common Files\Crystal Decisions\2.5{bin\craxdrt.dep
9806d323d228 Program Files\Common Files\Crystal Decisions\2 5bin\craxdrt.dll

c2cf8a3ba22dE Program Files\Commeon Files\Crystal Decisions\2, 5\bin\craxdrt_res_en.dll
8f3adda8eldcfd Program Files\Common Files\Crystal Decisions\2.5bin\crdb_ado.dll
2h96541a890a Program Files\Common Files\Crystal Decisions\2.51bin\crdb_ado_res_en.dll
15d19b%ea274 Program Files\Common Files\Crystal Decisions\2.5bin\crdb_cdo.dil
492bach02fc1z Program Files\Common Files\Crystal Decisions\2.5\bin\crdb_cdo_res_en.dll
a348534ef242¢ Program Files\Common Files\Crystal Decisionsi2.5{bin\crdb_com.dll
5bdc2efc30fd9; Program Files\Common Files\Crystal Decisions\2 5fbin\crdb_com_res_en.dll
c90c24882ah7 Program Files\Common Files\Crystal Decisions\2.5bin‘\crdb_dao.dll
63ab80c506et Program Files\Common Files\Crystal Decisions\2.5Yvin\crdb_dao_res_en.dll
9ed991f3c610( Program Files\Common Files\Crystal Decisions\2.5)bin\crdb_dataset.dll
ebde56be3901 Program Files\Common Files\Crystal Decisions\2.5\bin\crdb_dataset res_en.dll
d16a3f748bc7¢ Program Files\Common Files\Crystal Decisions\2.5bin\crdb_fielddef.dll
d43373cef3661 Program Files\Common Files\Crystal Decisions\2.5Ybin\crdb_fielddef_res_en.dll
b324a62100ae Program Files\Common Files\Crystal Decisions\2.5{bin\crdb_filesystem.dll
9550806c0e51. Program Files\Common Files\Crystal Decisions\2.5bin\crdb_filesystem_res_en.dll
d5b67a5ba81e Program Files\Common Files\Crystal Decisions\2.5%bin\crdb_odbc.dll
5517a02b8eea Program FilestCommon Files\Crystal Decisions\2.5Ybin\crdb_odbc_res_en.dll
b1929a062878 Program Files\Common Files\Crystal Decisions\2.5Ybin\crdb_p2bact3.dll
174a28aff4c68 Program Files\Common Files\Crystal Decisions\2.5Yvin\crdb_p2bbde.dll
e6d593d64c32 Program Files\Common Files\Crystal Decisions\2.5Ybin\erdb_p2ssyb10.dll
0d44d984d7255 Program Files\Common Files\Crystal Decisions\2.5Ybin\crdb_query.dil
319eba20d104 Program Files\Common Files\Crystal Decisions\2.5Ybin\crdb_query_res_en.dll
8730dacOc4ed Program Files\Common Files\Crystal Decisions\2.5Ybin\crdeploy.reg
cfedcBa40dbed Program Files\Common Files\Crystal Decisions'2.5%bin\crheapatloc.dll
9031c9ccabb1l Program Files\Common Files\Crystal Decisionsi2.5Yvin\crge.dll

8f3d8ba2d33cf Program Fites\Common Files\Crystal Decisions\2.5Ybin\crge_res_en.dll
9d5cfc58f7e1d Program Files\Common Files\Crystal Decisionst2.5Ybin\criowords_en.dll
Ob74eabdec?a Program Files\Common Files\Crystal Decisions\2.54bi
bc9d6d73a1da Program Files\Common Files\Crystal Decisions\2.5Ybi
e47a310193cfi Program Files\Common Files\Crystal Decisions\2.5Ybi
35e7e0ccd1f7f Program Files\Common Files\Crystal Decisions\2.5Ybi
€349a7615¢53 Program Files\Common Files\Crystal Decisions\2.5%i
¢BcaB4a0055a; Program Files\Common Files\Crystal Decisions'2.5%bi
69c¢1d8133bdd. Program Fites\Common Files\Crystal Decisions\2.5¥oin\crxf_pdf_res_en.dll
eda62ffab7162 Program Files\Common Files\Crystal Decisions\2.5%in\crxf_rtf.dll
d961610e24da Program Files\Common Files\Crystal Decisions\2.5%in\crxf_rif res en.dll
fd700e2c5ee3c Program Files\Common Files\Crystal Decisions\2.5%in\crxd_wordw.dll
3c75f29f2427f( Program Files\Common Files\Crystal Decisions\2.5\bin\crxf_wordw_res_en.dll
87e8f0242e0b: Program Files\Common Files\Crystal Decisions\2.5\in\crxf_xIs.dll
7c9edB8e086da Program Files\Common Files\Crystal Decisions\2.5%in\crxf_xIs_res_en.dl
7bda35d8ae2fi Program Files\Common Files\Crystal Decisions\2.5%in\crystalwizard.dll
ffe1c4bc55f39¢ Program Files\Common Files\Crystal Decisions\2.5%in\cselexpt.ocx
94ffe90e%e3a7 Program Files\Common Files\Crystal Decisions\2.5%bin\DataDefModel.dll
ffa2adbd5f544f Program Files\Common Files\Crystal Decisions\2.5\bin\datadefmodel_res_en.dll
2a2b8f0578bet Program Files\Common Files\Crystal Decisions\2.5\im\Emfgen.dll
Oabda8e35a1b Program Files\Common Files\Crystal Decisions\2.5%in\exlate32.dll
c82047b1f4edf Program Files\Common Files\Crystal Decisions\2.5\oin\ExportModeller.dl{
871¢903a90c4: Program Files\Common Files\Crystal Decisions\2.5%imgdiplus.dll
3fd6a53772e0¢ Program Files\Common Files\Crystal Decisions\2.5\bin\implode.dil
78c9653c45d9 Program Files\Common Files\Crystal Decisions\2. 5V -l
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¢1cca8000036t Program Files\Common Files\Crystal Decisions\2.5\bin\p2bact3.dll
b4743f2802¢0f Program Files\Common Files\Crystal Decisions\2.5bin\p2iract3.dl!
3e1f39bbb5ed¢ Program Files\Common Files\Crystal Decisions\2.5hbin\p3da3en.dll
2d48ab6aabed Program Files\Commeon Files\Crystal Decisions\2.54bin\p3dbeen.dll
745b6f01b72d! Program Files\Common Files\Crystal Decisions\2.8\bin\p3ra3en.dll
7705ebb1e548 Program Files\Common Files\Crystal Decisions\2.5pbin\p3ssten.dil

a5064507bac8 Program Files\Common Files\Crystal Decisions\2.5)\bin\pageObjectModel.dll

0823dd1a1ca5 Program Files\Common Files\Crystal Decisions\2.5pbin\guerybuilder.dl

41bcf81¢e7001 Program Files\Common Files\Crystal Decisions\2.5pbin\guerybuilder_res_en.dll

123892¢2fc7b6. Program Files\Common Files\Crystal Decisions\2.5jbin\r3exlen. dil

1dfb0f5463555 Program Files\Common Files\Crystal Decisions\2.5pbin\ReportRenderer.dll
ad89169d5061¢ Program Files\Common Files\Crystal Decisions\2.5pbin\RptControllers.dll
a953c660a49c Program Files\Common Files\Crystal Decisions\2.5jbin\rptcontrollers_res_en.dll

4f917hece2b9t Program Files\Common Files\Crystal Decisions\2.5)bin\rptdefmodel.dll

389¢912f95181Program Files\Common Files\Crystal Decisions\2.5pbinvrptdefmodel_res_en.dll
b92befaae214f Program Files\Common Files\Crystal Decisions\2.5pbin\sacommoncontrols.dll

f09aefd7495b9 Program Files\Common Files\Crystal Decisions\2.5
de7ffd8f8fb167 Program Files\Common Files\Crystal Decisions\2.5
38948ac39%ed. Program Files\Common Files\Crystal Decisions\2.5
643f28c4cfb87 Program Files\Common Files\Crystal Decisions\2.5
2867293b9561 Program Files\Common Files\Crystal Decisions\2.5
2ad7d3408882 Program Fiies\Common Files\Crystal Decisions\2.5
84874463ebdb Program Files\Common Files\Crystal Decisions\2.5
8d160d43b57¢c Program Files\Common Files\Crystal Decisions\2.5
dad9a3e085dc Program Files\Common Files\Crystal Decisions\2.5
Scd2e3da1921 Program Files\Common Files\Crystal Decisions\2.5
9ec03e228344 Program Files\Commen Files\Crystal Decisions\2.5
767¢ac00cb07! Program Files\Common Files\Crystal Decisions\2.5
98ff96ce1dacs Program Files\Common Files\Crystal Decisions\2.5
af63b633e76at Program Files\Common Files\Crystal Decisions\2.5
6fc27106a228f Program Files\Common Files\Crystal Decisions\2.5
719c65a80ech. Program Files\Common Files\Crystal Decisions\2.5
a243edaeafd1” Program Files\Common Files\Crystal Decisions\2.5
aaBeB4acaBB2 Program Files\Common Files\Crystal Decisions\2.5
b265297¢9196 Program Files\Common Files\Crystal Decisions\2.5
8c892cd1da3e Program Files\Common Files\Crystal Decisions\2.5
6472ad6beble Program Files\Common Files\Crystal Decisions\2.5
e810479820ec Program Files\Common Files\Crystal Decisions\2.5
7ab0187d1a45 Program Files\Common Files\Crystal Decisions\2.5
e41c2819daab Program Files\Common Files\Crystal Decisions\2.5
8d864478b3h2 Program Files\Common Files\Crystal Decisions\2.5
c43549310361 Program Files\Common Files\Crystal Decisions\2.5
1ace?3a2a50e Program Files\Common Files\Crystal Decisions\2.5

8f53d98241638 Program Files\Common Files\Crystal Decisions\2.5

bin\saxmlserialize.dll

bin\saxmiserialize_res_en.dll

bin\sscsdk80.dli
binsviewhlp.dll
bin\swebrs.dll
bin\u252000.dil
hin\u25dts.dll
bin\u25samp1.dll
bin\u2dapp.dll
binw2ddisk.dll
bin\u2dmapi.dll
bin\u2dnotes.dll
bin\u2dpost.dll
binu2dvim.dll
bin\u2fcompress.dll
bin\u2fer.dll
binu2fodbe.dli
binwu2frdef.dl|
bintu2frec.dll
bintu2fsepv.dil
binu2ftext.dll
bin\u2fxmi.dll
bintu212000.4ll
bin\u2lcom.dll
bintu2ldts.dli
bimuZ2lexch.dli
bimwuzlfinra.dll
bin\Ww3520en.dil

de8d1260fabf7 Program Files\Common Files\Crystal Decisions\2.5bin\u35dten.dll
a2904ce2aab1 Program Files\Common Files\Crystal Decisions\2.5bin\u35s1en.dll
eB8abclcadch2i Program Files\Common Files\Crystal Decisions\2.5bin\u3120en.dll
cde07ea2d549 Program Files\Common Files\Crystal Decisions\2.5bin\u3ldten.dll
22ec2694fbebe Program Files\Common Files\Crystal Decisions\2.5{bin\u3lfren.dl|
cd5192ad7243 Program FilesiCommon Files\Crystal Decisions\2.5{bin\u3lxcen.dll
29cb100a017a Program Files\Common Files\Crystal Decisions\2.5bin\ufmanager.dIl
8023a338a8f0¢t Program Files\Common Files\Crystal Decisionsi2.5{bim\UndoManager.dll
61441dcf7f98fe Program Files\Common Files\Crystal Decisions\2.5bin\webReporting.dll
9e4b87aab5339 Program Files\Common Files\Crystal Decisions\2.5bin\x3dapen.dll
©8224d7d8274 Program Files\Common Files\Crystal Decisions\2.5)bin\x3ddken.dll
96¢152758956 Program Files\Common Files\Crystal Decisions\2.5bin\x3dmpen.dll
5545aa0bScde Program Files\Common Files\Crystal Decisions\2.5}bin\x3dnten.dli
0c87ec0d0f4c2 Program Files\Common Files\Crystal Decisions\2.5\bin\x3dpten.dll
debbafdb879cc Program Files\Common Files\Crystal Decisions\2.5\bin\x3dvimen.dll
611ab4af4e4fd Program Files\Common Files\Crystal Decisions\2.5¥binx3fcpen.dil
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ffd271dic7542f Program Files\Common Files\Crystal Decisions\2.5bin\x3fcren.dl|
€9c14541047d Program Files\Common Files\Crystal Decisions\2.5]bin\x3foden.dl!
b8ead80chce2 Program Files\Common Files\Crystal Decisions\2.5lbinwx3frcen.dll
dbc7ae5dc682! Program Files\Common Files\Crystal Decisions\2.51bin\x3frden.dil
e70220fh2eda” Program Files\Common Files\Crystal Decisions\2.5{bin\x3fsven.dll
318bf5b9c184f Program Files\Commen Files\Crystal Decisions\2.5bin\x3ftxen.dlt
a00fd43fea995 Program Files\Common Files\Crystal Decisions\2.5\binx3fxmen.dIl

0af7153e19b2( WINNT\PIXTRAN\62925.chn
214b948fc789: WINNT\PIXTRAN\BGR2ZRGB.PXN
Ocb7782a%99b6 WINNT\PIXTRANIBMP2RAS.PXN
600d3587711e WINNT\PIXTRAN\BMPCOMP.PXN
06b556226924 WINNTPIXTRAN\ColorThIV600\mixed.ekpgct
Obe925afc60dz WINNTIPIXTRAN\ColorTRIVG00\photo.ekpget
41ef08793b97f WINNT\PIXTRAN\ColorTo\s00\ext.ekpget
b3b4a3d67eccd WINNT\PIXTRANVCOMP4BYT.PXN
292e7f7dbabel WINNTWPIXTRANVCURVER.32
1233709bcd58 WINNT\PIXTRAN\DOUBLE.PXN
6c561d73c6b2: WINNT\PIXTRANAEKIG00.LOC
afg5450cabbat WINNT\PIXTRANEKIB00.PXN
82hd9fdeehcet WINNT\PIXTRANAEKIS00.PXW
986fa9cf4673a WINNTPIXTRANekiB00ch.chn
e4991dc18cd? WINNT\PIXTRAN\eki600ch.chw
d3065¢718a9f¢ WINNT\PIXTRANV_PIXIF.PXN
f613d3140736f WINNT\PIXTRANVFLIP180M.PXN
9e608970dba7 WINNT\PIXTRANWFROMPIXM.PXN
0741a1b192e6 WINNT\PIXTRANVG3ZRUN.PXN
d69f3bfO006d0 WINNT\PIXTRANVG42RUN.PXN
a7c80c65120d WINNTAPIXTRANippo.dil
00642171dec29 WINNT\PIXTRANWP22RAS.PXN
7bf8666b6e2bf WINNT\PIXTRAN\LPZLUP.PXN
47aeff51e1cda WINNT\PIXTRANVPACKZRAS.PXN
4222ef7eb693¢ WINNT\PIXTRAN\PACKBITS.PXN
adf210aa21aet WINNT\PIXTRANVWPAD16.PXN
c8d6367%ca87 WINNT\PIXTRAN\PCX2RAS.PXN
2593ada7f1c1E WINNTAPIXTRAN\PCXCOMP.PXN
842c7c58d23h: WINNT\PIXTRAN\PCXCOMPN.PXN
e43b28b5a84a WINNTIPIXTRAN\PIXBMP.PXJ
26a43d3deb5b WINNT\PIXTRANVPIXCALS.PXJ
949d6d0662a8 WINNT\PIXTRANWPIXCMP.PXJ
b4907c1a59d5 WINNT\PIXTRANVPIXFPACK.PXN
73b4b63c8a81 WINNTPIXTRANPIXIFTIF.PXJ
9424044h148¢c WINNT\PIXTRANWPIXINY.PXN
f9bdeaatBd59: WINNT\PIXTRANVPIXJBIG.PXJ
b4a79ba1d4e34 WINNT\PIXTRANVPIXJPZ2.PXJ
20b1bBedced8 WINNT\PIXTRAN\PIXJPEG.PXJ
dec7h7feb862 WINNT\PIXTRANPLIXMISIS.PXN
b1c2e586d573 WINNTPIXTRANVPIXMODCA.PXJ
df9c245aacad? WINNT\PIXTRANPIXPCX.PXJ
486485b27b30 WINNT\PIXTRAN\PIXPDA.PXJ
dc861d393d3b WINNT\PIXTRANVPIXPDF.PXJ
84804332c15a WINNT\PIXTRANPIXPNG.PXJ
950149h8e203 WINNTI\PIXTRANIPIXREV.PXN
e8482552987d WINNTIPIXTRANPIXTG4.PXJ
7¢11feB8abd081WINNTPIXTRANPIXTOOLS.LOC
d3b1f349a024f WINNT\PIXTRAN\RAS2CLIP.PXN
483db1ce1931 WINNT\PIXTRAN\RAS2JP2 PXN
4f5401999¢¢77 WINNT\PIXTRAN\RASZ2JPG.PXN
5982504052522 WINNTWPIXTRAN\RASZRUN.PXN

'd4939510ebb5 Program Files\Hart Inteerlc\TaIIy\Reports\Rejecte ="“Unresca!vea-ei “Write “Ins. rpt };
:cc8f0ab21ad64 TEMP\Dev_Key_1.1.eCM = .
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2d769616fd07¢ WINNT\PIXTRAN\RAS2ZIP.PXN
00ba1a034552 WINNT\PIXTRAN\RAS42JBG.PXN
64658¢8a32ff2 WINNT\PIXTRAN\RASS2JBG.PXN
8dBabh143e7i WINNT\PIXTRANIRUN2G3.PXN
bf47b0dbdBd1: WINNTAPIXTRAN\RUN2G3M.PXN
243168¢810e8 WINNT\PIXTRANVRUN2G4.PXN
db78f73608932 WINNT\PIXTRANIRUN2JBG.PXN
c5beelBaeebe WINNT\PIXTRANIRUNZRAS PXN
6f514dc3392at WINNTIPIXTRAN\TO24.PXN
77a843183fb1E WINNTAPIXTRAN\TOGRAY.PXN
8565f48eecti® WINNTAPIXTRANTOPAL.PXN
9f885e995db1E WINNTAPIXTRANVZIP2RAS.PXN
448¢60861aal WINNT\system32\PIXANNOT.DLL
652c715d3fadf WINNT\system32\PIXAPS.DLL
36f6ecf466d5c WINNT\system32\PIXAPSU.DLL
52857a567e00 WINNT\system32\PIXDFLTN.DLL
f0d6017d14ea: WINNT system32\PIXDLGN.DLL
814b72f456abe WINNT \system32\PIXJBGN.DLL
8e2b268a6f90¢ WINNT\system32\PIXJP2K.DLL
931b78f9521ct WINNT\system32\PIXJP2KI.DLL
1d30efcc7d7dk WINNT\system32\PIXLOCN.DLL
c2bd3ecc7f54c WINNT\system32\PIXMDLCN,CPL
b38a03255ada WINNT\system32\PIXMDLGN.DPILL
dab2d3a17307 WINNT\system32\PIXMDLN.DLL
2812f5a3048b: WINNT \system32\PIXMPN.DLL
07abed3feadBc WINNT\system32\PIXN1120.DLL
640c1a3b52a3 WINNTsystem32WPIXN1320.0LL
Bbe1f062d7562 WINNTsystem32\PIXN20.DLL
3694abd0297e WINNT\system32\PIXNAME.HLP
214d0ac20a7¢c WINNT\system32\PIXNAMEN.DLL
02110d9454ae WINNT\system32\PIXNOTEN.DLL
4524129b93cc WINNT\system32\PIXPANN.DLL
defebd559fab8 WINNT\system32\PIXPERMN.DLL
e566¢c326be95 WINNT\system32\PIXRAMN.DLL
4252acbdedc2l WINNT\system32\PIXSLN.DLL

|_aeie7148fcdI€ WINNTA\system3\PIXTIFFN.DLL






