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Section One
Overview

1.1 Overview

The Election Manager (EM) is the second step in preparing an election for the OpenElect® Voting
Devices (OVD) and the OpenElect® Voting Central Scan (OVCS). The OVDs consist of the
OpenElect® FreedomVote Tablet (FVT), OpenElect® Voting Optical (OVO) and OpenElect® Voting
Interface-Vote Center (OVI-VC).

Prior to an Election, the Election Manager retrieves the encrypted XML election definition file
from the shared disk used by the Ballot Layout Manager (BLM) and EM. The BLM and EM reside
on the same PC/laptop, which converts the Unisyn election definition file, adds jurisdiction
specific election options to a Unisyn specific XML format and prepares compressed, encrypted
election files for output to a USB Drive to create the "Election USB TM.”

The Election USB TM is used by the Election Server to:

Install the election on the OVO and OVI in preparation for precinct voting

Install the election directly on the FVT

Used by the OVCS and Auditor to define the election and ballots

Used by the Tabulator to define the election

Used by the Tabulator Clients for authorization

The Election Manager ensures the election installed on the OVD systems to be used at the polls
meets the following requirements:

e Logical definition of the ballot is accurate, including the definition of the number of
allowable choices for each office and contest.

e Ballot styles are appropriate for the voting precinct, where the list of candidates or
contests varies between polling places.

e  Only the contests for the ballot style and precinct are included.

The jurisdiction is able to select from a range of voting options to conform to the laws of the
jurisdiction in which the system is used. The EM allows the jurisdiction to add voting device
specific options for elections: which contests to check for undervotes, whether to allow or
disallow certain features, maintenance technician passwords, and other options.



Unisyn Document: 04-00427
Release 2.0 Version 1.3

Pre-Voting - Election Center/Central Count

> Election USB TM
Loads the Election
onthe ES.

Election USBE TM
Loads the Election
directly an Vaoting Devices

Ballol Layout Manager (BLM)
Produces Ballats

Election Manager (EM)
Sels Election Options
Creates Election Files

-

Voting - Poll Locations

OVl and FVT ara FVT
ballat marking devices
that produce printed
ballats using a varaty
aof Input Devices: =
Touchscreen
Faypad

Sip and Puff

Ballots
. sicna ek [}

Post-Voting - Election Center/Central Count

ovo Transport Media {TM) is removed from the
CWO aftar voling has stoppad and raturnad

12 Central Count.

R
&V

Tabulator Client
Ingarl Transporl Media
to store and upboad
vote files to Cenfral
Database.

Election

USE M (V
i

Tabulator Reports Tabulator & Database
Raporl consclidated Track uptoads and
results cansolidated rasults

Figure 1-1. Election System

1.2 Applicable Documents

Switch/Hub<—"

Election Server (ES)
Election is loaded on
Vaoting Devices
{excluding the FVT) via
a Sacura Network

o

Scans paper ballot pages and
records wotes at tha Precincts
and Vaoting Centers, Data is
stored on the OVO's Th.

oVCsS

Bulk scanner usad for:
Wzl In-Balkots
Prowisional Ballots

ﬂentlnn
USB ™M

Auditor
Evaluate and update
cuestionable ar emraneaus
marks on Ballots.



e QVS System Overview

e QOVS Acronyms

e EOS Linux and OCS Installation Guide
e Ballot Layout Manager User Guide

e Election Server User Guide

e Tabulator Client User Guide

e OVCS User Guide

e Auditor User Guide

e Tabulator User Guide

1.3 About This Guide

This guide provides information and instructions on using the Election Manager (EM) program to
load the Election XML file created via the Ballot Layout Manager (BLM), select election options,
and to produce the election that will be loaded onto the OVDs, Tabulator, Tabulator Client,
Auditor and OVCS.

1.4 Installing and Updating

OpenElect systems are delivered with the EOS operating system and OCS software preinstalled.
In the event there is an upgrade to the existing software/operating system or the software
needs to be reinstalled, the instructions for both processes are found in the EOS Linux and OCS
Installation Guide. The EOS installation process is covered in Section 1.6. EOS setup and
configuration is covered in Section 2 and the OCS installation process is covered in Section 4 of
the guide.

1.5 Security

The Election Manager application’s security allows users to perform functions based on their roles
and the state of the current election. In order to access the application at any level, a user inputs
a user name and password. The EM verifies this information and if it is validated, the user's role(s)
are retrieved and used to activate or deactivate menu item.

In addition to the user role, the state of the application is managed in order to control some
functionality. The application state takes precedence over user roles. This means that even if the
user's role states that they can perform a function, but the application indicates that the function
cannot be performed in the current state, then the function is unavailable.

The follow procedures are used to maintain security when using the Election Manager:

e Allow only authorized personnel access to election preparation equipment, including
the PC where the Election Manager is installed.

e Keep the room where computer equipment is located locked. Limit any local network to
the immediate physical area. Set up the PC to require operating system login.

e Give each user a unique password (logins are tracked by the application log) and have
users safeguard their passwords. Only authorized users may access the EM application.



All EM application users require a password change on first login, and every 6 months
thereafter.

e Prohibit unauthorized use of media or transference of data to and from the OCS election
computers (via CDs, USB devices, disks, or LAN access, etc.).

e If the application is left unused for 120 minutes, the application will time out and force
the user to log into the application again. All changes will be retained (but not saved)
until the user or one of equal or higher role logs in to commit the changes to the
database. If the system is exited, without login, the changes are lost.

e Establish user roles and provide Superuser, Admin, Supervisor and Maintenance
passwords only to qualified and fully trained personnel. Adhere to limited and careful
distribution of passwords. Passwords should be carefully distributed and guarded by
their owners.

e Change passwords frequently. Use the original user login (supplied with the system) to
open the program and then define a new Superuser. It is strongly recommended that
the initial account be deleted. See Define a New Superuser in Section 1.9.

To define secure passwords:
The following standard is used for all EM Superuser and Admin passwords:
e 7-15 characters, case sensitive

e Contains at least one letter, one number and using no spaces

1.6 Requirements

For a list of system requirements, please refer to the OVS System Overview, Section 1.2.4.

1.7 General Interface Information

While interacting with the application, the user may be presented with an Error Message (such
as invalid entries or entry information that is too long). Appendix A (User Interface Error
Messages) provides the error messages that can be presented, the reason for the message, and
the actions that are recommended to be taken. Please refer to Appendix A when presented with
an error message during operation.

Information entered by the user is typically limited in size and content, depending upon the
characteristics of the information entered (from Precinct Name to DTS Party ID). Please refer to
Appendix B (EM System Limits) for specific format and size limitations for specific fields.

When a Delete button is clicked, the system will prompt the user to confirm the action with a
pop-up display. The user is asked to confirm the deletion/removal by clicking OK to accept, or
either No to reject to the confirmation or Cancel to cancel the action.



When a Save button is clicked on a display (to change the information for an entry),
confirmation is provided to the user in the form of updating the data in the fields on the screen
(such as candidate name).

When the user enters information on a form and has not clicked Save and they request the
system to navigate away from that screen or close the election where the information will be
lost, they will be presented with the following popup:

Do you want to save the changes?

Yes Mo Cancel

If they click Yes on the confirmation screen, the system will navigate away from the current
screen (set of information) and the changes entered will be lost. If they click No, the system will
remain on the current screen and their navigation request will be ignored.

If an application is left unused for 120 minutes, the application will time out and force the user
to log into the application again. All changes will be retained (but not saved) until the user or
one of equal or higher role logs in to commit the changes to the database. If the system is
exited, without login, the changes are lost.

The User Role (ALL CAPS:) and user name (lower case) is display in the upper right corner of the
application window, circled in red.

SUPERUSER: superusear

Hlection
2012

iy

1.8 Getting Started

The user will Log into Linux following the booting of the PC. The Election Manager application
can be run while logged in as either “administrator” or “operator.”

The “administrator” or “operator” Linux logins are allowed to run all the OCS applications
(operator is, however, restricted from the Software Server application). Once you log in as
“administrator” or “operator” the desktop will have icons for all the OCS applications that are
loaded on that PC.



To run the Election Manager application, double click on the EM icon.

Hallat Layout

Elechion Server

s

Software Server

w® Applicabons PMaces  Systern %

Computer Tabulatss Chent

Manager Tahulator Manitor

abiulator Reparts

T micuoms

© mPoORTANT

The Election Manager and the Tabulator Client cannot be
running at the same time on the same PC. When you start up
the Election Manager, it will check to see if the Tabulator
Client application is running, if so, the following error will be
displayed. Click OK to exit the Tabulator Client application.

Tabulator Client application is running.
Please close Tabulator Client application and restart Election Manager.

When you start the Election Manager, a password prompt appears. Two types of users may
login to the Election Manager: EM Superuser and EM Admin users. The username/passwords
are unique to the Election Manager.

To login:

Type your username and password and click Enter.



If the login is inaccurate, the following message appears, “Sorry, the username or
password you entered is invalid, please try again.” Press OK to return to the login box
and re-enter these fields.

The user’s password will expire after 6 months. If the password has expired, the user
will be prompted to enter a new password.

Login Prompt

B Election Manager Login

The first time a new user logs in; you will

be requested to change your password for Username
security purposes. !superuser‘l |
Passwaord
|
Enter Exit |
The following screen will be displayed. " Update Password %

Enter your new password twice.
Your passwornd hias expired.

Please enter a new password.
Fassword

Canfirm

Enter

Upon successful login, the EM desktop appears. If no

elections have been loaded, the EM desktop is blank.
The desktop will remain empty until a new election is LE
created. izl

I ow 1. 3017 I
DRI ST,

MUEERE e BHEVRHDEULHIY

Elections appear as icons on the desktop. Labels below

the icons include the election type (General Election or
Primary Election), the election ID and the election date. ey
PHIMARE ELECTECH -

MRCRAARD O LHTY
[E e b R

The follow is a series of steps, described in this manual, to prepare an Election.

To prepare an Election TM:

1. Load the election.enc file (created via the Ballot Layout Manager) into the Election
Manager. See Section 2.2, Creating a New Election.



2. Set options for the election, for the audio, and for printed reports at the polls.
3. Produce Audio Script and Ballot Proof reports as needed to check the election.
4. Upload all required MP3 sounds for the audio ballot to the Election Manager.

5. Define at least one Maintenance Technician user and one Supervisor user for the
election. Note the Election Password.

6. Export the election to a directory.

7. Copy the election directory on a USB TM.

1.9 Define a New Superuser

The Election Manager is provided with a default Superuser account. For security, at the first
login, the system forces a change in the default Superuser password. To define a new Superuser
account:

1. Open the Election Manager Tools menu and Select User Management.

2. Add a new user, Superuser Role, following the instructions in Section 12.4, Creating a
New User.

3. Open the Election menu and select Logout. The login prompt reappears.

4. Login using the new account and begin setting up the election as described in this user
guide.

1.10 Menus

The following sections describe the menus in the Election Manager application.

1.10.1 Election Menu

The Election pull-down menu contains the following functions:

Election | Tools Help

IJ Show All

|
NERAL ELECTION CERTIFICATION
BALLOT B




New
The New menu selection is available when there is not already an election open. Displays a
dialog that allows you to browse and select an election.enc file. (Refer to Section 2.2)

Open
Open one of the elections displayed on the desktop. Only one election at a time can be open.
(Refer to Section 2.3)

Close
Close the open election. This selection is not available unless an election is open. (Refer to
Section 2.4)

Delete
Available when an election is open. Delete the current election following confirmation. (Refer to
Section 2.5)

H Do you want Lo delete Lhis election?

| &
i -

Al |Ie:. | Mo |
g gl | =s 0= U=V | E

Show All Elections

Only a supervisor can select the Show All option to turn on/off the display of concluded
elections. When the Election menu is displayed, the Show All option has a checkbox. If there is a
checkmark in the box, the past elections are being displayed, if there is no checkmark, past
elections that have concluded are hidden from view. (Refer to Section 2.6)

Election | Tools Help

Nov 7, 2017 (ID: Sep 12, 201
gpen P QFE“ .'
Close Home Close Hame
Delete u ianed G
[ Show A [ aeoraneq b & Show Al
Logout
L 9 Logout seneral Usall
Exit i
Exit
I Election Date

Logout
Logs out and displays the login prompt. (Refer to Section 1.11.1)



Exit
The Exit button closes the application. (Refer to Section 1.11.2)

1.10.2 Tools Menu

Election | Tools | Help

Restore Election

Machine Logs

TM Maintenance
amiFicaTi( User Management CERTIFICATIO
Machine List
COUN' b/ crrences UNISYN COUB

Backup Election
Perform a backup of the open election. This selection is not available unless an election is open.
(Refer to Section 11.3.2)

Restore Election

Performs a restoration of a specific Election. All current Election data, for the restored Election
ID, is replaced with the restored election data if the election ID exists in the database. This
selection is not available if an election is currently open. (Refer to Section 11.3.2)

Export Training Election

Available when criteria for exporting the election have been met. This export creates a directory
of Training Election files from the current election data. A training election can open voting for
training purposes only on any day. (Refer to Section 10.1)

Export
Available when criteria for exporting the election have been met. Export creates a directory of
election files from the current election data. (Refer to Section 10.2)

Machine Logs
Allows the user to view and search OVO and OVI logs uploaded from Transport Media (TM).
(Refer to Section 13.1)

TM Maintenance
This feature allows the user to upload OVO and OVI machine logs and clean the TM of all vote
and log files. (Refer to Section 13.1)



User Management
This feature allows the user to add users, set user roles and deactivate user accounts. (Refer to
Section 12)

Preferences

This selection presents a popup window with the Document Storage Location. This location is
where documents created by the EM application will be stored on the PC. This field is
informational only. The user can exit the popup window by clicking the X in the upper right
corner of the window.

Election Tools Help

| 3 Preferences -0t e i s ps i in i

Document Storage Location: /OCS0ULoU

EIECLION
Ot 10, 2010
Lo

L

1.10.3 Help Menu

Help Topics
This selection presents Help Topics to aid the user. Refer to Section 14.4 for details on the Help
interface.

Election Tools | Help
Help Topics  Ali-H
About Unisyn

View Logs

Archive Logs

About Unisyn
About Unisyn displays the product information, including company name, product name,
Version, copyright information, and the Linux OS Version number. (Refer to Section 13.5)



,® Unisyn Voting Solutions, Inc® OpenElect Voting System
Election Manager
Version: 2.0_QA_R15
0S5 Version: EOS ver. 2.1.00
Customer Code: VST
@ 2016 Unisyn Voting Solutions, Inc. All rights reserved.

View Logs
Opens a viewer for viewing the Election Manager Application Log, which tracks activity in the
program. (Refer to Section 13.2)

Archive Logs
Activates the Archive Logs function. (Refer to Section 13.6)

1.11 Logout and Exit

You can log out of the Election Manager without exiting the program in order to allow another
user to login.

1111 Logout

1. Open the Election menu and select Logout.

2. When the confirmation window appears, click Yes.

Confirm

Do you want to log out of the application?

(2] [

=T | Tl T =

When the login window reappears, another user may log in.

1.11.2 Exit Program

1. Open the Election menu and select Exit, or
Click the close box (X) in the upper right corner of the application window.

2. When the confirmation window appears, click Yes.

Exit Confirmation



B[ conirm |3
IE' Do you want to exit the application?

Yes Mo

3. A prompt to save changes (see below) will appear if an election is open and changes
have been made. Click Yes to save changes, No to cancel changes and continue exiting,
or Cancel to cancel exiting.

Do you want to save the changes?

Cancel

Yes Mo

4. The program closes.

1.12 Handling System Failures

The following information provides you with how to handle system failures and recovery from
abnormal system states.

Database Start Failure

If the database service fails and the application requires a connection to the database, the
system will present the operator with a popup indicating that the database is unavailable.

To reconnect with the database power off the PC, wait 12 seconds and then restart the system
to start the database service. If this fails call Unisyn for additional diagnostics procedures.

Database Corruption

If the data within the database has been corrupted, such as missing tables, the system will
display an error message when the needed data is accessed, or it will display invalid data. To
correct this problem, restore data from a previous version through the restore interface.

For the EM application, the backups are of individual elections. Restoration of an individual
election might solve the problem or the entire database might need to be restored. If the entire
database needs to be restored, the user will need to restore every past or concluded election
that should be on the machine. They will also have to restore the latest backups of the pending
and current election.



The history of past logins and password history are lost when the system is reloaded. The user
will need to reenter EM Superusers/password and Admin users/passwords.

Executable Corruption

If the application binaries are corrupted, the application will not execute or perform as
expected. The applications should be reinstalled from the installation disk.

OS Corruption

If the operating system has been changed such that the applications cannot execute, or the
system will not allow access to the user interface, the operating system should be restored from
the installation disk and the applications re-installed. The database will then need to be
recovered from backups.

The user will have to follow the same steps described in Section 11.3.2 for restoring backups for
the EM application database.

File Access Problems

A failure can occur when the system attempts to write a report that has a version currently open
on the system. This will result in an error indicating that the document could not be written to
the target location. Closing the open document file and rerunning the report process will correct
the issue.



Section Two

Elections

2.1 About the Election File

The Ballot Layout Manager outputs an XML file with election ballot data. This file is provided in
both text format and encrypted (.enc) format. However, only the encrypted format file can be
loaded into the Election Manager. Once the file is loaded into Election Manager, the user may
start selecting options, uploading Audio Ballot Sound Files, and preparing the election for export
to an Election USB TM.

The election file contains these values:

e Election title, Election ID, date and type (General or Primary)

e Ballot card type

e Whether straight-ticket voting is allowed

e  Whether Vote by Ballot Style is allowed

e Whether ballots are party-specific

e  Whether "decline to state" ballots will be used for certain parties

e All districts, precincts and split precincts

e Contest, candidate, and party data

e Ballot styles with contest order and candidate rotation for each precinct

e Language translations supported for the election

2.2 Creating a New Election

Either an Admin or Superuser can load the Election File to start a new election. Since the EM is
running on the same computer as the BLM, you can go directly to where the BLM exports the
* enc files: /OCSOutput/election/EXPORT/XML folder to load the election file.

To create a new election:

1. Open the Election menu and select New.

An Open window appears with the /OCSOutput directory displayed. Locate and select
the election.enc file to be uploaded.



To locate the file:

A. Select the Election folder with the name of the election to be imported. Click
the Open button and the election folder will open (as is shown in the diagram
below). Note there will be no information on the form for File Name since
there is no *.enc file yet.

Select Election source flle X ||

oo

|

L
oo
Bo

Look [n: ] OCSOuwtpt | @5

1 BACKUP

[ 101 _Gerieral_ Election_Apr, 162013
< 100 General Electien Ocl 102010
= Junisaiotien
7102 Frimary, Ebeaction_Aps_ 28 2009

— | Tabulanord lient

Fille M amie:

Files of Type Lt -

Opem Cancel

B. Select and highlight the EXPORT folder, it may be the only sub-folder listed.
With the EXPORT folder selected, click the Open button again and the
EXPORT folder will open.

[ Select Election source file ® |

Look e | 101_Gemeral_Election_Apr16_2013 |« | (E||53| |3} (B8 A=

[ EXPORT

File Mame:

Files of Type: |".2nc =

Open Lancel

C. Select and highlight the XML folder. With the XML folder selected, click the
Open button again and the XML folder will open.
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Select Election source file

Look In: | EXPORT ~| (@] (5] ] Bl

1 PDF

i ihML

File Mame:

Files af Type: “.enc -
Opren Capcel

D. The elections.enc file is in the folder. Click on the elections.enc file to
highlight it, the name will appear in the File Name field at the bottom of the
window (as is illustrated below).

B Select Election =ource flie ®!
T ST
Look I XML |= ||_‘u'; £t ;El ol e

[y election.end

File Name:  [slection.enc _

Files of Type: [“.enc |'v

Open || Cancel

E. Click the Open button again. The EM application will present a progress bar
(as is shown below) tracking the import process as it is underway.

r
] Load Election x

Load Profile

F. Once the election is created in the Election Manager database, the follow
completion screen will be displayed and an Election Icon will be created for
the imported election on the EM desktop.



G. Click OK, the election has been successfully imported.

L) Blecion loaded successrully

| K, !

NOTE: If during the steps above the system detects that the election had
been previously created from the same file; the following display will be
presented for confirmation by the user. If you answer Yes, the election will
be re-imported replacing the previous Election file. However, any options that
were set using the Election Manager on the replaced version are kept. The
EM recreation will only update the XML data produced by the BLM.

= | This Election has been created
ke Liverty County General Election
[’Iﬂ.,,l Afe YOU SUTE Y0 WA To reload The elécion?

i(hu:k Election | J‘_ESJ_ Mo |

2. When the Election XML file loads successfully, an Election icon appears on the Election
Manager desktop (if it did not already exist).

If an error message appears, produce new output from the Ballot Layout Manager,
then open the Election menu and select New again to reload the file.

The Election Manager keeps track of reloaded elections and upgrades the election
version with each loaded file that has differences.

2.3 Open Election

Although there can be several election icons on the desktop, only one election can be worked
on at a time. Opening another election closes the currently open election.



To open an Election:

Double-click an election desktop
icon.

Or

Open the Election menu, select
Open and the Election title.

While the election is being
opened, the screen to the right
will appear.

s \vs)

Mo 1, 2017 (301} My 9, 2017 (S00)

GHEHERAL ELECTICE PHRIMAURY HLHZTION

—BEEVARD COUNTY BREVARD COLNTY
K& 5, 2017

-

Ce

(200
GEMWERAL CLECTION
STRANGHT THCHET
HOAEREEER S, 2017

p—
Eleciian Bjr Toets Hel
Hrs

Cpen L

1 GEMERKL ELECTION BTRAKGHT TIEETREWERBER 4, 74T |
GEMERBL ELECTION BREVARD COUHTY How 1, 2017 13011
PRIAARY ELECTIOHN - <PMARTY=> EREWARD COURTY ALY 5, 2]

CE! y

B Election - Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFIt

(i)

Your request is being processed, please wait...

Once the election is open, the Election Home Window (presented below) is displayed.

—

Home Optians Soumds

Reports

Machines

CERTIFICATION GENERAL ELECTION BALLOT
UNISYN COUNTY, OHIO NOVEMBER 7, 2017

Election Date: Nov 7, 2017
Election ID: 100

Election Version: 120.2.1

Election Status: Election Exported

Re-open Election

2.4 Close Election

There are three ways to close an open Election:



1. Open the Election menu and

select Close. Election | Tools Help

Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFICATION GENERH|

Horjie | Options |

CERTIFICATION GENERAL ELECTION BALLOT
NISYN COUNTY, OHIO NOVEMBER. 7, 2017

Election Date: Nov7, 2017

Election ID: 100

Election Version: 120.2.1

2. Click the close box (X) in the ction Manager
upper right corner of the - OHIO NOVEMSER 7, 2017

Reports

Election window.

Or

3. Click the Close Button at the
bottom right of the window.

Close

2.5 Delete Election

An election must be concluded or cancelled before it can be deleted. Deleting an election
removes all data files, all sound files and ends the election versioning. Only a Superuser may
delete a concluded or cancelled election.

If an election needs to be corrected, (such as adding a contest or changing a candidate’s
position) simply correct the data in the Ballot Layout Manager and reload the Election File as
described in Section 2.2, Create an Election. In this case, all data will then be updated.

A Superuser may delete an Election in two cases:
e The Election Day is 22 months in the past and is set to “Concluded.”

e The election has not yet been exported to a CD image.
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To delete an election via Election Menu:

1. With the election open (the election Election | Tools Help
must be open) click the Election New
menu and select Delete. Open

Nowv 7, 2017 (ID: 100, Ver.: 120)

Home |

Lnassigned Groups

2. Respond to the confirmation Ran |

Message. Confirm

Do you want Lo delete this election?

No |

Jumkber T-B00-TOU-VJ TE

Close Polls Time

To delete an election via icon:

1. Without an election open, click on

the Election icon of the election that Ny 1, 2017 (30 M 3, 2017 (500}
. . GEHMCRAL CLECTROH PRIMARY CLCCTION
is to be deleted. Then click on Delete. BRDUARI COLNTY ORDUART £ OUNTY

MR 5, 2017

GENERAL ELECTION
STHAIGHT THKEE]
NOVEMBER 8, 2017

2. Respond to the confirmation
message.

Close Polls Time

2.6 Show All Elections

When an election has been concluded, it is no longer visible on the Election Manager desktop. A
Superuser can view all current and concluded elections by turning on the Show All option on the
Election pull down menu.



To show concluded elections:

1. Open the Election menu.

2. Click to check the Show All checkbox on the menu.

This will display all concluded Elections.

3. Click Show All again to clear the box and hide the
concluded Elections.

Sep 12, 201
Open b
Close Home
I¥ Show All
Logowt  General Usal|
Exit
Election Date

Election | Tools Help
Nowv 7, 2017 (|
Open k
Close Home
Delete T —
I Show Al =LInassigne
Logout
Exit




Section Three

Election Buttons

When you open an Election, the following buttons are provided at the top of the screen:

Election Manager
Election Tools Help SUPERUSER: Superuser

Home Options Sounds Party lcons |y Reports '

[7] Election - Nov 7, 2017 (ID: 100, Ver.: 1 : CERTIFICA EL LOT UNISYN COUNTY, OHIO NOVEMBER 7,2017 i i =
Machines

Home
Click the Home button to view the Election Home window; this is the default Election window.
See Election Home Window, Section 4.

Options
Click the Options button to select the Common Options tab, OVO Options tab and BMD Options
tab. See Election Options, Section 5.1.

Sounds
Click the Sounds button to upload Election sounds. This button is disabled if “No Sound Files” is
checked and saved on the Audio Options tab. See Election Sounds, Section 6.

Party Icons
Click Party Icons button to show list of parties. This button is only enabled if the “Show Party
Icon” option on the Election Options screen is checked and saved. See Party Icons, Section 7.

Reports
Click the Reports button to create and preview reports such as the audio script, ballot proof and
a list of election system users, Section 9.

Undervote Check

The Undervote Check button is enabled when the Ballot Validation/Undervote Checking option
“Check Selected Contests” on the Election/ OVO Options window is checked and the change is
saved. Click this button to select the contests that should be checked for undervotes at the polls.
See Undervote Checking, Section 8.
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Section Four

Election Home Window

When you double-click, or right-click/open, an election (as described in Section 2.3), the election
Home screen appears first, showing the election name and version. You can access the Home
window whenever an election is open by clicking the Home button on the top toolbar.

Home: Ogtions | Sounds | fy koo | Raports | t K | Machines

CERTICATION GENERAL FIj

UNISYM COUNTY, DHIO HOV] HﬂmE

Ebection Date: Nov 7, 2017

Election ID: 100

Flection Versiore 120.2.1

Flection Status: Flection Fxporied

Re-open Election

The Home window includes:
e Election title, Election Date, Election ID and Election Version.

Note: if the Election Date is in the past, the Election Date will appear in RED.

(E2 Election Manager
Election Tools Help

‘j Primary Election - Apr 28, 2009 ;oo b ot

Home | Options | Sounds

San Diego County Elactions
General Elect

Election Date: Apr

Election ID: 102




e The Election Status displays the current state of the election; see Section 4.1.

Election $tatus: Election Exportad

T
Pe-open Election

e Re-open Election button
Available only to Superusers, the Re-open Election button at the bottom of the screen

becomes active when an election has been exported to a CD image. Clicking this button
allows it to be re-opened so that it can be changed and re-exported.

Election 5tatus: Election Exported

Pe-open Election

0 IMPORTANT If an EM database was restored from a backup, the

Maintenance and Supervisor login/passwords used with the
election may not be available. In which case, the operator
will need to reenter the login/passwords again using the
User Management section of the EM.

Conclude Election button
Available only to Superusers, this large button at the bottom of the screen becomes active when

an election has been exported to a CD image and after the Election Date (not before or on the
Election Date). It allows the Superuser to close the election, preventing any more changes. This
button is used after Election Day, to lock down the final election.

Election $tatus: Election Exported

Pe-open Elaction




If the application is setup to support exports to multiple customers, the customers for
previous exports display on this screen.

4.1 Election Status

Election status is displayed on the Home window. An election progresses through several
“states” as you prepare to create the Election files. The Election status helps determines actions
you need to take to complete an Election.

Home: | Options | Sounds Reports

CERTIFICATION GENERAL ELECTION BALLOT
UNISYN COUNTY, OHIO NOVEMBER 7, 2017

Election Date: Nov7, 2017

Election ID: 100

Election Version: 120.2.1

Election Status: Election Exported

Re-open Election

The statuses (states) that can be displayed are:

e Election Incomplete
The currently open election cannot be exported to a TM; the election is missing a key
component:

e Check sound table for missing/unaccepted sound files

e There are no Maintenance nor Supervisor users defined

e There is no technical support number defined.

e Check party icon table for missing/invalid party icons
During this state, make any changes to settings or options.

e Election Complete
The election is automatically set to “Complete” when Maintenance and Supervisor users
have been defined, all required sound files are in place and the technical support



number is defined. Changes can still be made to the settings, and files can still be
exported to a TM whenever they are ready.

If necessary data is removed from a "Complete" Election, the Election returns to this
“Election Incomplete” state.

e Election Exported
The election files haves been exported to a TM. If you need to make any changes to the
Election, a supervisor can press the Re-Open button to return the election to the
“Complete” state. After making changes, you export the election again to ensure your
changes are applied to the official Election media.

e Election Concluded
The election is finished and the Election icon on the EM desktop is now hidden from
Admin users. The Election icon can only be seen by a supervisor with the Show All
option enabled. Once an Election is Concluded, no further changes can be made. The
Superuser uses the Conclude Election button to set the election to this state after
Election Day.

4.2 Election Version

The Election Version is displayed on the Home window.

Election Tools Help

Election - Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFICATION GENERAL ELECTIO

Home | Options So

CERTIFICATION GENERAL ELECTION BALLOT
UNISYN COUNTY, OHIO NOVEMBER 7, 2017

Election Date: Now7, 2017

Election ID: 100

Election Version: 120.2.1

When the Election File loads successfully, the Election Manager assigns a version number to the
election. If you need to re-load the same election due to changes or errors, any options you
have set using the Election Manager are kept, and just the XML data is updated.

Version numbers have three values: X.Y.Z.

o Xreflects the build number of the BLM
¢ Y reflects any changes to the Election Manager options
o Zreflects any loaded or reloaded sound files

If the first version of an Election is 1.1.0 it indicates that the Election XML has been built once in
the Ballot Layout Manager, the default options have been applied once in the Election Manager
and the election-specific sound files have not been loaded yet.



"Election Version 1.3.2" would indicate that the Election XML has been built once, options have
been applied and saved three times (including the first time), and sound files have been
completely loaded once and then reloaded a second time.
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Section Five

Options

5.1 Common Options

The Common Options tab sets parameters that affect OVO and Ballot Marking Device (BMD)
settings for the current election. To access the Common Options tab select Options at the top of
the Election Manager window and click the Common Options tab.

Options Button
Election - Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFICATION GENERAL ELECTION BALLOT UM

Home | Options Sounds

CERTIFICATION GENERAL ELECTION BALLOT
UNISYN COUNTY, OHIO NOVEMBER 7, 2017

Common Options

Election Tools Help

=] Blection - Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFICATION GENERAL ELECTION BALLOT UNISYN COUNTY, OHIO NOVEMBER 7, 2017

‘ Options Sounds Reports

Common Options Dptions BMD Options

To set Common Options:
1. Change the fields as needed on the Common Options panel. The fields are discussed in
detail below.

2. Click the Save button at the bottom of the panel to save these settings (circled in Red).
Click Save as Default to apply the settings as new defaults for subsequent elections
(circled in Blue.)



- yaral
Signatures ana Date
Entor Text For The Signature Ling | 0101125 2010 D]

Close Polls Time

¥] Enforce Close Polls Time

Set Close Time: Hours, Minutes, AMPM 08 | = | 00 | = | FM =

S I Sanvm s Dl I | Resel lvom Delmills Cancel

You will be prompted to save changes when you attempt to leave the Election Options
window.

The Save button is active only if a value has been changed. The illustration above shows an
active Save button.

EI Do you want to save the changes?

[ ves || mo || cancen]

When the Save button is clicked, the user will be asked to confirm the request (circled in blue
above).

Common Options | OVO Options | BMD Options |

Require Sound Files
Clear USB Election Files After Load

Election Password 1234564 Edit Password

Technical Support Number |1 BO0-UNISYN




Require Sound Files
If this option is not checked (and saved), the Sounds button is disabled and not required
for the election to be exported. The display appears as is indicated below:

Election Tools Help

Election - Aug 15, 2017 (ID: 101, Ver.: 27) Primary: CERTIFICATION m PUNTY, OHIO AUGUST 15, 2017 57

Home | Options L | Reports

Common Options | OVO Options | BMD Options |

[_] Require Sound Files
Clear USB Election Files After Load

Election Password 1234564 Edit Password

If sounds files are not included in the Election files created

0 IMPORTANT by the Election Manager, that Election will not be loadable

by the OVI. Only the OVCS and OVO will be able to load
those elections.

Clear USB Election Files After Load

If this checkbox is marked, the election on the USB used to load an OVI or OVO will be
cleared after the election is loaded successfully. If this value is not marked, the election
on the USB will not be cleared after election is loaded on OVI/OVO successfully.

Election Password

When “Password Protect Election” is checked on the OVO options screen or the OVI
options screen, the Election Password field defines the password to the election. The
OVO and OVI Operator are optionally required to enter the password to open voting on
the system. This password is required to open non-Election Day Voting Modes, as well
as, each individual OVI voting session.

A randomly generated password is provided in the Election Password field. You
can click the Edit Password button and replace the generated password by
entering any password that is seven characters in length and a combination of
letters and numbers (at least one number and one letter, no spaces).



k

Files After Load

(&) Election Password x
123456A Edit Password Password

[ |

Verify

ber  [1800-UNISYN e !

The user will be asked to enter the password twice to verify.

Upon successfully changing the password, the following screen will be displayed.

(&] Info X

£
\ Updated Election Password

SV |

Fdit Password

A Training Election password (used only to start the machine if required and add
precincts when the Public Count > 0) is “demo0123.”

Technical Support Number
This is the telephone number that will appear on the OVO, FVT and OVI screen when an
error or system failure occurs. Select the text in this field and type over it to enter the
number you wish operators to call on Election Day for assistance (up to 28 characters).

Note: This is one of the key items that must be set in order for the EM
application to export the election.

Enter Text for the Signature Line
Text that prints at the bottom of the first Election Summary report printed for the close
voting, above the signature lines.



Signzmures
Enter Text Far The Signature Line =14 =

Enforce Close Polls Time / Set Close Time

Check the Enforce Close Polls Time option to force the OVO and OVI/FVT to stay open
for voting until the specified time for closing voting at the polls Election Day.

Close Polls Time

Enforce Close Polls Time

Set Close Time: Hours, Minutes, AMPM |l]3 |v| |l]l] |v| |P['v'] |v|

Save | Save as Default

The Close Time you select is enforced based on the OVO's and OVI/FVT’s internal
system clock, which is updated by the Election Server when a new Election is loaded.

Set your Close Time by clicking the drop-down arrows and selecting the hour, minute, and
AM or PM of the closing time (the Unisyn default is 8:00 PM).

Clear the Enforce Close Polls Time option to allow the operator to close voting on the OVO
at any time. If the option is cleared, the Close Time setting is ignored.

5.2 OVO Options

The OVO Options screen has options to setup parameters that are unique to OVO system.
Options common to the OVO and BMD can be found on the Common Options screen.

To set options for the OVO, select Options at the top of the Election Manager window and click
the OVO Options tab.



Harme: Dplions: Sounds y Reporls v Machines ||

Commen Oplions | OVO Oplions | BMD Oglions

¥ Use Password Protection
#] Show Pubilic Count On Voter Sereen
| Export Images

& Hallot Rbert Frint Only (Requires Aute Frint Ballot Mert) Undervote Checking Mo Undesvete Check -
Ballot Abert On Screen Display

Full Baallol Review (Ruguires Undervole Check For All Conlests) »| Validate BMD Ballots

Shew Validation Checkbox When Alert Detected

Set OVO Voter Timeout {in Secends) |20

Printing
s Enter Alert Raport Headsd itk Callot Alert
»| Auto Print Voter Ballot Alert
Auto Print Voter Receipt
Ebection Summary-

Consolidated Summary For Pre.inf Precinct Show Comddetes i i By oto v |

Show Confest Resulls On Election Day

Show Cver Under Votes On Election Day Show Cvervole Count By Vole For x

v| Show Precinct Split Totaks
Show Blank Count
¥ Show Percentages

Sive Save as Default Reset from Defauits Cancel

To set OVO Options:
1. Fillin or change the fields on the OVO Options panel as needed. See below for details on

the options.

2. Click Save to save the settings, or Save as Default to apply these settings as defaults in
the future.

Use Password Protection
If this checkbox is marked, the password in the Election Password field (on the Common

Options panel) will be required:
e to open voting on Election Day at the OVO

e to add a new precinct to the OVO after voting has already started on
Election Day

e to close voting at the OVO if a CLOSE Ballot is inserted (if the Admin Menu is
used, the election password is required for entry to the menu and is not
prompted again at the closure request)

e to start a special voting session on a non-Election Day

A randomly generated password is provided in the Election Password field. This system-
generated password can be changed by the user.

If the checkbox is cleared, no password is required to open and close voting at the OVO.
The password will still be required to:

e add a new precinct



e start Voting Mode sessions (early voting, absentee, provisional, and

recount)
Show Public Count On Voter Screen CARIRLAL ELESTION COUNTY MAME, STATE
When this checkbox is marked, the OVO will
display the public count value on the main Insast the heater baliol

Voter screen (circled to the right in red). If the
checkbox is cleared, the OVO will not display

the count. The OVO always shows the public into the Ballot Reader siol
count on the Admin and Maintenance screens.

e ..
=%
Ballot Alert Print Only (Requires Auto Print Ballot Alert)

When this checkbox is marked, the OVO will print ballot alerts only. If Ballot Alert On
Screen Display or Full Ballot Review (Requires Undervote Check for All Contests) is
selected, they will be cleared.

Ballot Alert On Screen Display
When this checkbox is marked, the OVO will display Ballot Alerts on the screen.

Full Ballot Review (Requires Undervote Check for All Contests)
When this checkbox is marked, the OVO will, during the voter’s ballot review, display all
ballot selections made on the screen. It will clear the Ballot Alert On-Display option and
disable the Undervote Checking selection (grayed out). The Short Ballot Review will be
performed which means no screen display of selections but the Ballot Alert Report will
print if there are errors.

Undervote Checking
The OVO validates ballots by checking for overvotes (more candidates than allowed are
selected for the contest) and duplicate votes (only in the case of an RCV election). It will
also validate ballots by checking contests for undervotes (fewer candidates than the
maximum allowed are selected), if instructed. When Undervote Checking is "on," the
OVO prints a Ballot Alert for the voter if it detects an undervoted contest. Undervotes
are also counted by contest in the Tabulator's Election Summary reports.

Choose one of the following from the drop-down list:
¢ No Undervote Check: The OVO will ignore undervotes.

e Check All Contests: The OVO will check for undervotes in all contests on the
ballot.



e Check Selected Contests: The OVO will check for undervotes only in the
contests selected in “Undervote Checking.”

The Undervote Check button is deactivated at the top of the window unless

you select this option. This option lets you limit undervote checking to high-
profile contests.

SUPERUSER: superuser
=

Reports {( Undervote Check B

If Full Voter Ballot Review is checked, the under vote checking open is disabled and the
EM uses the “Check all Contests” option as the default for undervote checking.

Validate BMD Ballots
When this checkbox is marked the OVO, for the election day session, override election

day session and logic test session, will validate BMD ballots. If not marked, the OVO
will not validate BMD ballots.

Show Validation Checkbox When Alert Detected PRI RL R WHTM S RS A
When this checkbox is marked the OVO only
shows ‘Ignore Validation’ checkbox when
ballot alert is detected. If not marked, the
OVO will always show ‘Ignore Validation’
checkbox when ballot is cast.

Flease inserd

paper ballot

Ignore Validation ‘/ |

Set OVO Voter Timeout (in seconds)
The OVO Voter Timeout value (20-600 seconds) is used for ‘full review’ handling only.
When the voter inserts their ballot and their selections are displayed on the screen, the
application will wait for the timeout value, if no screen buttons are pressed on the touch
screen; a message is displayed asking the voter if they want to continue. If the voter
presses the continue button, the application will return to the voter selection screen
and waits for the timeout time again. If no button is pressed, the OVO will wait this



timeout value time again with the ‘do you want to continue’ screen being presented.
When this time-period expires again, the OVO will eject the ballot back to the voter with
an inactivity message presented.

For the short review on the OVO, also known as ‘bypass validation’, the voter inserts
their ballot and if everything is valid, the ballot is automatically cast. If there are errors,
the ballot is ejected back to the voter. The only timeout in short review is when the
voter pressed the ‘bypass validation’ checkbox, they have 10 seconds to insert their
ballot or the checkbox is cleared.

Print Zero Count On Pre-init Setup
If this option is checked, when the maintenance user selects a precinct for the pre-init
list in the Pre-init function a zero count report will print for that precinct. If the option is
not checked, then no report will print.

Auto Print Voter Ballot Alert
If this option is checked, a Ballot Alert report automatically prints when the OVO detects
overvotes (and/or optionally undervotes) on a voter’s full-page ballot. VA ballots from
the OVI will not produce a Ballot Alert report since the review is performed by the OVI
prior to the ballot being submitted to the OVO. For Full Voter ballot review the Ballot
Alert report will print if the voter ballot has errors and the “Full Review” option is off.

Auto Print Voter Receipts
If this option is checked, a Voter Receipt prints automatically when the ballot has been
accepted at the OVO.

Enter Alert Report Header Title
Text that displays as the header on the printed alert error report and on the screen in
the reader section to show a ballot has an alert (error).

Consolidated Summary for Pre-init Precinct

When this checkbox is marked and If pre-init precincts are set: then during close voting
a consolidate tally report will print. If this flag is false then the standard individual tallies
will print for each precinct initialized on the machine.

Show Contest Results on Election Day
Check this option to display contest results on the Election Summary report that prints
when voting is closed on the OVO system. If the option is cleared, the Election Summary
will show open/close times and provide blanks for signatures. No results will be shown.
If the Election Summary is viewed/printed from the OVO Maintenance menu, it will
show the contest results.

Show Over/Under Votes On Election Day

When this checkbox is marked, when session is closed and the full report is printed
either from admin/view summary screen or at close of voting, the contest over/under
votes will be shown. If false, contest over/under votes count is only available from
maintenance view summary function.



Show Precinct Split Totals

When this checkbox is marked, tally results on the OVO for split precincts will be
consolidated under the parent precinct. If not marked, tally results will be reported by
split precinct.

Show Percentages

If checked, the OVO reports will include candidate vote percentages. If not checked, the
OVO reports will not show candidate vote percentages.

Show Blank Count

When this checkbox is marked, the blank page count will be printed on the non-
consolidated OVO summary report for each precinct. If not marked, the count will not
be on the report.

Show Candidates in Order By

Use the drop-down list to select the order that the candidates in OVO administrative
election summary report shall be ordered. They can be in either candidate order
(default) or ordered by vote count in descending order.

Show Overvote Count By
Use the drop-down list to choose between Vote For and Voter options.

Voter - to choose between the overvote count being calculated by voter count, where
in a vote for three contest, if it is overvoted by one voter, the overvote value is one.

Vote For - the overvote count is calculated using vote for value where in a vote for 3
contest, if it is overvoted by one voter, then the overvote value is 3.

5.3 BMD Options

The BMD Options screen allows the user to set the Ballot Presentation criteria, Printing
parameters and affect how the OVI and FVT handle Audio Ballots. The BMD Options screen can
be accessed by selecting BMD Options tab found under the Options button, outlined in red,
located in the Election toolbar.



Election Tools Help

Election - May 9, 2017 (ID: 500, Ver.; 87) Primary: PRIMARY ELECTION -

Home | Options |
[ Common Options | OVO Options | BMD Options

Use Password Protection
[_] Enable Automatic Deselection

To set BMD Common Options:
1. Select or clear the option on the BMD Options pane. (See below for explanation.)

2. On the bottom of the scree are four buttons; click the Save button to save the settings
or the Save as Default button to apply the settings as the new defaults.

531 BMD Option Settings

This section will discuss the BMD Option settings that are set in the EM. The screen is divided
into three groups:

e BMD Common Options
e QVI Setting
e FVT Option

The illustration below is an example of the BMD Options screen.

¥ Use Paswword Protection
Emable Sufomatic Desolecton
A Saraight Tickel
\Use Sepaate Farty Seund For Candidate
Show Party lcon

St CMUFVT Voter Taneoul {in Seconds) |1 50

Bascode Expiration in Mimnes)

Sirv 8 ol aut | Hirsed faom Dottt




5.3.1.1 BMD Common Options

Use Password Protect
If this checkbox is marked, the password in the Election Password field (on the Common
Options panel) will be required to open voting on a BMD.

Enable Automatic Deselection
If this checkbox is marked - When a contest has a maximum number of candidates
selected already, if user selects another un-selected candidate, all selected candidates will
be automatically deselected and the new selection will be honored.

If checkbox is not marked — the user needs to first deselect one candidate then select
another one if the maximum number of candidates has already been selected.

PA Straight Ticket
If the PA Straight Ticket option is selected, the OVI will pre-fill the ballot with the selected
party's candidates for all related contests. However, in a contest that requires a vote for
two or more candidates, if the voter presses on one of the already pre-filled selections, it
will automatically deselect all other pre-fill party candidate selections in that contest. This
applies only to the 'pre-fill' process; it does not apply to candidates who are manually
selected by the voter.

Note: If the PA Straight Ticket checkbox is selected, Enable Automatic
Deselection is automatically checked and disabled. The Enable
Automatic Deselection option is editable only if the PA Straight Ticket
option is not selected

Use Separate Party Sound for Candidate
If this option is checked, the candidate script will not contain candidate party information.
If this setting is not checked, the candidate scripts will contain the candidate party
information if candidate party information is available.

Show Party Icons
When this checkbox is checked and option saved, the Party Icon button at the top of the
Election Management screen is enabled. The party icon panel shows the party list, not
including non-partisan parties. Uploading the party icon for each party listed is required
before election can be exported. Once the party icon is uploaded, the party icon displays
for the party in the OVI screens.



Home: Oplions. Sounds. I | Party lcons. I Heports. Undervote Check Machines

| Common Optiores | 0V0 Options | B0 Options

v| Use Password Protection
Enable Amomatic Desolection
PA Straight Ticket

¥| Show Parly lcon
PO T U TR

Dafaull Number Of Cohmmns Displayed (OVVCOnbi (1w ‘

Rarcode Fxpiration (in Minetes) |NFVER |« ‘

Save as Defaul Reset from Defauls

Set OVI/FVT Voter Timeout
The Voter Timeout value (120 to 600 seconds) is used by the BMD unit as an inactivity
timeout setting. If the voter does not interact with the BMD (via the touchscreen, a
keypad button depression, or a Sip and Puff input) within the timeout limit, the session
will be canceled and the BMD will return to the Election Password Entry screen used to
initiate a new voting session. The BMD does prompt the user to the inactivity timeout.

NOTE: It is recommended that the BMD timeout value should be as long as or

longer, than the time required to play the audio for the longest Measure on the
ballot.

5.3.1.2 OVI Options

Default Number of Columns Displayed (OVI-VC Only)
This specifies the magnification level the OVI-VC will start with for each ballot and will

reset to after print. (Values in the drop down list are 1, 2, and 3). The OVI-VC is shown in
the image to the right.

5.3.1.3 FVT Options

Barcode Expiration (In Minutes) is to specify the number of minutes
the barcode initialization expires after the number of minutes. The
user can choose from these options 60 and NEVER. NEVER is select
to allow the barcode initialization to ‘never’ expire.

5.4 Saving Your Changes




The buttons at the bottom of the Election Manager window allow you to save or cancel your
changes. The Election Manager requires that you save options that have changed. If you make
changes and attempt to leave a window, you are prompted to save your changes.

C

| Use Password Protection
Enable Automatic Deselection
PA Straight Tichet
Use Separate Party Sound For Candidate
Show Party lcon

Set OVIFVT Voter Timeean (in Seconds) |120

Defaul Humber OF Cobumns Displayed (DAVCOnly) |1 | =

Barcode Fxpiration (o Minutes)  |NFVER | »

Sive Sinve s Default Fasal from Dutaults Cancel

Save

Click Save to apply changes and store the changes in the Election Manager database.
The Save button is inactive when first entering the Options area. Once a value changes,
the button becomes active (see two examples below)

Save Save as Default

When you click SAVE, the system will ask you to confirm the SAVE request.

[ 2] Confirm x

Do you want to save these
options for this election?

Save as Default

Click Save as Default to apply your changes and to make the current settings the default
for future elections. Once you click Save as Default, the system will ask you to confirm
the SAVE request.
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Do you want to save these options
for this election and also save these
options to the default election values?

Reset from Defaults

Click Reset from Defaults to cancel your changes and return to the default settings.
Once you click Reset from Defaults, the system will ask you to confirm the Reset
request.

o | Do you want Lo reset the options

= tothe default election values?

Yes | Mo
Cancel
Click Cancel to cancel all changes made since the last "saved" changes. The system will
confirm the Cancel request with the prompt below. If accepted, the system will reload
the last save election options.
Do you want 1o resel the oplions
Lo the default slection values?
“1+'::' Mo
Close

Closes the election window and returns you to the Election Manager desktop. If changes
have not been saved, you will be prompted if you want to save the changes (Yes or No)
or Cancel the Close Release.

| Do you want to save these
options for this election?

ETH|EN
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Section Six

Election Sounds

6.1 Sound Production Overview

An audio script that is created by the Election Manager provides all of the sound elements
required for the audio component of the OVI. The Sounds window for an election lists each
file name and the script content required in the file.

Election Tools Help

Election - Nov 7, 2017 (ID: 100, Ver.: 120) General: CERTIFICATION GENBRAL FL ECTION BALLOT UNISEN COUNTY, OHIO NOVEMBER 7, 2017
Home | Options | Sounds Reports |

Play Upload Sound Accept Al ‘ Select Category Select Language @3

Play File Name Sound Script
CERTIFICATION GENERAL ELECTION BALLOT
[Z |election_intreduction_en.mp3 UNISYN COUNTY, OHIO NOVEMEER 7, 2017

If the “Require Sound Files” on the Common option field is cleared, acknowledged and saved,
sounds will not be required for the election and the Sounds button will be disabled (outlined
in green.)

E Election - Aug 15, 2017 {ID: 101, Ver.: 27) Primary: CERTIFI

Home ‘

Commen Options ’/ 0OVO Optionsy BMD Options

[[] Require Sound Files
Clear USB Election Files After Load

Reports

[] Require Sound Files
Clear USB Election Files After Load

Election Password 1234564 Edit Password

Technical Support Number \1 BO0-UNISYM

,/i You have turned off sounds. There will be
no sound files in the election export.

Printi
Printing

Enter Text For The Signature Line signatures |

Election Manager
Election  Tools |elp SNt

:: Hedlion - Aug 15, 2017 (M 101, Vier: 27) Primasy: CERTIRCATION lWFI FCTION BALLOT LINISYN ctl!ln',nm ALIGLIST 15, 2017

Home Options |

Common Options | OVO Options | BMD Options




Election Sounds

[ ] Election Manager ”
Blection Tools Help SUPERUSHH: suposuses]

[~ Etection - Aug 15, 2017 (10: 101, Ver 27) Primany: CERTIRCATION PRIMARY ELECTION BALLOT UMISYN COUNTY, OHIO MMGUST 15, 2017 =}
Home: | Options. | Sounds | Reports | | Machines
Play Upload Sound | hecoptan | Select Category Clection | = Select Language [EN |~ Select Stalus | Al -
Play Fita Name: Sound Script Status Accept
RTFICATION PRIMARY ELECTION BALLOT
E,,‘, election_introduction_enimp3 LINISYH COUNTY, OHIO AUGUST 15, 2017 Accepted

In the above illustration, the election introduction file has been uploaded (status is "Accepted").
The required sound files for exporting include:

e All common sound files in English

e All candidate sound files in English

e All party sound files in English

e All precinct sound files in English

e Election sound file (election_introduction_en.mp3) in English

e All contest sound files in English, except the contest’s description sound files

Contest description sound files are optional. Sounds in non-English languages are optional.

To Produce the Sound Files:

1. Print the Audio Script, which will identify all sound files needed by the system, and
review the Sound Script wording for all entries. If changes are needed, you can go back
to the BLM to make the change or you can edit the non-common category text directly
at the EM.

2. Decide whether to use pre-recorded common sounds or electronically generated
sounds. You may need to convert these sounds from .WAV to .MP3, depending on your
sound files. The OVI utilizes MP3 files.

3. If you choose to record sound files, a recommended method for good results is first
create .wav files with the following settings

e Bit Rate: 256 kbps
e Audio Sample Size: 16 bit
e Channels: 1 (mono)

e Audio sample rate: 16kHz
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Audio Format: PCM

Then convert the .wav files to .mp3 using a sound converter utility (such as Switch
Sound File Converter) with the following settings:

Constant Bit Rate (CBR) 128kpbs

High quality encoding: off

Channel Encoding Mode: Mono

Include CRC: off

Direct to MP3 recording should be valid if the settings identified above are used for the

base recordings. The sound files should be recorded such that their volumes at normal
levels are within the Decibel parameters designated by the VVSG (40 to 50 dB SPL).

The recordings should be between 40 and 50 dB SPL

IMPORTANT (decibel Sound Pressure Level)

To help in recording the sounds, print the Audio Script (see Section 9.1). All sound files
have the filenames listed on the Audio Script (and on the Sounds window of the Election
Manager).
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Use any standard recording software and a microphone. Have a narrator read a script
element as you record the narrator's voice. Record the script element in the file
specified by the Audio Script.

If more than one language is defined for the election, have a narrator read each
translation in a separately recorded file, saving each recording in the file specified by the
Audio Script for that language.

If the recorded files’ format is anything other than MP3, convert all recorded sound files
to the MP3 format using any standard sound file conversion program. Give the files the
exact filenames specified by the audio script.

Place all MP3 sound files on a CD or USB and copy them on to the Election Manager PC.

In the Election Manager, click the Sounds button at the top of the window to access the
Sounds window, and then click the Upload Sound button. See Uploading Sounds. You
can upload sounds one at a time, all sounds from a folder, or however you choose.

10. Test all sounds before “accepting” them. Be sure to test all sound translations, too.

11. Once the sounds are tested and verified, accept the sounds.

Once all sound files required by the audio script have been uploaded to the Election Manager

and marked as "Accepted," you can export the Election to a CD or USB Drive. To meet the

requirement for being able to create an election, only the English versions of the sound files are

required. However, it is recommended that all languages be converted.

6.2 Sound Categories

Because an election may include hundreds of sound files, a Sound Category drop-down list at
the top of the Sounds window allows you to choose which sound files are displayed so the task
of producing the sounds for an election is broken up into manageable groups. You can further

limit the display by selecting a Sound Status (refer to Section 6.4)

bunds | | Reports|
Select Categunlr Election - Select Lag

All
C:":tr_"ﬂ" Sount
Election
Contests DN PRIMARY ELECTION BALLA
Candidates MTY, OHIO AUGUST 15, 2017
Parties

Precincts




Sound categories are as follows:

e All - All categories are displayed.

e Common - These are the navigational prompts, letters and numbers that are used from
election to election (e.g., "Vote for" and "One"). All common sound files for the
identified language are listed when you select the Common category on the Sounds
window.

e Election - This sound file (there is only one) presents the election type, title and date.
The election information is translated into all required languages. The Election sound file
is listed when you select the Election category on the Sounds window.

e Contests - These sound files present the contests for office and the measure contests.
Contest titles are translated into all required languages at the BLM. All contests, from
federal to local districts, are listed when you select this category on the Sounds window.
Filenames all begin with "con_.”

e Candidates - These files present candidate names and descriptions. Descriptions are
translated into all required languages by the BLM. All candidates for all contests are
listed when you select this category on the Sounds window. Filenames all begin with

“« ”

can_.

e Parties - These sound files present the political parties associated with candidates and
Primary elections. Party names are translated at the BLM. The parties for the election
are listed when you select this category on the Sounds window. Filenames all begin with
“party_.”

e Precincts - These sound files present a unique precinct identifier (precinct ID).

6.3 Sound Language

If more than one language is being used for the election, a translation for each sound is needed
in all languages.

The text translations are entered in the Ballot Layout Manager for generations of the ballots as
well as support of the BMD ballot presentation. These translations are exported from the BLM in
the Election XML and then loaded into the Election Manager database when the election is
loaded (New creation/update).

When each language is brought up on the Sound Window, the translated script for that
language will appear in the center column.

The different languages are accessed via the Select Language drop-down list at the top of the
Sounds window lets. You select and view the collection of sound files for each supported
language by clicking the down-arrow to the left of Select Language and the supported list of
Languages is displayed (up to 10).



SUPERUSER: superuser

_J Reports |__Undervote Check |

w | Select Language |EM =r Seledt Status ;Ar.:epted r
ES
._ - - hﬂ “ — — — 4
Beript {  bsgel | Stftus | Accepr |

A two-letter code represents each language. Clicking on the Language that you want to work
with will bring the files related to that language. Currently, there are the options of Bilingual
(translated into English and Spanish) and the following languages offered in the EM:

EN English
ES Spanish
JA Japanese
HI Hindi
KO Korean
TH Thai

ZH Chinese

You can limit the view of files by selecting Sound Category (refer to Section 6.2) and Sound
Status (refer to Section 6.4).

You will note that the language is indicated in the last part of the sound filename. For example:

e The English version of the first contest file: con_1_en.mp3
e The Chinese version of the same file: con_1_zh.mp3
e The Spanish version of the same file: con_1_es.mp3

The same two-letter codes represent the languages that are used in the Ballot Layout Manager
User Guide.

6.4 Sound Status

The third drop-down list at the top of the Sounds window lets you view all sound files by Sound
Status.
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Reports | Undervote Check |

v' Select Language EN | w | Select Stafus i.—"kr.r_epud vl
All

Missing
—{Uploaded —
Accepted

Script | Statu

You can view status for each language and each sound category. The sound files listed on the
Election Manager Sounds panel shows sound in the following states:

e All - All sounds files and their status are displayed.
e Missing - The sound file is missing and needs to be uploaded.

e Uploaded - The sound file has been uploaded. You can play the sound (click the Play
button in the left column) to make sure the file plays properly and its contents match
the Sound Script shown in the center column.

e Accepted - The sound file has been checked as "accepted" in the far right column. The
"Accepted" marker indicates that the file has been listened to, verified and is ready to
be exported to Election files.

Sounds automatically go from “Missing” to “Uploaded” status when sound files are uploaded.
You need to click Accept ALL before it is “Accepted.” (Refer to Section 6.8.) This means that you
have listened to the file play and verified that the correct sound is in the correct place.

6.5 Editing Sound Script Text

The Sound Script data in the tables is directly editable by the user. This allows the sound scripts
to be adjusted phonetically if a text to Sound generator is being used. The sound script
information is not used for the ballots (generated at the BLM) or the information presented on
the OVI screen as part of the election presentation, it is used only in producing the sounds. The
sound script text should be changed for phonetic reasons only (not changing the text presented
audible from what is presented visually on the OVI screen).

To edit Sound Scripts:

1. Select Sounds.
2. Locate the Sound Script that is to be changed (Language specific).

3. Click the Sound Script to edit under the column Sound Script. In the example below, the field
for “Mayor of San Diego” is selected (file con_105_en_mp3).
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Close

4. Correct the Script in the appropriate language.
5. When editing is completed, click SAVE.

NOTE: changes made in this manner will not be reflected in the Ballot
Layout database or Ballots that have been generated. If the change
needs to be made to information on the ballots, the change should be
made with the Ballot Layout Manager application, exported and then
imported into the EM election file.

6.6 Uploading Sounds

All files on the Sounds window with the status “Missing” need to be uploaded. Click the Sounds
button at the top of the window to view the Sound filenames, script, and upload status.

Files are in MP3 format. If sounds have been recorded in another format, use any standard
sound editing software to convert the files to MP3.

To upload sounds:

1. Asdescribed in Section 6.1, produce the MP3 records and copy them to the Election
manager PC.

2. Click the Upload Sound button.
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3. Navigate to the folder with the recorded MP3 sounds you produced in step 1.

4. Select one or more files (hold down the Ctrl key and click on the files you want), or
select an entire folder of files (highlight a folder). Click Open.

5. A dialog box lists filenames that you attempted to upload that are not required by the
audio script. Make note of any files that may have incorrectly spelled filenames before
pressing OK on this dialog box.

| T
R R I

e & The tollowing files could not ke uploaded = O
File | | DCEOUTpUT/ Copy of S_enmp3 gkl s Accept
vl enmpd | Uploaded fal
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oy 0 _en.mp3 Missing

6. The sound status changes to “Uploaded” on the Sounds window for all uploaded files.
You can now test and "Accept" the files.
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party E0_en.mp3 123456783012 345E7TE2012 34567830 Missing :I
pary_0_en.mp3 Man-Fartisan Missing |

Close |

If you get an error on uploading the sound files, write down the text in the error message box
and compare the file names that came up in the error message to the script displayed in the
Election Manager.

On uploading sound files, the system validates filenames against the expected name values to
make sure the files are all there. All sound filenames in the database are calculated based on the
field type, the ID value of the individual record, and the language ID.

On uploading sound files, the file size also checked. If a required audio file has a file size of 0, it
cannot be uploaded.

The sound file set is not considered complete for export until all sound files for the default
language have been uploaded and accepted. One exception here is precinct sound files. Precinct
sound files for the default language are not required. If there is no precinct sound file with
default language uploaded at all, and all other required sound files are uploaded and accepted,
then the sound file set is considered complete for export. However, if there is any precinct
sound file uploaded/accepted for default language, then the whole set of precinct sound files
with default language needs to be uploaded and accepted before the sound file set is
considered complete. The Election Manager lists any files that are missing and users may view a
report of the missing sounds.

6.7 Testing and Accepting Sounds

Test all sounds before “accepting” them. Be sure to test all sound translations, too. Sounds should
be clear, understandable and accurate.
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Click to play the sound

To test the sounds:

1.

2.

3. Click the Accept box to the right of the sound if the sound plays correctly and according

Use the Category, Language and/or Status to shorten the list of sounds, if you wish.

Click the Play button in the left column, next to an uploaded sound file or the Play

button in the top portion of the screen. The file plays. Make sure the file plays properly

and its contents match the Sound Script shown in the center column. If the file cannot
be found, the following message will be displayed
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4. Click Save at the bottom of the window to save your changes. The Status for the sound
files (where you checked the Accept box) changes to "Accepted.”

6.8 Accept All Sounds

The Election Manager provides an Accept All button that allows you to accept sounds as a
group.

To accept all uploaded sounds:
1. Select Sounds to open the Sounds window.
2. Click Accept All.

3. A message asks you to confirm whether you want to accept all the uploaded sound files
for this Election. When you click Yes, all sounds with the status of “Uploaded” are
changed to "Accepted" in the database.
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Section Seven

Party Icons

7.1 Party Icons

If the “Party Icon” parameter is checked on the BMD Options screen and saved, the Party Icons
button will be enabled as is illustrated below.

Fhome Oplsois Sounds | Party icons | Heporls Undervete Check Machmes

Comemen Oplions: | OWO Options | AMD Oplions |

[¥] Use Password Pratection
_| Enable Mutomatic Dessdection
| PA Straight Ticket

or Candidate

ouf (i Seconds) |120

When you click on the Party Icon button (and it is enabled) the following screen will be
presented:

Election Tools Help SUPERUSER: superuser

E Election - Aug 15, 2017 (10: 101, Ver. 27) Primary: CERTIFICATION PRIVARY ELECTION BALLOT UNISYN COUNTY, OHIO AUGUST 15, 2017

Home | Options \ Sounds \ Partylcons \

Party Name Party Abbreviation

REPUBLICAN REP Upload Icon

JELRIL ! kgl

When Party Icons are enabled, all parties listed on the screen will need to have their party icon
uploaded.

To upload a party icon:
1. Clicking on the Update Icon button at the end of the row.
2. A pop-up window will prompt for the location of the party icon file (.gif file).

3. Locate the icon .gif file and click on the Open button, as illustrated below.
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[erten Toots telp SUPERLISER: superuser
[ Election - Aug 15, 2017 {1z 101, Var: 27) Primary: CERTEHATION PRIMARY ELEC TION BALLO1 UNESYH COUNTY, OHID AUGUST 15, 2017 E
Harme: | Options | | Machines
. Look ;|9 images [ B3l EE
Party ID _Party Name
elephart.all
1 REPURLICAN 9'" e Upload I
N
2 DEMOCRATIC 9 eTAOF Upload Ican
| L party 1.
3 CONSTITUTION 3 perty_16.0 Upload icon
| 1) party_2.g0
4 |GREFM [ statue. o Ugload lcan
5 LIDERTARIAN Flle Homo:  SCCEON - Upload ican
T Files of Type: |"-gif [=|
3 SOCIALIST PARTY USA = Upload lcan
Open Cancel |

4. Once loaded, the party icon will display in the Icon column.

When all party logos have been entered, it will look similar to the following screen.

Election Tools Help

Election Manager

SUPERUSER: superuser
e

[ Election - Aug 15, 2017 (ID: 101, Ver.: 27) Primary: CERTIFICATION PRIMARY ELECTION BALLOT UNISYN COUNTY, OHIO AUGUST 15, 2017 [z}
Home | Options | Sounds | Party lcons Reporis Und Machines
PartyiD Party Name. Party Abbreviation icon
1 REPUBLICAN REP # Upload Icon
!
2 DEMOCRATIC |DEM ﬂ Upload Icon
| J =
| :
3 con %, Upload Icon
4 GREEN IGRN . Upload Icon
5 LIBERTARIAN LB 'f Upload Icon
6 SOCIALIST PARTY USA !SUC Upload lcon
|
Close
I >

| o




Section Eight
Undervote Check

Undervote Check is enabled on the top button bar only if under OVO Election Options you chose
Check Selected Contests for the Undervote option (circled in Red below) and Save the setting.

Common Options | OV Optiens | BMD Options

» Use Password Pratection
#| Show Public Count On Veler Scresn
] Export Images

® Rallot Alert Print Only (Requires Auto Print Rallot Alert)
Ballot Mlert On Screen Display
Full Ballot Revsew (Hequires Undervele Check for ANl Contests)

Undervote Checking  Check Selected Contests |~

Shew Validation Checklox When Mert Detected

Set OVO Voter Timeout {In Seconds) |20

Prind Zero Count On Pre-inil Setup
»] Auto Print Voter Baot Alert
Auto Prien Voter Receipt

Erter Alert Report Header Title Biallot Alert

Flection Summarny
Consolidated Summary For Pre.inil Precinct
Show Contest Resulls On Election Dy
Shaw Dver Aindes Viales On Election Day Shew Dvervote Court By Viote For =
Show Precinct Splil Tolals
Shaw Bank Count

Show Candidates In Osdur By Dalaull Order -

¥ Show Percentages

Save as Delaull Rl from Defalls

Use the Undervote Check panel to choose the contests you want the OVO to check for
undervotes during Election Day voting.

Election Manager

Blection Tools Help

[~ Etection - Aug 15, 3017 (0: 101, Ver: 27) Primany: CERTIRCATION PRIMARY ELECTION BALLOT UNISYH COUNTY, OHIO AUGUST 15, 2017 E B

Homa | Options: | Soumnds | Barty lcons | Haports | Undenvits Chick | Machines |

L= i Ot
»| Use Povsword Profection
'] Show Pubilic Count On Viales Screen
= Export Images

When you click the Undervote Check button, a list of all contests on the ballot appears.

8.1 Election Undervote Check



Unisyn Document: 04-00427
Release 2.0 Version 1.3

‘® Election Manager _ax
Election Tools Help SUPERUSER: Superuser
] Election - Aug 15, 2017 (ID: 101, Veer.; 27) Primary: CERTIFICATION PRIMARY ELECTION BALLOT UNISYN COUNTY, OHIO AUGUST 15,2017 ~ = = 5 0 it i e R
Hoime. | Options Sounds PartyIcons | Reports Undervote Check! Machines |
D Title Undervote Check
150 PRESIDENT AND VP (REPUBLICAN) 9]
160 AND VP ]
162 PRESIDENT AND VP (CONSTITUTION) 0
163 PRESIDENT AND VP (GREEN) =]
164 PRESIDENT AND VP (LIBERTARIAN) [m]
165 PRESIDENT AND VP (SOCIALIST PARTY USA) ]
166 ATTORNEY GENERAL (REPUBLICAN) [w]
167 ATTORNEY GENERAL (DEMOCRATIC) ]
169 ATTORNEY GENERAL (CONSTITUTION) [m]
170 ATTORNEY GENERAL (GREEN) [m]
171 ATTORNEY GENERAL (LIBERTARIAN) [m]
172 ATTORNEY GENERAL (SOCIALIST PARTY USA) [m]
173 SBES (NON-PARTISAN) [m]
178 SBEG (NON.PARTISAN) [m]
179 SBE7 (NON.PARTISAN) [m]
180 PROP CA1 [m]
181 TAX LEVY 127 [m]
sa ncel
Close

To select contests for undervote checking:

1. Next to each contest you would like the OVO to check, click to mark the Undervote
Check box in the right column.
Click again to remove the checkmark.

Election Manager

[lection Tools |isip SUPERLSER: Superuser
[ Htection - Aug 15, 2017 fi 301, Ver.: 27) Primary: CERTIFICATION PRIMARY ELECTION HALLOT UMISYN COUNTY, OHIO AUGLIST 15, 2017 B
Home | Optigns. Sourds: | Party lcons | Reports Unidervote Check: Machines

[ | Tite "N Undervole Check I |
156 PROSIDENT AND VP (REPUBLICAN) i ¢ [l
160 PRESIDENT AND VP (DEMOCRATIC) I 7 [l
162 PRESIDENT AND VP {CONSTITUTION) i
163 PRESIDENT AND VP {GREEN) I v [
164 PRESIDENT AND VP (LIEERTARIAN) I [
WA PRESIDENT AND VP (SOCIALIST PARTY USA) -
s ATTORNEY GENERAL (REPUBLICAN) v
187 ATTORNEY GENERAL [DEMOCRATIC) ]
163 ATTORMEY GENERAL (CONSTITUTION) | |
170 ATTORNEY GENERAL (GREEN) 1 [
171 ATTORNEY GENERAL (LIGERTARIAN) N [
172 (ATTORNEY GENERAL (SOCIALIST PARTY USAY 8 | |
173 SBES (NOH PARTISAM)
1 |SHEE [NGN.PARTISAN) 11 i
179 SHE? (NON.PARITSAN) | [
W0 PROPCAT
1 TRX LEVY 127

Save Cancal
Close

Only marked contests will be checked by the OVO for undervotes.
2. Click Save.

3. A pop-up window will prompt for confirmation to save the changes; click Yes to confirm
the Save.



Section Nine

Reports

When the Reports button is initially clicked, the following screen is shown, prompting the user
to select report and select build. The following reports can be generated from this screen:

e Audio Script
e Ballot Proof
e QV System User
e Precinct Barcode

e Machine

I:] Flection . May 9, 2017 {ID: 500, Ves - 87) Priamary. PRIMARY ELECTION . BREVARD COUNTY MAY 5, 2017

Home | Options I Sounds. | Party kcons | Repons
DI @& -
Rudio Script
Ballat Proof
OV System User
Machioes Election Manager Reports

Select report and select build

Page 1ol 1

o IMPORTANT Final reports from the BLM and EM should be retained to

prove accuracy of election contents and definition.

9.1 Audio Script

The audio script provides a written narrative of the election and the MP3 sound file names for
all files required for the Audio Script component of the OVI. Sound files include election title,
and all contests and candidates in all languages.

The audio script report can only be generated when the Requires Sound Files box is checked on
the Common Options tab. If the Requires Sound Files box is not checked, the audio script report
button is disabled on the report screen.



Be sure to complete all necessary translations for the ballot before generating a script

for non-English audio production.

To create the audio script:

1. Click Reports on the toolbar, or open the Election menu and select Reports.

2. Click Audio Script to view and print a script for the election.

Reports / Audio Script

Election Manager

Election  Tools  Leip

SUPERIISER: Supesuser

[ Etection - Aug 15, 2017 (I0: 101, Ver.: 27) Primary: CERTIFICATION PRIMARY ELEC TION BALLOT UMISYH COUNTY, OHIO AUGUST 15, 2017
Home: | cplians | Sounds Party lcors Heport Undervale Check Machines
C1E) [t[n]: | DISG &&fom >
[ Ausdio Script
[T Batpront 1]

OV Systom Lses AUdIO Scnpt

e — CERTIFICATION PRIMARY ELECTION BALLOT
UNISYN COUNTY, OHIO AUGUST 15, 2017 (101)

Machines

EN:Common

1_sn.mpd ong

2_sn.mpi we

3_en.mp3d three

4_gn.mp3
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_en.mpd

7_sn.mp3

8_sn.mp3 #ight

Senmpr | mme

0_enmpd ten

11 _sn.mp3 wleven

en mpd Twatvn

13_enmpd thirtgen

14_enmpd

16_en mpa TiMteen
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3. View the report on screen using the paging and zoom controls. The report displays the
election introduction as the first page, and you can page forward to candidates,

contests, parties and translations.

Cne page
Goto  packor Goto
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ZD‘Q infout

J_ 2 IJIqJLJ !_L@\LEI_

Goto F|tpage F|thalfpage
specified page ONSCreEen onscreen

Spemfg.r amuount
of zoom

4. Save the report by clicking on the toolbar.

5. A pop-up window will prompt for the report’s format. Select either PDF or HTML.



(=™  Choose one
)

PDF -

PDF
HTML

6. The report is saved to the election folder under the OCS Output folder, for example:

/OCSOutput/<election id>_General _Election_mmm_dd_yyyy/EMReports/Election_Audio_Report_<election id>.pdf
For a primary election, the destination is:

/OCSOutput/<election id>_Primary_Election_ mmm_dd_yyyy/EMReports/Election_Audio_Report_<election id>.pdf

Audio Script

Genaral Electian

04 1.1 RCS Basa i1 DEE
EM: Com

§j Maeem
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(E PEYCRTH TR TP TRERE SRR P, TS TP P SRR T T |

e | sews |
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7. If the EM is connected directly to a printer, print the Audio Script by clicking @ on the

toolbar. A Print dialog box opens allows you select a printer, and select pages and copies
to print. Click OK to print the report. Otherwise, save the PDF file to a TM and take it to
a system that is connected to its own printer to print the report.

The Election Manager provides the audio script to help you produce your election-
specific sound files. You can use any standard sound recording software, or you can use
an optional text-to-speech generator. All sound files names are exactly as specified by
the Audio Script report, and are converted to a MP3 format before uploading to the
Election Manager. See Section 6.1, Sound Production Overview.



9.2 Ballot Proof Report

The Ballot Proof report shows one ballot style at a time, listing the ballot style ID, precincts that
will be using the ballot style and each contest on that ballot. This report allows you to proof
each ballot style generated for the election to make sure it is accurate:

e Check the precincts associated with each ballot style.
e Check contests and candidates for each ballot style.
To create a Ballot Proof report:

1. Click Reports on the toolbar.

2. Click Ballot Proof to generate a script of the contests, candidates and measures defined
for the election.

Reports / Ballot Proof

Election Jooks Help SUPERUSER: Superuser|
e f

[ Edection - Aug 15, 2017 (KK 109, Vor.: 27) Pramary: CERTIHCATION PRIMARY ELECTION BALLDT UNESYN COUNTY, CHI0 AUGUST 15, 2017
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rpate CIE] pnfr | [D[EN) @& |-
Audio Scil
HaBot Proct
OvSystemuser | Ballot Proof
Precind Barcode CERTIFICATION PRIMARY ELECTION BALLOT
UNISYN COUNTY, OHIO AUGUST 15, 2017 (101)
Machmes

BallotStylelD: 1

Precinct(s)  Fraonc 1 (00011} Precinet 3.1 (00031 )

e HON-PARTIS Al ——
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Mo Candidate Fild

28 % (Can JJl 1D ITl
129 M (Candidate 100 134)

1
Fage 1 282
I Close

3. View the report on screen using the paging and zoom controls.
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4. Save the report by clicking on the toolbar.



5. The system will ask for format to save the information in. Select PDF or HTML.

Y Choose one

PDF -

PDF
HTML

The report is saved to the election folder under the OCS Output folder, for example:
/OCSOutput/<election id>_General _Election_mmm_dd_yyyy/EMReports /Ballot_Proof_Report_<election id>.pdf

For primary election, the destination is:

/OCSOutput/<election id>_Primary_Election_ mmm_dd_yyyy/EMReports /Ballot_Proof Report_<election id>.pdf

6. If the EM is connected directly to a printer, print the Ballot Proof Report by clicking @
on the toolbar. A Print dialog box opens allows you select a printer, and select pages and
copies to print. Click OK to print the report. Otherwise, save the PDF file to a TM and
take it to a system that is connected to its own printer to print the report.

9.3 OV System User Report

The OV System User Report displays the list of maintenance and supervisor users and their
passwords that are produced for an election. The users and passwords are created in the User
Management section of Election Manager. The Election password is also listed in the report.

On the OV System User Report table, each user has its own encrypted QR barcode. The purpose
of these barcodes is to allow entry of the passwords into the FreedomVote Tablet (FVT) or other
device by scanning the barcode.

To create an OVO System User Report:

1. Click Reports on the toolbar.

2. Click OV System User to produce a report that lists the maintenance and supervisor
users and their password for the election.



Hame Opions Sounds Party lcons Reparts. Undervete Check Machir]
Audin Script
Ballot Proof
[ ovspemuse ” OV System User Report
| Precinct Rarcode | GERTIFICATION PRIMARY ELECTION BALLOT
Machines UNISYN GOUNTY, OHIO AUGUST 15, 2017 (101)
. Election Password
Elaction Password 1234564 ELECTION ELECTION
3.

View the report on screen using the paging and zoom controls. The report shows the

User Name in the first column, the Password in the second column, and the Role in the

last column.
One page
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4. Save the report by clicking on the toolbar.

Spemfg.r amount
of zoom

The system will ask for format to save the information in. Select PDF or HTML.

@ Choose one

PDF

PDF
HTML

The report is saved to the election folder under the OCS Output folder, for example:

/OCSOutput/<election id>_General_Election_mmm_dd_yyyy/EMReports/OVOUsersReport.pdf

For primary election, the destination is:

/OCSOutput/<election id>_Primary_Election

__mmm_dd_yyyy/EMReports/OVOUsersReport.pdf



6. If the EM is connected directly to a printer, print the OVO User Report by clicking @
on the toolbar. A Print dialog box opens allows you select a printer, and select pages and
copies to print. Click OK to print the report. Otherwise, save the PDF file to a TM and
take it to a system that is connected to its own printer and print the report.

9.4 Precinct Barcode

A Precinct Barcode report button displays the initialization barcodes within a precinct. These
barcodes can be used to start a voter session on a FVT and bring up the correct ballot for a
specific voter on the interface.

Election Manager

lection Tools Help

| ] Election - May 9, 2017 (ID: 500, Ver.: 87) Primary: PRIMARY ELECTION - BREVARD COUNTY MAY 5, 2017

Home ‘ Options | Sounds | Party Icons Rej

e DT [&]&1s20e% |~
oV em User
— L — Eld

Select report and select build

To create a Precinct Barcode Report:

1. Click Reports on the toolbar.

2. Click Precinct Barcode to produce a report that provides barcodes that contain the
precinct ballot information.
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3. View the report on screen using the paging and zoom controls. The report shows the
User Name in the first column, the Password in the second column, and the Role in the

last column.
Cne page
Goto  hackor Goto
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4. Save the report by clicking on the toolbar.

5. The system will ask for format to save the information in. Select PDF or HTML.

(i) Choose one

PDF -

PDF
HTML

6. The report is saved to the election folder under the OCS Output folder, for example:

=™ Report saved to

(U

IOCSOutput/500_Primary_Election_May_9_2017 EMReports/PrecinctBarcodeReport.pdf

7. If the EM is connected directly to a printer, print the Precinct Barcode Report by clicking

@ on the toolbar. A Print dialog box appears. Select a printer, the pages and the
number of copies to be printed, and then click OK to print the report. Otherwise, save

the PDF file to a TM and take it to a system that is connected to its own printer to print
the report.

9.5 Machine Report

The machine report button generates a list of all the election machines assigned for an election.
This report lists machines in a specific area (district/precinct), and then groups them by types.
The machine report uses multiple column and if necessary, multiple pages.
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As with the other reports, to create a Machine Report:

1. Click Reports on the toolbar.

2. Click Machines to produce a report that provides a listing of all the election machines,
by location and type used in an election.

Reports/Machines
Dection [ools |ieip SUPERLSER: .rummzl
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UWVs001085
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3. View the report on screen using the paging and zoom controls.
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4. Save the report by clicking on the toolbar.

5. The system will ask for format to save the information in. Select PDF or HTML..

6. The report is saved to the election folder under the OCS Output folder.

n Input x
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PDF -
PDF
HTML

7. If the EM is connected directly to a printer, print the Machine Report by clicking @ on
the toolbar. A Print dialog box appears. Select a printer, the pages and the number of
copies to be printed, and then click OK to print the report. Otherwise, save the PDF file
to a TM and take it to a system that is connected to its own printer to print the report.



Section Ten

Export Election to Media

When an election is exported, it is signed with the customer specific key .The application keystore
file (obtained from Unisyn), that is used for installation contains the customer key specific to the
customer.

Only one customer key is supported in the keystore file; this customer key is used for export
encryption automatically without any user interaction.

10.1 Exporting a Training Election

A Training Election is useful for training poll and election officials in OVS voting procedures. A
Training Election can consist of fictional contests/ candidates and has no connection to any "real"
election.

e All Training Election files are internally marked as "Training.”

e When the Training Election is loaded on an OVO, the bottom of the OVO Election screen
displays "Training.”

e Training voting files are deleted on the OVO.
e Training voting files can only be accepted by a Tabulator Client "Training Session.”

Note: To perform a Logic Test for an Election, export the "real" election.
The election can be set to Logic Test from the OVO interface before it is
run.

Requirements for exporting a Training Election are the same as for exporting an election:

e Tech Support number is set.

¢ At least one Maintenance user is defined.

e At least one Supervisor user is defined.

e All required sound files are uploaded and accepted.

To export a Training Election:

1. Open the election.

2. Open the Tools menu and select Export Training Election.
If the above requirements are not yet met, Export Training Election will be inactive on the
Tools menu.



Unisyn Document: 04-00427
Release 2.0 Version 1.3

The election data is processed into files that can be used by the Tabulator, TC, ES, OVO, OVI
FVT and OVCS. The files are placed in a "TRAINING CD Image" folder within a folder that takes
the name of the election:

/OCSOutput/<election id>_General_Election_mmm_dd_yyyy/<customer ID>TRAINING_CD_Image

Copy the files in the TRAINING CD Image folder to a USB Drive or to a CD, using the CD-
burning software included with the Linux installation on your PC system,

u* Applications Maces YA %) @
m Home Folder

Election Manager
'¥® Desktop 9
on Tool i

\]\ Sounds i

Lik e -

E{éﬂ‘ﬁ Network Servers

m Connect to Server. .
Ele

o Q Search for Files..

Ej Recent Documents »

3. Label the Election CD/USB Drive as a Training Election.

After being exported, the Training Election progresses to the “Exported” state.

10.2 Exporting an Election

When the following requirements are met, the open election is eligible for exporting:

e Tech Support number is set
e At least one Maintenance user is defined
e At least one Supervisor user is defined

e Allrequired sound files are uploaded and accepted (if the Required Sound Files box is
checked on the Common Options tab.)



The election can then be output to an Election USB Drive or Election CD and installed on OVO and
OVI systems via the ES. The USB Drive can also be used to load an election on individual OVOs,
OVls and FVTs. The USB is also used to load an election on the Tabulator, Auditor, TC and OVCS.

NOTE: Only a Superuser can export the election.



10.3 To Export the Election for an EOS 2.0 System:

To export the Election for an EOS 2.0 system using a CD:
1. Insert a blank CD into the CD/DVD drive on the machine.
2. From the OS top menu bar select Applications - Sound and Video - K3b

3. Onthe 'Welcome to K3b - The CD and DVD Kreator' screen, click 'New Data CD project'.
In the upper panel browse to 'root\OCSOutput' and select the election's CD Image folder.
Then click the files needed or drag and drop the files to Project pane in the bottom panel.

4. Select 'Burn' button in the bottom pane, the 'Data Project - K3b' screen is displayed.
Deselect 'Verify Written Data' option, and select the 'Create Image' and 'Remove Image'
options. Press the 'Burn' button, the CD will now be burned and ejected when it is
complete.
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5. Select 'Close' to exit the screen. Upon exiting the application, the user can select 'discard'
on the final pop up screen.

6. Label the election CD with the election title, ID and version.
To export an Election for an EOS 2.0 system using a USB Drive, follow the instructions for creating

an Election USB from the Training Instructions above. Label the Election USB with the election title,
ID and version.



10.3.1 To Export the Election for an EOS 1.1 System:

1. Open the election. Write down the Election ID and version shown on the Home Window.

2. Open the Tools menu and select Export.
If the above requirements are not yet met, Export will be inactive on the Tools menu.

3. The election data is processed into files that can be used by other OVS components. The
files are placed in a "CD Image" folder within a folder that takes the name of the election:

/OCSOutput/<election id>_General Election Nov_12_2007/<customer ID>CD Image
Open the Tools menu and select Export

4. Follow the instructions for creating an Election CD or USB Drive from the Training
Instructions above.

5. Label the Election media with the election title, ID and version.

After being exported, the election progresses to the “Exported” state. You can make no
more changes to the election from the Election Manager until a Superuser Re-opens the
election. See Re-open Election in Election Home Window.

10.4 Export Election Files

When you export an Election, the Election Manager writes the following files to a directory. You
will copy the entire directory to Election Media. The files contained in the directory are:

e election.enc

e Election.zip
Jurisdiction and ballot data for the Election.

e Sounds.zip
Sound files for the audio ballot (used by the OVI-VC only).

If the Require Sound Files box on the Common Options tab is not marked, no sound files
will be exported.

e TOC

e TOC.sig
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Section Eleven
Machine Management

To improve security the Election Manager 2.0, uses public/private keys for signing and
encrypting files. The first time the EM 2.0 application is loaded on each OVO, OVCS, OVI
and FVT device they will be required to generating their own public key. Each device must
then output their machine name/IP, device type, and their public key into a file. The file is
named using the machine name and put on a TM; a TM can have one or more such files.
Each jurisdiction will collect all of the machine files for their devices and import them into
EM. The EM’s Machine List function manages the machines.

The Machine List function is accessible through the Tools->Machine List menu. Here the
user can manage machines and add machine groups using this interface.

11.1 Machine List Management

The Machines tab is the default screen for the Machine List function on the Tools menu bar. This
screen is used to import machines from TM machine files and delete existing machines. It also
displays all the machines in the system.

Election Tools Help SUPERUSER: superuser
—
Machine List = =
Machines r Groups
‘ Import Delete
Mame Type Groups
UMIZ0000 BMT Glendale
UMIZ0001 BMT iGlendale

UMI200010 BMT iGlendale
20002 T
20003
20004
20005
20006 Pasadena
20007 Pasadena
20008 r Pasadena
UMNI20009 |EMT Pasadena

Glendale
Glendale 5

e o
M| |m|m|m|@m|m

11.1.1 Import Machines

Import function imports machines from TM machine files. Click on the Import button to bring up
the file browser. The user chooses a directory that contains the machine file(s). All machine files,
that have a .pub extension in the chosen directory, are processed.



If a machine is already in system, then the data in system is automatically updated with the new
data in the machine file. If a machine is from a machine file that is not in system, then the machine
will be added to the system.

If a machine is successfully imported, its input files, including the .pub file and the .sig file, are
copied to the /OCSOutput/MachineKeys folder. In the event the user manually deletes or adds
files to /OCSOutput/MachineKeys folder, the EM will not validate the contents of the altered
folder.

11.1.2 Delete Machines

The Delete function deletes the selected machines. A machine can be deleted if it is not used by
any election. If a machine is deleted, its original input files, including the .pub file and the .sig file,
are removed from /OCSOutput/MachineKey folder.

11.2 Group Management

Machines can be assigned to different groups. Then groups can be assigned to elections. The
groups screens manages group list.

11.2.1 Group Info

The group info screen handles group creation, updates and deletions. Users can also export
machine groups to an external file and import machine groups from an external file.

Cleclion Tools H=ip SUPERUSER: superusa

= Machine List e o o i ] - |
Machines | Graups

Group & Group Infe | Assignmeant | FHepart

Group B

C=roap Form

Graup Mama (Sroup A

Updaie Dhalate

Craate Sraup |
Imp-oet Machine Groups |
Exporl Machine Groups |

11.2.1.1 Add Group

To create a group on the Group Info screen, click the Create Group button at the bottom of left
panel, enter a group name and click the Add button. The Group name must be unique.
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11.2.1.2 Update Group

To update a group on the Group Info screen, select the group to modify from left side group list,
update the group name and click the Update button.

=] Machine List

Machines | Groups
T Customer l/Gmup Info r‘ i it rREle't |
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Group Name |VST Custo
T Update

Create Group

Import Machine Groups

11.2.1.3 Delete Group

To delete a group on the Group Info screen, select the group to delete from left side group list and
click the Delete button. The Delete button is only shown for groups that are not used by an
election.
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11.2.1.4 Export Machine Groups

Users can export groups and their machine assignments. The Export function does not include the
actual public keys, only the group definitions and group machine associations are exported. To
export a machine group the user clicks the Export Machine Groups button at the bottom of left
panel. A dialog box displays requesting the user to specify the export file name.

Save In: | [BR] =]
[y fda.sql

[ fda2.sql

[y fda3.sql

File Name: | |

Files of Type: |*.sq| |v‘

Save || Cancel ‘

The user enters the file name and clicks the Save button, the data is exported to a sql file. A
signature file (.sig) is also generated for the sql file. The user can use the Cancel button to cancel
the export process.

11.2.15 Import Machine Groups

Users can import groups and their machine assignments using sql files generated with the ‘Export
Machine Groups’ function. The Machine Group import should not touch the actual public keys; only
the group definition and the machine associations are imported. The import is a full replacement of
current groups and their machine associations in the EM. All machines, from the relationships in
the import file that are not defined by current EM, are removed at end of the import process.

When the user clicks the Import Machine Groups button at the bottom of the left panel, a dialog
box displays asking the user to select the .sql file to import.

Look In: |=3 OCSOutput I~
—3 100_General_Election_Jul_30_2015 —31 OO_Generj
3 100_General_Election_Mar_30_2017 31 100_Gener

—3 100_General_Election_May_5_2015 —3 100_Primanry
—3 100_General_Election_Nov_8_2016 —3 100_Primanry
—3 100_General_Election_Oct_30_2017 —3 100_Primanry
af n ] [»

File Name: | |

Files of Type: |*.sql |v|

Open H Cancel |




The user selects a .sql file and clicks the Open button. The .sql file’s signature, which is generated
by the Export Machine Group function, is then verified. If verification succeeds, a dialog displays
warning user of the consequence of the import action and ask for user confirmation to continue.

Confirm

2

@ Import will erase all current setups for machine groups.
Do you want to continue?

OK

Cancel

When the user clicks the OK button, the selected .sql file is executed. The associated groups and
their machine assignments are replaced in EM. The user can use the Cancel button to cancel out of

the import process.

11.2.2

Group Machine Assignment

Users can assign machines to a group. One machine can be assigned to more than one group.

[ Maching Lis
Machines | Groups

Group A
Group B

Craate Group
Impart Maching Groups
Exper Machine Groups

Group Info | Assignment | Rapart

E
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Group &

Add All ==
Add =

< Remova

== Remova All
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UvEDDDDES (BMT)
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e Add All - assigns all machines in unassigned machine list to the group.

e Add - assigns all selected machines in unassigned machine list to the group.

e Remove - removes all selected machines in assigned machine list from the group.

e Remove All - removes all assigned machines from the group.

11.2.3

Machine Group Report

The report screen shows the machine group assignment.



The report is first grouped by group name then by machine type. Machines are sorted by machine
name within each group. Each group starts on a new page. If there are machines not assigned to
any group, then an unassigned machines list is added at end of this report.
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11.3 Election Machines

Each election can have different groups of machines. The Election Machine Group assignment
function is accessible through the Machines menu button when an election is open.

11.3.1 Election Machines Assignment

A User can assign groups of machines to the election.

{CIElscdion - Mar 30, 2017 (ID; 100, Ver.: 2) Gensral: inal ina2 ine3 = = % 5 8  ue o o e e e s e e e e e e e o o @
Homs [ Optlons [ [ Repons [ Machings
Unassigned Groups fussigned Groups Assigned Machines

Group B Group & Nama Type Groups

Add &l == LIVSO0000:2 EMT Group A

LIVS000004 EMT Group A

At = | LVE0000DS EMT Group A

IWS00000G EMT Group &

=Remave | UVS00i0a5  Gun Group A

LVS003005 oa Group A

<= Famova Al |
Close

e Add All - assigns all groups in unassigned group list to the election.

e Add - assigns all selected groups in unassigned machine list to the election.
e Remove - removes all selected groups in assigned group list from the election.

e Remove All - removes all assigned groups from the election.



The groups that are not assigned to the election are listed in the Unassigned Groups list. The
groups that are assigned to the election are listed in the Assigned Groups list. The machines in the
Assigned Groups are shown in the right side Assigned Machines table.

11.3.2 Election Backup and Restore for Election Machine Groups
In order to restore all machines from a backup election file:
e The restore has to be done on the same EM machine the backup is from

e The machines and machine groups on the EM machine must not been changed since the
election backup

When election is backed up, only the Machine Group IDs assigned to the election are backed up.
When election is restored, if the same machine groups are not in EM system any more, the election
will be restored without the full set of original election machine groups.
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Section Twelve
User Management

There are two major types of users managed in Election Manager Application, Election Manager
Users and OpenElect® Voting System (OVS) Users. The OVS users are those who have rights to access
certain functionality on Unisyn OVS systems in the field, as well as being able to use the Tabulator
Client, OVCS and Election Server applications. Election Manager Users can only use the Election
Manager application.

The Election Manager users have the rights to change data and user information in the Election
Manager application. If an Election Manager User also needs access to the other applications, they
will need to create a separate user account for that application.

12.1 Election Manager Users

The Election Manager supports two types of users to perform the functions within the Election
Manager application (Supervisor and Admin) with different levels of access.

Table 12-1. Election Manager Users and Functions

Superuser Admin User

Login to the Election Manager Login to the Election Manager
Load a new Election Load a new Election

Set any options Set any options

Upload Party Icons Upload Party Icons

Upload and accept sound files Upload and accept sound files

Upload and clean Transport Media (TMs) Upload and clean Transport Media (TMs)

View machine logs View machine logs

Manage Supervisor and Maintenance Manage Supervisor and Maintenance
user accounts user accounts

Backup the Open Election Backup the Open Election

Restore and Delete an Election

Export an election

Manage Admin and Superuser accounts

Deactivate and Activate user accounts

Mark an Election as concluded

Re-open an Election




12.2 Election Maintenance and Supervisor (OVS) Users

The Election manager application manages the usernames and passwords for the maintenance and
supervisor users that can operate the other applications (ES, OVI, OVO, OVCS and Tabulator Client).

Table 12-2. Election Maintenance and Supervisor User Functions

Maintenance Supervisor

Login to and use the Election Server. Login to and use the Election Server.

Login to and use the OVCS. Login to and use the OVCS.

Login to the Tabulator Client and only Login to the Tabulator Client and import of

import election vote data to the Tabulator | election vote data to the Tabulator Client

Client hard drive. hard drive and upload of that data to the
Tabulator.

Can run diagnostics, load an election (if not | Can run diagnostics, load an election (if
Election Day), print reports and start a not Election Day), print reports and start a
special voting session. special voting session.

Can force the start of a voting session and
force a close of a session.

Election user passwords are seven digit alphanumeric numbers that are dynamically generated and
unique for each election, and are not repeatable or changeable. These users and password
combinations are only useful for that election.

12.3 UNI User

There is a special account: UNISPCL. The UNISPCL user is only used to perform a special read test
(Shoeshine Mode) which is allowed only with a Training Election. The UNISPCL user name and
password will only be put into the exported file of the election, if the election is being exported as a
Training Election. There is only one UNISPCL user allowed.

This account cannot be deleted; however, the interface can change the password.

12.4 Creating a New User

Follow these steps to add a user.

1. Open the Tools menu and select User Management.

If an Election is Open when User Management is entered, the election will be
closed.



Unisyn Document 04-00427

2. Click Create New User. The button is at the bottom of the Users list. The User form at right
clears.

3. Type a User Name.
Superuser and Admin User names are from 5 to 15 characters, using no spaces.

Election Toois Help
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4. Select the User’s Role: Superuser, Admin User, Supervisor or Maintenance User. Only a
Superuser can create a new Superuser or Admin account.

5. Click Add. If the user role is Superuser or Admin User, the Add User password box appears.
For Supervisor or Maintenance users, a seven-digit password is automatically generated
when the existing election is exported, or when new election is imported.

B = Adduser  [3
Password

Verify

Enter | Exit |




6. Type a password; passwords must contain 7 to 15 characters with at least one letter and
one number, and using no spaces. Verify the password by typing it again, and then click
Enter.

The Supervisor and Maintenance User passwords are generated for each election. To see
these passwords, when an election is open, select the Reports button and select the ‘OV
System User” report.

The user is added to the left-column list of Users under the role defined for the user. If the role was
not already displayed, it will be added to the list at the time of the first user being defined for that
role.
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12.5 Changing Passwords

To change any user’s password:

1. Open the Tools menu and select User Management.
2. Select the user from the Users list (for Superuser, Admin user and UNI Users).

3. Click the Change Password button. A Change Password pop-up window appears.
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4. Type the new password in the Password field and again in the Verify field, and then click
Enter.

12.6 Deactivate / Activate a User Account

Personnel may change before a new election. The Election Manager allows a Superuser to
deactivate users who should no longer have access to the Election Manager or, as a Maintenance
Technician, to the OVCS, OVO, FVT or OVI.

To deactivate a user:

1. Click on the user account name in the left column or start typing the user’s name in the box
at the top of the Users list. When selected, the user’s name and role are displayed.

2. Click Deactivate. The name in the left-hand list becomes gray, and the user no longer has
access.

To reactivate a user:

1. Select the gray, deactivated user account from the left Users list.
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2. Click the Activate button that appears when you select the account.

12.7 Delete User

When a user is eligible for deletion, the Delete button will appear on the screen.
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If there is no other active Supervisor or active Maintenance user, the user will not be eligible to be
deleted.

1. Select the user to delete in the left windowpane.

2. Click Delete.



Section Thirteen

TM Upload and Cleaning

The TM Maintenance function can be accessed from the Tools menu at any time. The TM
Maintenance function opens the TM window. The window has two pages, one for uploading the TMs
and another for cleaning the files off the TM.

When the TM Maintenance window is open, the application automatically begins scanning the PC
for inserted USB storage drives. When a new drive is detected, either the upload or cleaning process
begins, depending on selected tab.

13.1 TM Maintenance

As soon as you open the Tools menu and select TM Maintenance, the Election Manager looks for a
TM from an OVO that has been inserted in the USB drive. The Election Manager detects whether
vote files and machine logs have been uploaded already, and instructs you on what to do.

Transport Media (TMs) are USB storage drives used in the OVO to store and transport voting data.
They are also used by the FVT and OVI to store Admin Logs. This section describes the TM
maintenance provided by the Election Manager.

TMs proceed through an Election as follows:

e Unisyn provides all TMs.

e An OVO and OVI require a TM inserted in its PC component USB port and when a new
Election is loaded onto an OVD the TM inserted needs to be blank before the download is
allowed.

e TMs are one of three storage devices in the OVO and OVI that collect data during voting.

e  When polls are closed on Election Night, poll officials remove TMs from the OVOs and
deliver them to Election Headquarters. The OVI TM is removed at the Warehouse by
Maintenance Technicians.

e At Election Headquarters, the OVO TMs are inserted into Unisyn Tabulator Client, where
the voting data is uploaded for tabulation.

e At a convenient time following the Election, all TMs used during the election are inserted
into the Election Manager, which detects, uploads and stores OVO and OVI Administrative
Log files (also known as “machine logs” since they audit all activity on a particular OVO or
OVI machine). You can view these logs using the Machine Logs window of the Election
Manager.

e The FVT does not need a TM for an election. It stores the Administrative Log files to the
tablet’s SSD drive. Should the Log files need to be retrieved to troubleshoot an issue with a
FVT they can be downloaded to the TM, see the Warehouse Technicians User Guide,
Section 10.4.



e When voting data and machine logs have been uploaded, the TMs can be "cleaned" of all
voting data so that they can be used in another Election.

7] ™ Maintenance £
Upload | Clean

Insert the TM media for upload

Media not connected

Close

13.2 TM Machine Log Upload

To upload OVO Machine Logs:

1. Inthe Election Manager, open the Tools menu and select TM Maintenance to upload
OVO/FVT/OVI Machine Logs (also referred to as Admin Logs).

2. Insert avalid TM into the USB port of the PC.

3. The Administrative Log is automatically uploaded

If the machine logs have already been uploaded, a message tells you that the TM is ready
for cleaning.

When the admin log files are uploaded into the EM from a TM, they are put in the folder
“\Voting\AdminLog\Election_xxx\Machine_UNIlyyyyyy’. The ‘xxx’ is the Election ID and the ‘yyyyyy’
is the OVO/FVT/OVI/OVCS machine ID (IP).

The admin log files are stored in clear text so it can be read by any editor program.

13.3 TM Cleaning

You can clean all files off a TM after the machine log has been uploaded. The clean process
removes files from the previous election. It simply removes all vote files and logs.



To clean a TM:

1. Inthe Election Manager, open the Tools menu and select TM Maintenance panel.

2. On the Maintenance panel, click the Clean tab.

IDl'MMamlenanu e : ol ™ |

[ Upload [ Clean |

Insert the TM madia for clean

-no drive-

Media not connacted

3. Insert the TM into the Election Manager PC's USB drive. If you have just uploaded log files,
you remove and reinsert the TM to start the clean process.

4. Assoon as the clean panel opens, the Election Manager detects if the TM has had its files
uploaded. If all files uploaded, the user is notified to use the Clean button to clean the TM.
If there is any error with the TM, a confirmation window appears asking the user if they
want to force clean the TM.

13.4 Multiple Session TM (MS-TM)

A multiple session TM has one or more folders with names starting with OVO. Each ‘OVO’ folder
has a Data folder that contains the voting session data and images. This ‘Data’ folder has same
structure as a ‘Data’ folder in the root of a regular single session TM.

During validation, if a TM is considered a multiple session TM, the ‘Data’ folder inside each ‘OV0O’
folder is validated.

When uploading a Multiple Session TM, the admin logs in each ‘OVO’ folder are processed and
uploaded. Only the ‘Data’ folder in ‘OVO’ folders are processed. The ‘Data’ folder in TM root is not
processed.

When cleaning a Multiple Session TM, the ‘Data’ folder in TM root is cleaned so that it only
contains the anchor file, all other files and folders on the TM are deleted.
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Section Fourteen

Log Files and Help

14.1 OVO and OVI Machine Logs

Machine Logs are the Administrative (Admin) Logs created by each OVO/FVT and OVI. The Election
Manager uploads these logs from the Transport Media (TM). See Section 12.0 TM Upload to learn
how to upload a TM and acquire the log.

When the admin log files are uploaded into the EM from a TM, they are put in the folder
‘\Voting\AdminLog\Election_xxx\Machine_UNIyyyyyy’. The ‘xxx’ is the Election ID and the ‘yyyyyy’
is the OVO/OVI/OVCS Machine ID (IP).

The admin log files are stored in clear text so it can be read by any editor program.

To view a Machine Log using the EM application:

1. Open the Tools menu and select Machine Logs.

2. Select an election by clicking on the Election ID drop-down list and selecting an Election to
view.

System code:

3. Select a specific machine by clicking on the Machine ID drop-down list and selecting a
machine with a log accessible to the Election Manager, to view.

4. Enter a specific system code(s) in the System code box to view the Admin logs associated
with the code. If entering more than one code, separate them with commas. Please refer to
the Warehouse Technician’s Guide, Appendix A for an explanation of the system codes.

5. Click Show Log. The selected logs appear one page at a time.
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6. To page through the log display click Next or Prev.

[7] Machine Logs

Election ID 101 - System code:

Machine ID All |- SRR Lug

File: /vVoting/adminLog/Election_101/Machine_UNIOO0001 fadmin.log
[2009=05=15 05:34:27 854] [290] Clean systam

[2009-05-15 05:35:00.211] [386&] Election file not found &t server
[2009-05-15 05:35:00.273] [2B6] Election file not found atl server
[2002-05-15 05:35:47.18] [252] Session Twyoe. Training
[2002-05-15 05:36:24.881] [252] 5esslon Type: Training
[2009-05-15 05.36:25,185] [210] Login successiul ; Precinct 0017
[2009-05-15 05-36:25,244] |255] Open woting

[2009-05-15 05:36:25.735] [381] Protective Count: 3663
[2009-05-15 05:36:26.002] [282] Public Count: O

[2009-05=-15 05:36:31 688] [281] Print Zero Eeport for Precinct 0017
[2002-05-15 05:37:02.019] [349] Validate password , login type - Election
[2002-05-15 05:37:03.225] [210] Administration Menu selected

[2009-05-15 05:37:14.923] [252] Sesslon Type: Trainlng

[2009-05-15 05:37:55.132] [349)] Valldate password ; user - UNEPCL; login tvpe - Special
[2009-05-15 05:37:59.531] [211] Reader is now in‘auio feed mode Slow Mode
[2009-05-15 05:38:05.996] [101] Request Ballot 0017

[2009-05-15 05:38:27.39] [275] Ballot cast

[2009-05-15 05:39:13.113] [375] Ballo1 cast

[2002-05-15 03:37.14.722] [315] Maintenance login, voling open | user — eauser; login vpe - Maintenance

1] i

Close

To access a Machine Log via the file system (or to copy file off to a removable device)

Go to the follow folder where the Machine Logs (OVO/OVI admin logs are maintained):

‘\Voting\AdminLog\Election_xxx\Machine_UNIyyyyyy’'.
The ‘xxx’ is the Election ID and the ‘yyyyyy’ is the OVO/OVI/OVCS machine ID (IP).

The admin log files are stored in clear text so it can be read by any editor program.

14-2 Election Manager User Guide
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a* Appicatians  Flaces  System % H"’ CRPE R l:j
= [E Election_110 —Ialfx]
Ble Edit View PMaces Help . ble Edit Mew Haces Help ?::LI'

i -
==t ’r:T-F-' [} | 'E—:j TR Screensheis
e = | -
ings farae) I Machirea_ E:.'-_Li-

! LRS00 3 =

= = [ ESS

1| o= -]

Eiz - Emt Miow Flaces Help = '.\'.‘.uhhz..—“.".l.l.!unﬂlua = 2] s
= Ble  Edit Wew Baces Help s
= =
L e [

TabulationService ey 35 Screens
Adminlog — = —_—
Ge J:mt_-yinaw Paces: ep FE adminlog {(Woting/AdminLog/Election_110/Machine UNILS0002Z_3) - gedit = |0 %/
Sx e Ele Edit www Search TJools Documents  Hedp
.,
] "
L BE.d & B 9
Election 110 New  Qpen Save | Frint Pasta find Replace

|D.-'\.nrn|n| ag ¥ | 7 hems, Fraa space. 100 1 GH

1l [2009-94-08 18:

{7 adminlog =

LA e T E e T T

_lEGUB-H# BE l&:58:29.87]
([2609-94-08 18:38:30.574] [255]
ftype: Early Velting

58:36.
58:36.
B1:85.

311] [381]
B15] [382]
285] [1e3]

[2600-84-08 138:
‘[2309-84-08 19:
\ID: 2881
[2309-84-08 19:
'ID: 2081 Party
[2000-84-08 19:
of ipactivity

B1:23
ID: @
B5:33

-562] [181]

L2821 [182]

1252] Session Type:

Ballot style ID: 7

Larly Voting
Dpen woting with session

Protective Count: @
Public Count: @
Session started for Precinct

Reguest Ballot for Precinct

Session is canceled because

| [76009-04-08 19-06.07.399] [103]

Session started for Precinct

14.2 Application Log

The Application Log collects events from the application, such as login and updates to the database.
An Admin or Superuser can view this log at any time to track use of the Election Manager program
and to ensure that no unauthorized access attempts have occurred.

To access the Application Log:

1. Open the Help menu and select View Logs to view the current application activity log.

2. The Application log contains a date and time for activities that occur within the
application, beginning the first time the application was opened. Each log file entry starts

with a date/time stamp.
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[=] Application Log :

Create Log Snapshot || Refresh . |

[2009-04-02 18:27:45 0] [DEFALLTIINFO][402] =
[20059-04-02 18:27-45 0] |[DEFAULT][IMFC]Log file not found

[2005-04-02 1827 45 0][DEFAULT]I[ERROR]Error in reading regkey file

[2005-04-02 182745 0][DEFAULT][IMFO]Start logout timer

[2009-04-02 18:27:55 O] [DEFAULT]INF O][403]

[2009-04-02 18:27:55 0] [DEFAULT][ERRORIError in releasing lock: null

[2009-04-03 11 :38:16.0][DEFALLT][IMNF OJ[402]

[2005-04-03 11 38:18.0][DEFAULTIINFOJ[460]Liser = LIMISPCL

[2009-04-03 11:368:16.0][DEFAULT][INFO][460]User = UNMISPCL

[2005-04-03 11:38:17.0][DEFALLT]INFO]Start logout timer

[2009-04-03 11:38:22 0] [DEFAULT][INFO][10O1]FAILED with username: superuser

[2009-04-03 11:38: 29 0][DEFALLT]INFOQJLagin superuser

[2009-04-03 11:38:34 O][superuser[INFO]Restore Election

[2009-04-03 113855 0l[superuser] [INF Olrestore election from Imedia/TOOLS/EMElectionBackup_102
[2009-04-03 11:38:59 0][superuser] [INFO]Restore election from archive: fmedia/TOOLS/EMElectionBa
[2009-04-03 11:38:509 0][superuser] [ERRORJActualTask interruptedjava.io FileMotF oundException: FOC
[2009-04-03 113907 .0][superuser] [INFO]View Logs

[2008-04-03 115354 0] [superuser] [INFO]Mew

[2009-04-03 11 54:10.0][superuser[INFO]Trying to import new election from file JOCS0OutputfGeneral_
[2008-04-03 11:54:10.0][superuser] [INFO]Election with electionid[300] does not exists
[2009-04-03 11 :54:10.0][superuser] [INF Q] [488]

[2009-04-03 11:54:10.0][superuser] [INF O] [488]status = 100

B a P L ET TN S T "

4]

4 il;

3. Use the buttons to refresh and navigate through the log. See explanations below.

Create Log Snapshok |

Create Log Snapshot
Creates a file of the current log contents. The popup window displays the folder name and file
name where this log snapshot was written.

Refresh |

Refresh

[

Click to update the contents of the log file in the viewer.

=

<<

Click this button to go to the beginning of the log file.
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<

Click to go to the previous page of the log.

= |

>

Click to go to the next page of the log.

>>
Click to go to the end of the log.

14.3 Database Backup and Restore

Election Manager’s Backup and Restore function is automated for Election specific information. The
backup data includes election definition data, sound files if there is any sound files uploaded, party
icons if there is any party icons uploaded, Machine Logs from the election OVDs and jurisdiction
specific parameters.

Backups should be done after the Election TM is created and then again, once all TMs have been
processed following the election (to ensure the FVT, OVO, OVI and OVCS machine logs have been
captured).

In the case of a serious failure of the system, where the BLM and EM are on the same PC, it is
recommended that the Ballot Layout Manager, the BLM database and the past BLM Election
definitions that were recovered from the most recent BLM backup be reinstalled first and then the
Election Manager application be reinstalled.

It is recommended that the user manually backup up the following information when an election is
exported and maintained for audit purposes:

e Reports

e A snapshot of the Application Log taken at the time the Election is exported to an Election
TM and again after all Machine Logs have been captured.

The EM backup and restore does not include EM user accounts (Superusers and Admin user
accounts are not backed up) or the EM application log. If the system needs to be reinstalled, the
user accounts information will have to be re-entered and new passwords assigned.

The Backup function can be performed by both EM Admin users and Superusers. The Restore
function can only be performed by an EM Superuser.

In addition to backups for audit purposes, regular backups of the election being worked on should
be done to minimize lost work in case of a PC hardware issue.

For permanent storage, the jurisdiction should copy all exported Election files to a USB Drive or
external disk drive and store the TM or storage device in a safe and separate location.
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To back up the database:

1. Open the election you want to backup.

2. Open the Tools menu and select Backup.

D Applicliun Log

|| T R T

[MNF O] 20050517 1
[INF O [2005-05-17 1
[INEO|[2008-05-17 1
INFOI[2005-05-17 1
[INF O] [2005-05-17 1
[INFO][2008-05-17 1
[KFO][2006-05-17 1
[INFOI[20058-05-17 1
[IMF O [2O0S-05-17 1
[INFOJR008-05-17 1
[INFOI[2005-05-17 1
[INF O [2005-05-17 1
[NE O] [2005-05-17 1
[INFO[2005-05-17 1
[IMFO][2006-05-17 1
[INFO]2005-05-17 1

Look In: !|j OCSOutpul

Select election backup file K. s

MIEIEE

Tl eackur

'|j BallotLayout™ anagei

(=9 101_ General_Election_Apr_16_2013
(09 100_Ceneral_Election_0cu_10_2010
.Ij Jurisdiction

(=162 Primary_Election_Apr_28_2009
|51 TabulaterClient

File Pame:

Files of Type: |“.emb

M|

[4]

3. Destination directory cannot be changed, launch the backup.

To restore the database:

The restore procedure overwrites the current data tables, returning them to their state at the

time the backup was created.

1. Close all elections on the Election Manager desktop.

2. Open the Tools menu and select Restore.

3. Select the Backup Folder and click Open.

14-6
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Jun 3, Z01E

Safect election backup fie =

Loek [ EI'_,""l]CSﬂHLqu'. | -ri :i Ii Iﬂ :BEEE:i

5100 Geeral Clection Mux 6 2012
o 102 _Gemeral_Flemion_Mow_8_ 3017
LS applogaschin e

S BACKUP

Flle Mane:

Files of Type "2l |vi

Open Cancel

4. Select the backup to recover and click Open .

e T T —
General Flemion General Flerlan Frimary Flerion
Mow F 2012 Mow 9, 2012 Jan &, 2012

Salect slection backop File

Look fn: |29 BACKUP

|_|-j FMETerelanRackup 100 28170 _06_8B6_0_53_4% emh

[ EMEIE clionBackup_101_
[ EMEieionBackup 102
[ CMDemionBackap 103
[ FMERemlonRackup_ 104

2011 06 B0_T_ 54 52 emib
2011 0@ 00 9 b _JZemb
2001 06 06 9_52_05.emh
2O0_DE_ 06 _9_57_S&E Emh

Flie hame: [EMEeqInnRaskua_100_ 3011 _D5_06_9_%3 _45 amhb

Files of fype: |'emhb | 'i

pen | Canmvel |

5. The system will then prompt for restore confirmation.

tuperuser] Lizer Management

Confirm

Thiis Election has been creaved
Liberty County General Election
Are You sure you want Lo reload the election?

Wes Mo

(= CREEE e L e W T WO T

Election Manager User Guide
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6. The system will indicate if the restore was successful or an error occurred

14.4 Help

Help Topics

Ok

To access the Help files, click on the Help pull down menu, and then click on Help Topics to display

the Help window.

Flactinn Tonls Help

Election Manager

= 0=
SUPERUSCR. superugei

D Help T Ebechion Manager & . B ; ': “ R

|| search | @ '

=i List

M Hlecterfanager-els ot

In the top of the left window is the Election Manager Help file (PDF) — circled below in red.
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Election Tools Help

Help for Election Manager

'l
| Search E

File List
_‘B ElectionManagerHelp padf

Left click on the file name and a popup will appear as shown below.

Election Tools Help
Help for Election Manage
| H Search |

= —— i
File List :

) ElectRnMi oo onr |df

e

Double-click on this popup and the PDF file of the application’s User guide will open in the right
window as shown below.

L i 00 G55 e e e 0 0 e e e 0 [E]

wewn | ) ER s

) FiF=ge w |0 - Fir= v
1 Fad z1dsraga ey pel

A T B THAA

Cpmbes® Carkd Bl
kN

Eladion Managa
Lizer Guide

1%

- | raw bersz bbb Bl
Use the right window controls in the top and bottom of the window to find the help information
wanted.




Unisyn Document: 04-00427
Release 2.0 Version 1.3

Top -
#% Applications Places  Systemn %{g

Election Tools Help

DHElpflJl Elaction Manmager & i e i r e A R Ly R EE R L L R L T R e

| | Search | | i ':!:?‘“E‘:‘l‘-‘-';:;-’_-m“—__"f - -
Filg Lisi i -|-Fit Width | - - “.M Find. v

J=| ElecllonManzgarkisip pdt ;
: l 1.1 Overview

Screenshot |

As shown above, the top left side of the Right Window four-control fields:
e Zoom Factor (orange outline)

0 Allows the image to be show in various

zooms — simply click the down-arrow.

e Rotation control (Purple outline)

0 Allows the image to be rotated by the
degrees listed (90, 180, and 270) — simply
click the down-arrow.

e Find (search) (Green outline)

0 Type in the word(s) to search for in the
document.

e Type of Find to be performed (red outline)

0 Choose between “find whole Words only,” Case Sensitive Search,” “Find multi line
results.”
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The “Find” control is very usable to find a topic (or set of words in the file); such as Help. Entering
help (outlined in green) and return results the file being advanced to the first occurrence of Help,
the word is highlighted (as circled below in red). Two new controls appear (circled in purple below)
that allows you to click on the right arrow to advance to the next occurrence in the document or
backup in the document to the first previous occurrence of the word(s) being searched for by
clicking on the left pointing arrow .

a% Apphcabons Paces System Glyel

m Electian Manager

Election  Tools Help

] Halp for Flaction Managar 5 % #

= Elumiulluallayn-mnp.nn-1'

]
Halz | Aaarch. | &iE

|h1'ﬁ'|\‘.||.h l'| [} |1' | [heke

Ie st
& o ElcionMancgerelp pdf (3t}

&

£ 70 Hoin We Deqion Teols Ltie

& Filas and Halp o Pty
& 1 | s
e Heip L] e
& 103 Belp Neny L —
& Help Doemame ol SInrage Lacaissn: (005 Juis
& Halp
A nean ——TTRTTITTIIATIE
& Slacionstios helps deanmmings oo : =
& 4 Tz helpinrscodng x :::iﬁ“u
& scnzti helpyoa praduce
& Fil=s and Hulp
& Do T Halp menuand
& 3¢Halp
& Healp
& Holp
& Help
& Help I
B chokcn BaiptUne, e lolosg 1103 Menu
& or s HELP maru &0
=k =
serrinistialo Help Topics
— heip. 3 This e ection nresenta Hel o Toci cs to aid the gser Rl

The bottom of the screen allows you to move forward or backwards in the document. You can
move to the front of the document, move backward by a group of pages, one page backward at a
time, jJump to a specific page (enter the number and press enter), move one page forward at a
time, move forward by a group of pages, or jump to the end of the document.

clicn i ect from a range of voting opti form to the laws of the
o i ch the syslermn will ba ussd, The EM alows the jun jon 1o add voling -
1 [ ¥
4 4 A Fope[ 7 Joinaz b M M

Scroenshot Tl = I

14.5 About Unisyn

When you click on Help/Unisyn, the following window displays presenting the product information,
including company name, product name, version, copyright information and the Linux OS Version
number:



Unisyn Document: 04-00427
Release 2.0 Version 1.3

® Unisyn Voting Solutions, Inc® OpenElect Voting System
Election Manager
Version: 2.0_QA_R15
0S Version: EOS ver. 2.1.00
Customer Code: VST
© 2016 Unisyn Voting Solutions, Inc. All rights reserved.

14.6 Archive Logs

The Archive Logs function identifies all log entries 22 months or older in the current application log
and puts them in a pdf file. The archived log entries placed in the PDF file are then removed from
database. To access this function, click on the Help menu at the top of the screen and then click on
Archive Logs (outlined in red below):

Election Edit Tools | Help

General Election -| HeIP Topics  Alt-H
- About Unisyn
Election Con View Logs
English [ Archive Logs
Precinct 1(0010)
Precinct * |

If all the entries in the current log are less than 22 months in age, the following informational pop-
up is displayed. Click OK to complete the request.

® Mo application log entries to archive.

Mote: Only application log entries older than 22 months can be archived.

If there are entries in the current application log that are 22 months are older, then the system will
ask the user if they should be extracted and saved in a PDF file with the following pop-up:
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|_ | All Rog #ritries older than 22 manlis will
~5  pe archived and remeyed from databate

Dhek 4 oedi Weaivl Lo L iinue?

| Tes fuin

If the operator clicks No, the archive will be aborted. If the operator clicks Yes, the system will
extract the older entries and place them into a PDF file. The entries will then be removed from the
Application Log file and the following popup will be displayed informing the operator where the file

has been placed.

':‘_id_.:' Applivacion leg archived ar (QOCS0urpur) applagarchive (Piemion_Menage_Agr_ 13_70015_060_48_5 % pdf

The Archived file should be saved/backed up for audit

O wrorTanT T

The PDF file of Archived log entries can be found by going to the desktop and clicking on the
following sequence of items:

“Computer” Icon on the desktop
“filesystem” Icon on the computer folder
“OCSOutput” Icon on the “/” folder

“applogarchive” Icon on the “OCSOutput” folder
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=5 =l i =llal=

=]} Computer Fle Edit Wew PMaces Help

[ie [dit yiew Naces |welp ""lr—‘-;-D-J, i"E‘-'_-Jﬂ.I

B
i @' . [=l=tt
" -

Orva 130531 _0%47
[ DCS0upl] ovos OWCEDala

3 ﬁ"—\q&

= OCSOutput [E=EN| =
Ble EZdit Yiew PMaces Hep ﬁl
- o Woting
|I|..—':" ’E—J‘v =
-~ | -~
100 General 102 Cepers anplagarchive t* selected (containing 4 tems)
Election_May & Flactian_MNow 8
l mz w017 applogarchive
| Hie Edt Yiew HPaces Help
=
oy _.-'-'JI
5C BACKIP
o | Baliol_Layuul_ Eleclivr_Managsr_
T OCsSOutput * |4 fems, Free space: 95 3 GR Manager Apr 9 Apr_ 13 2013 99
- - 2013_06_36_43 et Af_53 pot”
Eb

Arst Tima
Ej Eﬂ [ applagarchive = | 2 items, Free space: 95.3 00 r

lic abioo

These actions result in the system displaying the folder that contains the archive PDF files.

If you want to display one of the files, locate the file wanted (note application name, date, and time
are used for the file name) and click on the file. This will result in the file being displayed as
presented below:

Fle Edit Wiew Go Help

- e 1 of 13 | | Fit Page Width 3
Next

Thumbnalls ¥ % i
Election Manager =
Application Log Report
O D808 0F 0433 MFO [ Lo M e o Aomand DEFAULT
2041-D8-05 07 D432 MFO o el i 1ty B s L iy DEFALLT
O 10605 07 0432 BFO 100 ADPEC 300N ARASD Bl o Manadgor wraon OA_1.1_R1 DEFALLT
01 1-D6-05 07 D457 NFO ild  |Appicaion megsiened OEFALLT
21 1-06-06 07 DEDT MFD o LooQe 8 UG DEFALLT
2041 1-06-06 07 0520 NFO L+ Paasword updated for sser supenaer upena e
2010808 07 0528 MFQ A03  |Eming B Eecicon Manegsr appicsl on G A
T011-08-05 0T 5340 PF O 00 [Applcaion amred Ewclion Masager v ron 04,11 K1 DEFAULT
010805 07 S348 PFC an3 Emindg fek ERQOlan ManRosd G beaton DEFALLT
21 1-06-10 (B D144 NFO 104 Al ala wEnSd Bl ton Masager wpraon 04 11 R DEFALLT
M 201 1-06-30 09 D203 NFO 104 Appihe asaon kogin FA L ED willh GSEmai @ i s OEFALLT
2 1-06- 10 090200 FFO o Loogn & e DEFALLT
-0 10 09 02:18 [ T] o Auction . Liser Man agement S
200 1-0f- 00 DB 0T 35 PaF O Al |Aoed mew user @ ssmam es SupecAimn mbseSoper e e
0 1-06-10 08 0T 30 WFO o Auction | Logoss Bt T
201 1-08-10 (D DT 532 WFD o L Coptrl ML e
20t -06- 40 00 BED3 WFO o L caggany loifuiat cirmiin
204 1-06-10 D008 5 KFO o Pasavword o pdaied for snor Supariomin Buparhgmin
D0 40830 09 T2E mFO (1] Auctioei - Fiess mre E58ckon SuperAdmin
20690 D98 T A2 [0} 1] Action: Resore B iscion SuperAgmn
SRR ] - I SR
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Appendix A
User Interface Error Messages

Error Text When the Error Message Occurs User Action to be Taken

A group with this name already exists When adding a machine group with a group name Use a unique group name
already used.

Audit log file upload error When upload audit log from TM. Try again. If problem persist, put the TM aside.

BallotBean.pageNumber=[#] is NULL/EMPTY | When import election with ballot style has more Need to go back to BLM where the

or > the size allowed [1] than the maximum pages allowed. User unlikely election.enc is created and adjust the election
run into this message because BLM shall already definition and make sure no ballot styles
has page limit checked. exceeds maximum pages allowed.

Cannot load application signature properly When application cannot find the signature file Re-install the application

Check party icon table for missing/invalid When election requires party icons and there are User needs to upload party icons for each

party icons party icons missing party in Party Icon Panel

Concluded election can only be deleted 22 When delete an concluded election prior to 22 Delete the concluded election 22 months after

months after election day months after election day election day.

Duplicate OE User Name Exists Duplicate OE user name found during user Contact administrator. System is messed with.
management.

Election Export Failed: xxx When unexpected error occurs during election Try again. If problem persist, ask administrator
export. for help.

Error add machine assignment for group xxx | When unexpected error occurs during assigning Try again. If problem persists, contact
machines to group. administrator.




Error Text

When the Error Message Occurs

User Action to be Taken

Error adding/updating group: xxx

When unexpected error occurs during
adding/updating machine group.

Try again. If problem persists, contact
administrator.

Error assigning machine group to election :

XXX

When assigning machine group for election.

Try again. If problem persists, contact
administrator.

Error deleting group xxx

When unexpected error occurs during machine
group deletion.

Try again. If problem persists, contact
administrator.

Error deleting machines: xxx

When unexpected error occurs during machine
deletion

Try again. If problem persists, contact
administrator.

Error importing machine files from ...

When error occurs during importing machine files.

Try again. If problem persists, contact
administrator.

Error in checking application signature

When unexpected error occurs at signature
verification to test application file integrity at
application startup.

Re-install the application

Error in playing file xxxx

When playing a sound file

re-upload the sound file

Error in starting/running application

This problem may only occur when there is

problem with the system or application installation.

If problem persists, contact system
administrator.

Error in updating sound status

When unexpected error occurs during sound file
status update.

Try to update and save the status again. If
problem persists, contact administrator.

Error occurred adding user

Add a new user

Try to add the user again. Contact
administrator if problem persists.

Error occurred while activating xxxx

Activating a user.

Try to activate the user again. Contact
administrator if problem persists.

Error occurred while deactivating xxxx

Deactivate a user.

Try to deactivate the user again. Contact
administrator if problem persists.




Error Text

When the Error Message Occurs

User Action to be Taken

Error occurred while updating password for
XXXX

Unexpected error during updating password.

Try to update the password again. Contact
administrator if problem persists.

Error occurred while updating role for xxxx

When fails to update user role during user
management.

Try again. Contact administrator if problem
persists.

Error populating election data

When tries to open an election and election data
fails to load

Try again. If problem persists, contact
administrator.

Error populating group display: xxx

When unexpected error occurs while populating
machine group display.

Try again. If problem persists, contact
administrator.

Error populating group info panel: xxx

When unexpected error occurs while populating a
machine group display after creating machine

group.

Try again. If problem persists, contact
administrator.

Error populating machine list for election:
XXX

When unexpected error occurs while populating
machine list for election.

Try again. If problem persists, contact
administrator.

Error populating machine list for group: xxx

When unexpected error occurs during populating
machine list display

Try again. If problem persists, contact
administrator.

Error remove machine assignment for group
XXX

When removing machine(s) from group.

Try again. If problem persists, contact
administrator.

Error removing machine group assignment
for election : xxx

When removing machine group assignment for
election.

Try again. If problem persists, contact
administrator.

Error retrieving election key for export

When export election and cannot retrieve the
election key

Try again. If problem persists, contact
administrator.

Error verifying the selected file

When restoring election from EM election backup
and the backup file fails signature verification.

Try again. If problem persists, contact
administrator.




Error Text

When the Error Message Occurs

User Action to be Taken

Exited without entering password

When exits password update dialog using exit
button.

Close the dialog and do nothing or try to enter
the password again.

Failed to access db.properties file or connect

to database

When database connection somehow cannot be
established at application startup.

Contact administrator if problem persists

Invalid data set on TM. Do you still want to
clean TM?

When clean a TM with invalid data set.

Use can choose to set the TM aside for further
investigation or force a TM clean.

Invalid Input File: xxx

Import new election with invalid election.enc file.

Use a valid election.enc file to import new
election.

Invalid User Type - xxxx

When invalid user type used during user
management.

The user type is invalid — Use a valid user type.

Loading election failed. Invalid input file

Import new election with invalid election.enc or
some other error during importing new election.

Use a valid election.enc file to import new
election.

Log file cannot be verified

When upload audit log files from TM

Try again. If problem persist, put the TM aside.

No application log entries to archive. Note:
Only application log entries older than 22
months can be archived.

When there is no log entries (old than 22 months)
to archive and user requests archive logs

No Action Required

No OVl receipt file is found. Log file cannot
be uploaded.

When upload audit log from an OVI TM with receipt
file missing.

User shall take the TM back to the machine
and see if the voting is closed.

Please Enter a value

Click Edit Password button for election password
entry on election option panel. Click Enter on
Election Password dialog without enter anything for
password and verify entries. This also occurs with
user management when user changes user
password but clicks Enter leaving password fields
on change password dialog empty.

Enter a valid password




Error Text

When the Error Message Occurs

User Action to be Taken

Passwords must be 7 characters

Click Edit Password button for election password
entry on election option panel. Enter a password
with less than 7 characters.

Enter a valid election password

Password must contain at least 1 non-
numeric character

Click Edit Password button for election password
entry on election option panel. Enter a password
that has all numeric digits.

Enter a valid election password

Password must contain at least 1 non-alpha
character

Click Edit Password button for election password
entry on election option panel. Enter a password
that has no numeric digits.

Enter a valid election password

Please enter the user name

Add a new user without enter a user name

Enter a valid user name

Please select the user role

Add a new user without select a user role

Select a user role

Signature not valid for file xxx

When application file fails signature verification

Try again. If problem persists, re-install the
application.

Sorry, the password must be between 7 and
15 characters. And have at least one number
and one letter. Please try again.

Add a new user with valid user name and user role.

On password entry dialog, click 'Enter' with invalid
password entry.

Enter a valid user password

Sorry, the password does not match the
confirmation. Please try again.

When updating user password

Make sure verify entry has the same content
as the password entry.

Sorry, the username or password you
entered is invalid. Please try again.

When login the application with invalid username
and password combination.

Enter valid username/password to login

SQL Error: n records found for user xxxx

User management.

Contact administrator. System is messed with.

soundfilepathis not found

Playing a file that is missing from the system

Re-upload the sound file

soundfilepath is corrupted

Playing a corrupted mp3 sound file

Re-upload the sound file

soundfilepath failed to play

Error playing a sound file

Re-upload the sound file




Error Text

When the Error Message Occurs

User Action to be Taken

Tabulator Client application is running.
Please close Tabulator Client application and
restart Election Manager.

Start EM application while Tabulator Client
application is running on the same machine.

Close the Tabulator Client application and try
to start Election Manager application again.

The application is already running.

Start EM application and try to start another
instance of the EM application.

Close the dialog and use the EM application
that's running.

The application cannot run on xxxx

Run the application on a system that is not Linux.

Contact administrator.

The application experienced a problem
executing query (or queries). Please retry. If
problem persists, please contact
administrator.

Failure query or update the database.

Click OK button on the dialog. Check input
data. Contact administrator if problem
persists.

The application failed to connect to DB
server. Please contact administrator.

This problem may only occur when there is

problem with the system or application installation.

Click OK button on the dialog. Try to restart
the application or restart the machine. If
problem persists, contact administrator.

The exported election cannot be deleted

When delete an exported election

Don't delete election in exported state.

The sound file xxx is missing.

Sound file is missing when it is expected to be
found in file system.

Upload the sound file. If problem persists,
contact administrator.

There was a problem in archiving application
log. View log for details or try again.

When there is a problem to archive the logs

Try again. If problem persist, ask administrator
for help.

Try again... Password and Verify fields did
not match

Click Edit Password button for election password
entry on election option panel. Enter a valid
password and enter something different in verify
field.

Enter the same valid password in password
field and verify field.

The sound file xxxx is missing

Play a sound file that is missing

re-upload the sound file

This task cannot be cancelled

When trying to close a progress dialog that cannot
be cancelled

Stop cancelling the task and wait for the task
to be finished




Error Text

When the Error Message Occurs

User Action to be Taken

User name must be alphanumeric between 5
and 15 characters

Add a user with invalid user name.

Enter a valid user name

User name XxxxXx is reserved

When using reserved user name.

Avoid using the reserved user name.

Valid OVI/FVT voter timeout value should be
between 120 and 600

When trying to save election options and OVI/FVT
timeout value is invalid.

Correct the OVI/FVT voter timeout value on
election options screen and save.

Valid OVO voter timeout value should be
between 20 and 600

When trying to save election options and OVO
timeout value is invalid.

Correct the OVO voter timeout value on
election options screen and save.

Votes have not been uploaded to central
tabulation system. Log file cannot be
uploaded.

On TM Maintenance Upload screen, inserta TM
with OVO data that not yet uploaded to tabulator
yet.

Upload the content of the TM to Tabulator
first then try to upload log on EM again.

xxxx already exists

Add user with a user name already used

Enter a unique user name
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Appendix B

Election Manager System Limits

Value Limit Input Type
Election Manager
Max # of Elections 8
Total number of pages per ballot 1-3
Application log archive time frame 22 Months Hard coded.
Common Options
Fields
Require Sound Files checked = Yes, unchecked = No Checkbox
Clear USB Election Files After Load checked = Yes, unchecked = No Checkbox
Election Password 7 Digit Alphanumeric Text
Election Password Confirm 7 Digit Alphanumeric Text
Technical Support Number 30 Digit Alphanumeric Text
Enter Text For The Signature Line 1,000 Digit Alphanumeric Text
Enforce Close Polls Time checked = true, unchecked = false Checkbox
Close Time: Hours Number Range: 01 - 12 Drop Down
Close Time: Minutes Number Range: 00, 15, 30, 45 Drop Down
Close Time: AM/PM Possible Values: AM, PM Drop Down
OVO Options
Fields
Use Password Protect checked = Yes, unchecked = No Checkbox
Show Public count On Voter Screen checked = Yes, unchecked = No Checkbox
Export Images checked = Yes, unchecked = No Checkbox

Ballot Alert Print Only

checked = Yes, unchecked = No

Radio Button

Ballot Alert On-Screen Display

checked = Yes, unchecked = No

Radio Button




Value Limit Input Type
Full Ballot Review checked = Yes, unchecked = No Radio Button
Undervote Checking Possible Values: No Undervote Check, Check All Drop Down
Contests, Check Selected Contests
Set OVO Voter Timeout (in Seconds) | Number Range: 20-600 Integer
Validate BMDBallots checked = Yes, unchecked = No Checkbox
Show Validation Checkbox When checked = Yes, unchecked = No Checkbox
Alert Detected
Print Zero Count On Pre-init Setup checked = Yes, unchecked = No Checkbox
Auto Print Voter Ballot Alert checked = Yes, unchecked = No Checkbox
Auto Print Voter Receipt checked = Yes, unchecked = No Checkbox
Enter Alert Report Header Title 20 Digit Alphanumeric Text
Consolidated Summary For Pre-init checked = Yes, unchecked = No Checkbox
Precinct
Show Contest Results On Election checked = Yes, unchecked = No Checkbox
Day
Show Over/Under Votes On Election | checked = Yes, unchecked = No Checkbox
Day
Show Precinct Split Totals checked = Yes, unchecked = No Checkbox
Show Blank Count checked = Yes, unchecked = No Checkbox
Show Percentages checked = Yes, unchecked = No Checkbox
Show Candidates in Order By Values: Default Order, Number of Votes Drop Down
Show Overvote Count By Values: Vote For, Voter Drop Down
BMD Options

Fields
Use Password Protect checked = Yes, unchecked = No Checkbox
PA Straight Ticket checked = Yes, unchecked = No Checkbox
Default Number of Columns Values-1, 2,3 Drop Down
Displayed (OVI-VC Only)
Enable Automatic Deselection checked = Yes, unchecked = No Checkbox




Value Limit Input Type
Use Separate Party Sound For checked = Yes, unchecked = No Checkbox
Candidate
Show Party Icon checked = Yes, unchecked = No Checkbox
Set OVI/FVT Voter Timeout (in
Seconds) Number Range: 120-600 Integer
Barcode Expiration (In Minutes) Values: 1-60, NEVER Drop Down
Sounds
Fields
Sound Script 1000 Digit Alphanumeric Text
Party Icons
Fields
Icon .gif image exactly 55 x 55 Image
Machine Logs
Fields
Election ID Election IDs that admin log has been uploaded Drop Down
Machine ID Machine IDs that admin log has been uploaded Drop Down
for the election.
System code 0-50 characters Text
User Management
Fields
User Name 5 to 15 Digit Alphanumeric Text
User Role Possible Values: Superuser, Supervisor, Text
Maintenance, Admin User
Password 7 - 15 Digit Alphanumeric Text
Verify 7 - 15 Digit Alphanumeric Text

Retention time for old passwords.

24 months

Integer (Hard coded)
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