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and is not permitted to copy, reproduce, or to incorporate the contents hereof into any other media other
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PROPRIETARY NOTICE

The statements in this work, including, without limitation, directions, commentary, notes, and other ele-
ments contained herein, and their selection, expression, format, ordering and other attributes, constitute
proprietary and confidential technical information and are protected under Canadian, United States and
International copyright and other intellectual property laws. Title and all rights thereto, including, but
not limited to all copyrights, trademarks and any trade secrets belong solely to Dominion. No distribu-
tion of any contained statements by a licensee or use by a distributee, whether as a product or a service,
including without limitation, the right to copy, duplicate, reproduce, adapt, publish, quote, translate or
incorporate into other formats, media, or derivative works of any kind, is permitted.
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RELEVANT DISCLAIMERS

The final list of items to be disclaimed in this release is to be confirmed.
Please be advised that this document may make reference to the following Democracy Suite® function-
alities:

e AIMS Data Translator

e Avalue tablets

e EMS Enterprise configuration

o Election Data Exchange Station (EDES)

e ImageCast® Evolution

e ImageCast® Evolution Dual Monitor functionality
e ImageCast® Listener

e ImageCast® Precinct

e ImageCast® Precinct Audio

e ImageCast® Precinct Ballot Marking Device (BMD)
e ImageCast® Precinct BMD Audio

e Rank Choice Voting (RCV)

e Recall Issues

e Mode 2 asymmetric cryptography

e Mode 3 asymmetric cryptography

e NYS General and Primary Ballot Template

e Modem and transmission functionality

e WinEDS Importer

These functionalities are not components of the current Democracy Suite® 5.2-CO certification campaign,
and should be disregarded throughout the document.
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Chapter 1

Introduction

This document describes how to set up the ImageCast® Central hardware, install the ImageCast®
Central application software, and all third-party prerequisites.

1.1 Related Documents

The following documents contain information on the operation and maintenance of the ImageCast®
Central system:

e 2.02 - Democracy Suite® System Overview

2.08 - Democracy Suite® ImageCast® Central System Operation Procedures

Canon DR-G1130 User Manual
Canon DR-M1601I User Manual

Canon DR-X10C User Manual

e Democracy Suite® EMS System Installation and Configuration Procedure

e Democracy Suite® ImageCast® Central User Guide

Date: 2017-02-16 13:53:587Z
Rev: 5.2-C0O::84




1.2 System Overview

The ImageCast® Central (ICC) is an election ballot tabulator that consists of the following:

e Generic PC: Runs the ICC application software

e High-speed scanner: Converts paper ballots into electronic images

e ICC application software: Controls the scanner and processes the images
e Election Data Files: Informs the application on how to process the images

e iButton security key: Contains cryptographic values in order to decode election files in a secure
and controlled manner

e 1-Wire interface device: Allows the application to read the values stored on the iButton

e Network connection: Transmits the results from the application

1.2.1 Hardware Platform

The ImageCast® Central application runs on the following minimum system requirements:

e Intel Core i3-series processor

e Windows 10 Professional 64-bit
e 4 GB of RAM

e 250 GB hard disk

DVD-ROM drive

1 Gbps network adapter (if connected to the EMS network)

e Minimum of 5 USB ports to support the following USB devices:
— Wired keyboard

— Wired mouse

— 1-Wire iButton reader/writer

— Compact Flash reader or USB removable drive

— Scanner

Date: 2017-02-16 13:53:587Z
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The recommended system requirements are:

e Intel Core i5-series processor

Windows 10 Professional 64-bit

8 GB of RAM

500 GB or greater hard disk
DVD-ROM drive

e 1 Gbps network adapter (if connected to the EMS network)
e 2 USB 3.0 ports (for CF reader and scanner)

e 3 or more USB 2.0 ports

The standard ImageCast® Central configuration uses an all-in-one touchscreen PC that meets or exceeds
the recommended system requirements. The PC is coupled with a Canon high-speed scanner.

Figure 1.1: ImageCast® Central with Canon DR-X10C

Refer to 2.02 Democracy Suite® System Owverview for more information about the hardware platform.
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1.2.2 Software Environment

The ImageCast® Central application runs on the Windows 10 Professional platform. Third-party device
drivers and certain Windows Features are also installed.

1.2.3 Network Environment

The ImageCast® Central can be run as a stand-alone unit or as part of the Democracy Suite® EMS
network. When connected to the EMS network, the ImageCast® Central saves scanned ballots directly
to the EMS Server for tally or adjudication.

The EMS network is comprised of a central server and one or more connected client PCs, ImageCast®
Central workstations and a report printer, connected by a passive or managed switch. ImageCast®
Central workstations and other client machines are served IP addresses by a DHCP server.

The EMS network can be installed in a Standard or Express configuration.

The EMS Standard configuration uses server-grade hardware and is connected to an unmanaged network
switch. The EMS Standard Server runs Microsoft Windows Server 2012 R2 Standard. At least one EMS
client workstation is needed to use the EMS applications.

Switch

MBP Workstation

—

Ballot Printer

EMS Server (Rack) KvM

Smart UPS %

Report Printer

EMS Workstation Adjudication 1CC Workstation (DR-X10C)  ICC Workstation (DR-G1130)  ICC Workstation (DR-M1601i)
Workstation

Figure 1.2: Democracy Suite® EMS Standard Configuration
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The EMS Express configuration uses a desktop PC running Microsoft Windows 10 Professional. The
computer is connected to a managed network switch which provides DHCP and DNS services. All EMS
server and client applications are installed on the same machine. Additional client workstations are
optional.

Managed Switch

EMS Express Server

MBP Workstation

Report Printer

T i =
W EL ) N W
EMS Workstation Adjudication ICC Workstation (DR-X10C) ICC Workstation (DR-G1130) ICC Workstation (DR-M1601)
Workstation

Figure 1.3: Democracy Suite® EMS Express Configuration
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1.3 Additional Notes

1.3.1 Choice of Web Browser

The ICC application does not require the use of a web browser, but in order to download the scanner
driver software, a web browser is necessary. This document describes the install process when using the
Windows Edge browser built into Windows 10 Professional. You may choose to use a different browser,
but it will be easier to follow along with the screen shots provided if Windows Edge is used.

1.3.2 User Access Control Prompts

Depending upon the security features installed on Windows, warning dialog prompts may be displayed
at various points throughout the installation process. Those prompts may ask for an administrative
password, or they may simply ask for confirmation. If presented with a dialog prompt, perform the
action that will allow you to proceed, and continue with the installation process.
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Chapter 2

Preparing for Installation and
Configuration

This chapter describes the equipment and materials needed for the installation procedure and how to
prepare them.

2.1 Prerequisites

Gather all of the hardware, software, tools and documentation that is needed for the installation.

Section 2.2 explains how to obtain the required software and documentation.

e Required hardware components:

— ImageCast® Central computer
— Canon scanner:

* DR-G1130
* DR-M160II
* DR-X10C

— Wired keyboard

— Wired mouse

— 2 power cables

USB-A to USB-B cable

— Compact Flash card reader

— 1-Wire iButton reader
e Required software components:

— Windows 10 Professional 64-bit installation disc

— Computer manufacturer’s device drivers

— Report printer drivers (Optional)
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— WSUS offline updates
— Democracy Suite® installation disc
— TWAIN scanner driver

e Tools and documentation:

— Canon scanner user manual

— Removable medium to transfer downloaded files

Spreadsheet or other document to record the machine names, IP addresses, user names, pass-
words and other important system information that will be entered throughout the course of
the installation procedure.

— Test election files and programmed iButton security key
Test ballots

2.2 Obtaining Software and Documentation

NOTE: Each jurisdiction has specific procedures for obtaining certified software and documentation
packages. Consult your jurisdiction’s voting systems certification authority for more information.

e Democracy Suite® installation disc:

— ImageCast® Central software

— Third-party prerequisites (Microsoft Visual C++ Redistributable 2013 (x86), Maxim 1-Wire
iButton driver)

— Windows hardening templates

The following are provided by Dominion Voting, VSTL or certification authority:

e Windows 10 Professional 64-bit installation disc: License and installation media included with the
computer

e Computer manufacturer’s device drivers: Downloaded from the manufacturer’s website or provided
by Dominion Voting

e Report printer drivers (optional): Downloaded from the manufacturer’s website, or installed from
the included disc

e WSUS offline updates: In Section 5.2.1, WSUS offline updates must be installed. The update
utility is downloaded from http://download.wsusoffline.net/

e Scanner driver: Can be installed from the driver disc included with the scanner, or downloaded
from the manufacturer’s website.
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2.3 Network Planning

NOTE: This section applies to networked configurations only.

Before installing the ImageCast® Central system, the EMS Administrator should have a clear under-
standing of the network topology and have a plan for what machine names and user accounts will be on
each system.

Report Printer  Ballot Printer
192.168.100.159 192,168.100.158

EMSSERVER

192.168.100.10 [P=
Admin: emsadmin o Duu =

EMSCLIENTO1 % lccos

N1’92_. 1}':!11']'.;15_01 192.168.100.157
min: emsadmin: Admin: iccadminé
User: emsuserl

e ,_ D

ADJCLIENTO1 )
192.168.100.151
Admin: adjadminl
User: adjuserl

ICCOo5
192.168.100.156
Admin: iccadmins

Switch

N o
Nk N

i ,.
ICCo4

ICCo1 \ = 192.168.100.155
192.168.100.152 % 1) ) fay- ) & Admin: iccadmina
Admin: iccadminl m % \l/

ICco2 ICco3
192.168.100.153 192.168.100.154
Admin: iccadmin2 Admin: iccadmin3

Figure 2.1: Democracy Suite® EMS Network Example

Refer to 2.02 Democracy Suite® System Overview and Democracy Suite® EMS Installation and Con-
figuration Procedure for more information about the EMS network.
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2.4 User Accounts

Each ImageCast® Central machine must have at least one Windows administrator, who is the primary
administrator of the system. In most cases this is the same person who performs the EMS Administrator
role. Refer to Democracy Suite® EMS Installation and Configuration Procedure for more information
on user accounts.

Additional users accounts can be created for other users of the system on each machine. Only those who
should have the ability to configure and modify ICC and its files should be members of the Administra-
tors group. Other users should be members of the Users group.

2.4.1 Accessing the EMS Server

To allow the ImageCast® Central application to connect to the EMS Server, the same user names and
passwords used on the ICC should exist on the EMS Server as well. The user names and passwords must
match on EMS Server and the ICC machines. User names are case sensitive.

Refer to Democracy Suite® EMS Installation and Configuration Procedure for more information on
enabling sharing with the ImageCast® Central Workstation.
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2.5 Passwords

2.5.1 Strong Passwords

Strong password definition featuring at least 14 characters. For example, Password123abc!.

2.5.2 Password Policy

The following is the recommended password policy. The password must:

e Contain at least 14 characters

e Contain characters from at least three of the following categories:

Uppercase letters (A, B, C, etc.)
— Lowercase letters (a, b, c, etc.)
— Numbers (0, 1, 2, etc.)

Non-alphanumeric characters such as: . _ ! $§ & *

e Not contain the words “Administrator” or “Admin” related to usernames or account/role names

NOTE: The policy is enforced when the hardening template is applied.

2.5.3 User Password Reset

If you have forgotten a user’s password or need to force a reset, reset the password:

Set Password for emsadmin X

Rlesetting this password might cause imeversible loss of information for this user account.
l\ For securty reasons, Windows protects certain information by making it impossible to
~  access f the user’s password is reset.

This data loss will ocour the next time the user logs off.

You should use this command only i a user has forgotten his or her password and does
not have a password reset disk. If this user has created a password reset disk, then he or
she should use that disk to set the password.

I the user knows the password and wants to change it, he or she should log in, then
press CTRL#ALT+DELETE and click Change Passward.

For additional information., click Help.

Figure 2.2: Set Password for emsadmin Screen
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1.

To reset the password, right-click the
created user, and click Set Pass-
word.

The Set Password for test screen ap-
pears.

Read the instructions, and click
Proceed.




Set Password for emszadmin 7 b4
Mew password: |--------------
Confirm password: |||||||||-|--||

[, Fyou click OK, the following will occur:
This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal securty certfficates.

if you click Cancel, the password will not be changed and no data loss wil
QCCwr.

| Cance

Figure 2.3: Set Password for emsadmin Screen

et Password for emsadmin 7 4

Mew passw

Corfirm pas

i if you o The password has been set,

This u ncrypted
files, =
if you click a logs will
oceCur.
QK Cancel

Figure 2.4: Local Users and Groups Screen
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Local Users and Groups >

4. Add a new password and confirm it.
5. Click OK.

6. The Local Users and Groups win-
dow appears.

7. Click OK.

8. The new password is set.



2.5.4 Setting Password Reset at Next Login

9.
10.

Right-click the Windows button and then click Computer Management.
The Computer Management window appears.

Expand System Tools and then expand Local Users and Groups.

Click Users.

From the right-hand pane, right-click the user name that requires the password reset and click
Properties.

The Properties window appears.

From the General tab, confirm the User cannot change password and Password never
expires check boxes are cleared.

Select the User must change password at next logon check box.
Click Apply then click OK.

Close the Computer Management window.

2.5.5 BIOS Password

If the BIOS of the computer can be accessed, the “first boot device” setting can be changed. A password
of at least 8 characters should be implemented to prevent this. Dominion Voting Systems recommends
that the password contain a combination uppercase and lowercase letters. Adding special characters
increases the password’s resistance to brute force.
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Chapter 3

Hardware Setup

This chapter covers the hardware setup for the ImageCast® Central system.

3.1 Prerequisites

To begin setting up an ImageCast® Central workstation, gather the following hardware equipment in
the installation location:
e ImageCast® Central computer

e Canon scanner:

— DR-G1130
— DR-M160I1
— DR-X10C

Wired keyboard

e Wired mouse

2 power cables

Power strip or UPS
e USB-A to USB-B cable

Compact Flash card reader

1-Wire iButton reader

Place the ImageCast® Central computer in an area where there is enough space for the scanner and
stacks of ballots to be processed through the scanner. Place the scanner next to the computer.
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3.2 Connecting the Devices

1.

Connect the power cables provided to the UPS device or to a power strip (if you do not have a
UPS device).

. Connect the keyboard and mouse to the USB 2.0 ports on the computer.

Connect the Compact Flash card reader to the USB 3.0 ports on the computer, if available.
Connect the network interface on the computer to the switch using the CAT5e or CAT6 cables
provided.

NOTE: If the ImageCast® Central workstation is being deployed as a stand-alone unit, do not
connect the network interface to the switch.

DO NOT connect the scanner to the computer at this time.

DO NOT connect the 1-Wire iButton reader to the computer at this time.

3.3 Initial BIOS Configuration

Before the operating system installation can begin, some initial configuration steps must be performed
on the computer’s BIOS.

e All installations should begin with a correct and known BIOS configuration. To ensure that the

BIOS configuration is correct, perform a factory reset on the BIOS settings, restart the computer
and then apply the appropriate settings.

e Before the operating system installation starts, the computer’s boot mode should be set to UEFI

mode. It is also recommended that the Secure Boot feature be enabled, if available.

e Wireless peripherals and network interfaces are not used with the Democracy Suite® system. On-

board wireless adapters can be disabled from the BIOS menu.

Instructions for performing these initial configuration steps for Dell computers can be found in Appendix
A, Section A.1.
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Chapter 4

Operating System Installation

This chapter covers the installation of the Windows 10 Professional operating system for the ImageCast®
Central Workstation.

4.1 Installing Windows 10 Professional
Use the following procedures to install and configure Windows 10 Professional.

1. Insert the Windows 10 Professional installation disc into the DVD-ROM drive.
2. Restart the system.

3. While booting, press the Boot Options key (F12) to enter the boot menu.

4. Select the option to boot from the DVD-ROM drive.

5. When prompted, press any key to
Press any key to boot from CD. . boot from the disc.

Figure 4.1: Windows 10 Installation Boot From Disc

Date: 2017-02-16 13:53:587
Rev: 5.2-C0O::84




6. The system begins loading the files.

Figure 4.2: Windows 10 Installation Loading Files
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7. After the workstation boots up, the
Windows Setup screen appears.

8. Review the Windows 10 installation
settings:

e Set Language to install to
English (United States)

=& Windows

B — e Set Time and Currency
= Format to English (United
States)

e Set Keyboard or input
method to US

9. Click Next.

Figure 4.3: Windows 10 Installation Adjust Local Settings

10. Click Install Now.

&= Windows

Figure 4.4: Windows 10 Installation Install Now
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11. Depending on your version, the Li-
cense key screen may appear. Type
the product key, and click Next.

() oy Windows Setup

Activate Windows

f this is the first time you're installing Windows on this PC (cr you're installing a different edition)
you need to enter a valid Windows product key. Vour product key should be in the confirmation
email you received after buying a digital copy of Windows or on 2 label inside the box that
Windows came in

The product key looks like this: XXXHX-X00KK- X0 XK-XUNK

I you're reinstalling Windows, select] don't have a product key. Your capy of Windows will be
automatically activated later

Privacy statement Tdon't have a product key

ing information 2 Tnstallin

Figure 4.5: Activate Windows

12. The License Terms screen appears.

13. Accept the terms of the End-User Li-
@ dyvindowssep cense Agreement, and click Next.

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject o your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft o its licensed distributors.

EULAIDRSC_RL_1_ED_PS_V_en-us

¥ accept the license terms

lecting information 2 Installin

Figure 4.6: Windows 10 Installation License Terms
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The Installation Type screen ap-
pears.

© s vt . Click Custom Installation op-
tion.

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This aption is only
available when 2 supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want to
t

make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue

Help me decide

Collecting information 2 Installing Wind

Figure 4.7: Windows 10 Installation Type

In the Windows Setup screen, se-
lect one drive and click Delete. Re-
peat this step until there are no more
drives to delete and Drive 0 Un-
allocated Space is the only option
Name Total size Free space | Type that appearS.

Drive 0 Unallocated Space 320GB 320GB
Click Next.

@ G Windows Setup

Where do you want to install Windows?

W

43 Refresh £ Delete. J Eormat

€3 Load driver R Extend

llecting information 2 Tnstalling Wi

Figure 4.8: Windows 10 Installation Storage Management
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The Windows 10 installation begins,
and the following screen shows the
progress of the installation.

) Windows Setup

Installing Windows

NOTE: The system may reboot sev-
eral times.

Status

J/ Copying Windows files
Getting files ready for installation (50%)
Tnstelling features
Tnstelling updates
Finishing up

Figure 4.9: Windows 10 Installation Progress Screen

. If the Lets get connected screen
appears, click Skip this Step.

. Click Customize.
Get going fast

Change these at any time (scroll to see more). Select Use Express settings to:

Personalize your speech, typing, and inking input by sending your input data to Microsoft. Let
Microsoft use that info to improve the suggestion and recognition platforms.

Let Windows and apps request your location, including location history, turn on Find My Device, and
use your advertising ID to personalize your experiences. Send Microsoft location data to improve
location services.

Help protect you from malicious web content and use page prediction to improve reading, speed up
browsing, and make your overall experience better in Windows browsers. Your browsing data will be
sent to Microsoft.

Automatically connect to suggested open hotspots. Not all networks are secure.

Get updates from and send updates to PCs on the Intemet. Send full diagnostic and usage data to
Microsoft.

Connect with friends. Let Skype use your contacts and verify your phone number. SMS charges may
-

Leam more

(:1,7' Customize Use Express settings

Figure 4.10: Windows 10 Installation Get going fast Screen
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. In the Customize Settings win-
dow, set all options to Off and then
click Next.

Customize settings

Personalization
Personalize your speech, typing, and inking input by sending your input data to Microsoft.

Off

Send typing and inking data to Microsoft to improve the recognition and suggestion platform.
off

Let apps use your advertising ID for experiences across apps.
off [ |
Let Skype (if installed) help you connect with friends in your address book and verify your mobile

number. SMS and data charges may apply.
off

Location

Figure 4.11: Customize settings window

In the Customize Settings win-
dow, set all options to Off then click
Next. Repeat the process if addi-
Customize settings tional settings appear.

Connectivity and error reporting

Automatically connect to suggested open hotspots. Not all networks are secure.
Off

Automatically connect to hotspots temporarily to see if paid network services are available.
off

Send full diagnostic and usage data to Microsoft. Turning this off sends only basic data.

off

Figure 4.12: Continued customize setting window
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23. If the Who owns this PC window
appears, select I own it and click
Next.

Who owns this PC?

My work or school owns it
We'll set it up as theirs and you'll get access to their stuff (network, email, apps, and more). They'll
have full control of this PC.

lown it
We'll set it up as yours using a Microsoft account.

Figure 4.13: Who owns this PC screen

24. If the Make it yours screen ap-
pears, click Skip this step.

Make it yours

Your Microsoft account opens a world of benefits. Sign in for your personalized experience.
more

[mail, phone, or Skype name

Signin

Figure 4.14: Make it yours screen
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25. In the Create an Account for this
PC window, type a user name (for
example, iccadminl), a strong pass-

Create an account for this PC word of at least 14 characters, set a

password hint,

26. Click Next

If you want to use a password, choose something that will be easy for you to remember but hard for
others to guess.

Who's going to use this PC?

Make it secure.

Figure 4.15: Create an Account for this PC screen

27. In the Meet Cortana screen, click
Not now.

Meet Cortana

Cortana is your sidekick, ready to help with anything that keeps you super, heroic, or just on time.

To let Cortana provide personalized experiences and relevant suggestions, Microsoft collects and uses
information including your location and location history, contacts, voice input, speech and handwriting
patterns, typing history, searching history, calendar details, content and commurnication history from
messages and apps, and other information on your device. In Microsoft Edge, Cortana uses your
browsing history. You can always tinker with what Cortana remembers in the Notebook and disable
Cortana in Microsoft Edge.

O

In short, I'm your personal assistant and sidekick.
Ready when you are.

Figure 4.16: Meet Cortana screen
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28. It may take a few moments for Win-
dows to start.

Getting things ready, please don't turn off

your PC

Figure 4.17: Windows Setting up for the first time
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Chapter 5

Operating System Updates

This chapter covers the configuration and installation of operating system updates for Windows 10
Professional after it has been installed.

5.1 Disabling Automatic Updates

2 Comt P tems - = < 1. From the Windows desktop, right-
T —— B g click the Start menu and click Con-
trol Panel.

2. In the View by field, select either
Large icons or Small icons if the
screen has not already been set.

3. Click Administrative Tools

Adjust your computer's settings Viewby:  Smallicons +

] LiveUpdate (32-bit)
B8 NVDIA Contrl Panl

. Toskbarand Navigation

P Windows Firewall

Figure 5.1: Configuring Windows Updates - Control Panel
Screen
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. .
- [N Admiristrative Tools == 4. Click Services.
Home  Share  View Manage ]
4 %% » Control Panel » All Control Panel tems » Administrative Tools v O] | Search Administrative Tools
YTy Name Date modified Type Size
& Downloads # [ Component Services 10/30/2015 317 AM  Shortcut 268
B Desktop + ™ Computer Management 10/30/20153:17AM  Shortcut 2k8
8 Documerts . i Defrogment and Opimize Drives 0/30/2015 317 AM  Shorteut 2Ke
ﬁ'm , 7 DikCleanup 10/30/2015 319 AM  Shorteut 2k8
&) Pictures
G 3 Event Viewer 10/30/2015 317 AM  Shorteut 2k8
& OneDrive £8 Intemet Information Services (IS) 60 Ma...  10/30/2015 318 AM  Shortcut 2K8
= S Intemet Information Services (IS) Manager  10730/2015 312 AM  Shortcut 2@
= ThicPC G4 i5CSi Intiator 0/30/2015 317 AM  Shorteut 2Ke
[ Desktop 3 Local Security Policy 10/30/2015318AM  Shortcut 2k8
[= Documents. [ ODBC Data Sources (32-bit) 10/30/20153:18 AM  Shortcut 2KB
& Downloads 5 ODEC Data Sources (64-bit 10/30/2015317AM  Shortcut 2k8
D Music ) Performance Monitor 10/20/2015317 M Shortcut 2(@
B s 58 Print Management 30015 31BAM  Shorteut 2K
g videos 3 Resource Monitor 10/30/2015 317AM  Shortcut 2k8
£ Senvices 10/30/2015317AM _ Shorteut 28
05(C:
e 2 System Configuration 10730/2015 317 AM  Shottcut K8
= DATAPARTY(0) T system Information 0/30/2015 317 AM  Shorteut 2k8
g DVD Drive (GJ) EMSinstall (B Task Scheduler 10/20/2015 3:17AM  Shortcut 2k8
& d (\Qabackupserver) (V: Windows Firewall with Advanced Security  10/30/2015 2 Shortcut 2k8
o nas (\Emsserverl06) (z) 36 Windows Memory Diagnostic 10/30/2015 31 Shortcut 2k8
& Network
items 1 item selected 113KB

Figure 5.2: Administrative Tools screen

0 sem T
5. Locate and right-click Windows
£+ BEnGIEn ey, Update then click Properties
e P p :
Windows Update: Name & Description  Status. Startup Type  Log On As. =
Stop the service G Windows Event Collector This service Manual
Description: ) Windows Font Cache Senvice Optimizes p... Running  Automatic  Local Service
e hedetection, downlesd, 0. Windousmoge it Providesm.. Running  Auamatc  Loclenice
1 auomatic ipdsng SN i Wiows Wi Plye et St Wi Vi «
G WinHTTP Web Proxy Auto-. o Manual Local Service.
{6 Wired AutoConfig stop Manual Local Syste.
) World Wide Web Publishin.. AllTosks > | Avtomatic  Local Syste..
e s
it b typ
(LY - AT ETOCN dropdown menu and click Ok
s et |
Windows Update Name - Description  Status  StartupType Lo On As .
i Sttt 5= ooty 7. Close all windows.
RBestart the service. ‘Wmdnwx[ Windows Update Properties (Local Computer) X
Windows Fil  General LogOn Recovery Dependencies
D s s S
installation of updates for Windows. Windowsin  Service name:  wuauserv
mterpmionics Qoeonl| oo Wb
T e
i |
e
& Windows Uj
GwinHTTPY  from here.
e
s o |
G Xbox Live Auth Manager Provides au. Manual Local Syste.

Figure 5.4: Windows update properties window
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5.2 WSUS Offline Updates

This section outlines the procedures for obtaining the security updates and patches for Windows 10 Pro-
fessional. Microsoft publishes these updates through its online service called Windows Update. However,
since the system works in a closed environment without internet access, an alternate tool called WSUS
Offline Update must be used. This procedure requires a separate, internet-connected computer which is
used to stage the security updates and patches and then transfer them to the offline machines.

5.2.1 Downloading WSUS Offline Updates

1. On a separate, internet-connected computer, download version 10.8.1 of WSUS Offline update from

http://download.wsusoffline.net/.

I ¥ [] = | wsusoffline e o X
Home Share View (2]
« ~ 4 || s ThisPC > Downloads » wsusofflinel08 > wsusoffline v & | Search wsusoffiine »

A Name Date modified Type Size

v 3 Quick access
< Downloads
[ Desktop
[ Documents

bin File folder

client File folder
emd File folder

doc File folder

4 % %%

=] Pictures
exclude

File folder
@ OneDrive iso
log
sh
[ Deskiop static

[£] Documents ot

& Downloads [] UpdateGenerator.au3
b Music ] UpdateGenerator
=] Pictures

B videos

i 0S(C)

File folder
File folder
~ O This PC File folder
Filefolder
Filefolder
AU3 File 159kB

Configuration sett. 2K8

12items

Figure 5.5: WSUS Offline - Unpacked folder Screen

A7 WSUS Offline Update 10.8.1 - Generator — )
Repository info

Download Microsoft updates for. Last download: [None]

Windows  Office Legacy products.

Windows 7/ Server 2008 R2 (w61 / w61-x64)
[1x85 Global (multiingual updates)

Windows Server 2012 (wB2-x64)

=64 Global (multiingual updates)

[[]x84 Giobal (muttiingual updates)
Windows 8.1/ Server 2012 R2 (w63 / wb63-x64)
[1x85 Global (multiingual updates)
Windows 10 / Server 2018 (w100 / w100-x64)
[[1x86 Glabal (multiingual updates)

=64 Global (multiingual updates)

#1684 Global (muttiingual updates)

Options.

Verify downloaded updates.

Include C++ Runtime Libraries and NET Frameworks
[ include Wicrosoft Security Essentials

Include Service Packs

[Jinclude Windows Defender definitions
Create ISO image(s).
[ per selected preduct and language [1per selected language, *&6-cross-product’ (desktop only)

USB medium

Copy updates for selected products into directory: Ciloffineupdates [ clean up target directory
o] IS0 /UsSB
Start WETy e Proxy.. WSUS.. Donate.. Exit

] Only create collection script

Figure 5.6: WSUS Offline - Main window settings Screen

7. When asked to update WSUS Offline Update click No.

4. Under Options,

2. Unpack the zip archive to a folder of
your choice, and run UpdateGener-
ator.exe.

NOTE: If you receive a Windows
UAC prompt, accept it to access the
WSUS Offline.

3. The WSUS Offline Update win-
dow appears. Under Windows 10 /
Server 2016 (w100 / w100-x64),
select the x64 Global (multi-lingual
up- dates check box.

select the Verify
downloaded updates, Include Ser-
vice Packs, and Include C+H+4
Runtime Libraries and .NET
Frameworks check boxes.

5. Select Copy updates for selected

products into directory and select
a folder you want to download the up-
dates to.

6. Verify all options match those selected

in Figure 5.6, and click Start.

8. If the program prompts you to update to latest Trusted Root Certificates, click Yes.
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http://download.wsusoffline.net/

Figure 5.7:
updates and patches Screen

: |
Repository info
Download Microsoft updates for... Last downioad: /242016
Windows Office Legacy products
Windows 7 / Server 2008 R2 (w61 / w81-x84)
[[] %88 Global (muttiingual updates) [[] x84 Giobal (multiingual updates)
Windows Server 2012 (w62-x64)
D %54 Global (multiingual updates)
‘Windows 8.1/ Server 2012 R2 (w63 / wE3-x64)
[ x5 Global (mutiingual updates} [ x84 Global (muttiingual updates)
Windows 10 / Server,

[[] %25 Glabal {muttiin

Download / image creation / copying successful.
‘Would you like to check the log file for possible warnings now?

Options.
[ erify downloaded {
Include C++ Runtime|
[] include Microsoft Security Essentials

Yes No

] \nclude Windows Defender definitions

Create SO image(s).
[ per selected language, *xB6-cross-product’ (desktop only)

Jwsusoffine108 - | [JClean up target directory

WSUS.

[ per selected product and language
USB medium
Copy updates for selected products into directory:

[] only prepare 150 / USB
start [T only create collection script e, Donate. Exit

Figure 5.8: 'WSUS Offline - Download completed Screen
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WSUS Offline - Update Download of security

10.

11.

12.

WSUS Offline opens a Command
Line window to download required up-
dates. Please be patient and wait for
all updates to be downloaded.

Once WSUS Offline completes the
download, the command line win-
dow automatically closes, and you are
prompted to review the log file. Click
Yes to view the log, or click No to pro-
ceed without viewing the log, and close
the program.

Obtain a USB Flash drive of at least
4 GB free space, and copy the entire
folder containing the downloaded up-
grades that you specified previously in
the Main window settings.

Once the copy operation is completed,
remove the USB Flash drive and con-
nect it to the ICC workstation you
want to patch.




5.2.2 Installing WSUS Offline Updates

The following steps are performed on the ImageCast® Central machine.

1. On the ImageCast® Central machine, double-click the folder you copied and run Updateln-
staller.exe

2. The User Account Control window appears. Click Yes

& WSUS Offline Update 10.8.1 - Installer _ ¥ 3. The following items must be selected.
Select desired opti d click "Start’ Hedium infe
elect desired options and click 'Sta - .
to install missing Microsoft updates on your computer. EL RSN NOTE: Some of these items may al-
Updating ready be selected by default.
Installation
[ Update C++ Runtime Libraries [ install Microso ft Siveriight e Update C++ Runtime li-
|:| Install .MET Framework 3.5 Install PowerShel 2.0 braries
Install MET Framework 4.6.2 Install Management Framework 5.0
Install Microsoft Security Ezsentialz Update Remote Desktop Client ° Verify installation packages
Control
[ Verify installation packages [ Automatic reboot and recall o Automatic reboot and recall
D Shut down on completion D Show log file
Start Exit
Figure 5.9: WSUS Offline Update Installer
& WSUS ¢ tate 10. = ~ | 4. After selecting the Automatic re-
R Medium info boot and recall check box, a warning
elect desired options and click 'Sta = . . .
to install missing Microso ft updates on your computer. RIS SIS for dlsabhng UAC appears. Click Yes.
Updating
Installg Warning
Up
Ins
Ind The option 'Automatic reboot and recall’ temporarily
| disables the User Account Contrel (UAC), if required.
Ing Do you wish to proceed?
Contrg
Ve
at =
- R R |
Start | Donate... | Exit

Figure 5.10: WSUS Offline - Warning disable UAC Screen
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5. Ensure that the options you have se-

5 WSUS Offline Update 10.8.1 - Installer — *
- o Medium info lected match the following:
Sellect desllreq Up-tlFlI'IS and click "Start Build: 2016-12-07
to install miszing Microsoft updates on your computer. . . .
Uodati e Update C++ Runtime libraries
pdating
Installation . . .
e Verify installation packages

Update C++ Runtime Libraries [ Install Microsoft Sitverlight

Ingtall .MET Framework 3.5 .
. e Automatic reboot and recall

ne 6. Click Start to commence the patching
Control
rocess.
Verify installation packages Automatic reboot and recall p
D Shut down on completion D Show log file
Start Exit

Figure 5.11: 'WSUS Offline - Main window with all options
selected Screen

= Dt upi ety st - o x| 7. Updatelnstaller begins patching the
‘ : system in several stages. In the
first stage, Updatelnstaller.exe up-
dates C++ Runtime Libraries and
.NET Framework to the latest version.

Figure 5.12: Command Prompt screen

B Administrator: DoUpdatefverlfy Jupdatecpp finstdotnet35 /instdotnet4 finst.. = © 8. After it ﬁnishes, in the second stage
the computer reboots. Log back
C in as temporary administrator user
ver: H -9688.17041 (w63 x64 enu _‘pl) (“WOUT@mpAdmin”), Continuing the

oftware Licensing Management Tool info.
ional edition

He) ating System. RETAIL channel update process.

of t lhndouF Cwb3d x64 glhd.

.
8.1 ~ Server 2812 R2 Update Rollup April 2@14 installation stat

king Windows 8.1 ~ Server 2812 RZ Update Rollup Mov. 2814 installation state

alling Windows 8.1 / Server 2812 R2 Update Rollup Nou. 2@814__.
alling update 1 of 3 {(stage si
erifying integrity of ..\uw63-xbdrgl .1-KB388885A-x64.msu. . .
shdeepb4.exe: Audit pass
stalling ..“\wb3-x64 gl indows8.1-KB30BB850-x64.msu. . .

Figure 5.13: Command Prompt screen

Date: 2017-02-16 13:53:587
Rev: 5.2-C0O::84




@3 Administrator: DoUpdate /verify /updatecpp /instdotnet35 /instdotnet4 /inst.. — B n 9. In

Windeus(R> Operating System,
t M

GH

t

um conten -

083892016
osoft Windo

+ 2812 R2 U

Windows 8.1 ~ Server 20812 R2 Update Rollup Nowv.

Update Agent v

rity of .
Audit pa
3—xb64N

Figure 5.14:
Screen

RETAIL channel

ion
B4FPA? (grace time expired).

x64 glhd
pdate

Rnilup April 20814 installation st

2014 in 1lation sta

at

te

5 WSUS Offline Update 10.8.1 - Installer

Select desired options and click "Start’

Updating
Installation
Update C++ Runtime Libraries
|:| Install .NET Framework 3.5

Install \MET Framework 4.6.2

Install Microsoft Security ntials

Control
Verify installation packages
|:| Shut down on completion

Start

Medium info
Build: 2018-12-07

to install missing Microsoft updates on your computer.

D Install Microsoft Siverlight
Install PowerShel 2.0
Install Management Framework 5.0

Update Remote Desktop Client

|:| Automatic reboot and recall
|:| Show log file

Exit

X

Figure 5.15: 'WSUS Offline - Patching completed Screen
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the fourth stage, Updateln-
staller.exe installs Windows security
updates. This stage is the most time
consuming, since it involves processing
a large number of security patches.
The number varies depending on
which updates had previously been
installed, the system’s resources or
the date on which you perform the
patching process.

WSUS Offline - Installation of security patches

10. When the Updatelnstaller does not au-
tomatically log you back into the OS,
the update is complete. To verify that
everything is installed correctly, run
Updatelnstaller.exe one more time and
ensure that all the following installa-
tion options (selected earlier) are now
unavailable and cannot be selected:

e Install .NET Framework 4.6.2

e Install Management Framework
5.0




Chapter 6

Operating System Configuration

This chapter covers the configuration of the Windows 10 Professional operating system after it has been
installed.

6.1 Installing Drivers and Tools
Device drivers must be installed on the system for the following the onboard devices:

e Chipset
e Video
e Audio
e USB 3.0

e Network drivers

Update the system BIOS to the latest release.

NOTE: Navigate to device manager and verify that there are no unknown devices. If there are any
unknown devices please install those drivers before proceeding.

6.2 Setting Screen Resolution

1. Right-click on the desktop and click Display Settings.

2.
3.
4.
5.
6.

From the Screen Resolution window, scroll down and click Advanced Display Settings.
From the Resolution dropdown menu, click 1920 x 1080 (Recommended).

Click Apply.

The screen resolution adjusts. If the resolution was applied successfully, click Keep Changes.

Close the Screen Resolution window.
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6.3 Setting Computer Name and Workgroup

As described in section 1.2.3, the ImageCast® Central can be run as a stand-alone unit or as part of the
Democracy Suite® EMS network. When connected to the EMS network, the ImageCast® Central saves
scanned ballots directly to the EMS Server for tally or adjudication.

The EMS network is comprised of a central server and one or more connected client PCs, ImageCast®
Central workstations and a report printer, connected by a passive or managed switch. ImageCast®
Central workstations and other client machines are served IP addresses by a DHCP server.

In this configuration, it is recommended that the work group be defined and each computer be named
appropriately. For example, if more than one ICC workstations are present in the configuration, then
they should be named in a fashion that allows them to be distinguished between each other (for example
1CCO01, ICC02, ICCO3 etc.).

To set the computer name and workgroup values:
1. Open the Windows Explorer window, right click on “This PC” and select “Properties”.
2. Select “Change Settings” from the right hand side.
3. In the “System Properties” dialogue, “Computer Name” tab, click on the Change button.

4. In the “Computer Name/Domain Changes” dialog window, type in the name of the workstation in
the “Computer name:”

5. Select the “Workgroup” in the “Member of:” area and type in the “EMS.NET” name in the
“Workgroup” field.
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6.4 Setting Date, Time and Time Zone

Verify that the computer’s date, time and time zone are set correctly. If not, set the correct date, time
and time zone.

1. Right-click on the clock in the lower-
o — , right corner of the Taskbar.

2. Select Adjust date/time from the

; : context menu.
Adjust date/time

Customize notification icons

Show Task View button

Show touch keyboard button
Cascade windows

Show windows stacked

Show windows side by side
Show the desktop

Task Manager

Lock all taskbars

Properties

) N ENG  1Z57PM
A OB s 14000

Figure 6.1: Adjust date/time
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Setings - o x| 3. Verify that the computer’s date,
® yome [[wrc-os00 pacific Time s & Cansda) ~ time and time zone are set correctly.
If so, continue to the next section.

| Find a setting gl Adjust for daylight saving time automatically
@ o
Time & language . o .
4. Scroll Down and click Additional
B Date & time Formats

date, time & Regional settings.

= = First day of week: ~ Sunday
A® Region & language

Short date: 12/7/2016

0 Speech Long date: Wednesday, December 7, 2016
Short time: 1215 PM
Long time: 12:15:44 PM

Change date and time formats

Related settings
Additional date, time, & regional settings

Add clacks for different time zones

Figure 6.2: Date and Time window

[ @ %roct, Language, and Region — o x| 5. Click Set the time and date.

4 @ > Contral Panel » Clock Language, and Region > v &/ | Search Control Panel »

Control Panel H "
erirelFanelfoms ) Date and Time

Setthetime and date | Changethetimezone | Add clocks for different time zones

System and Security
Network and Intemet %—- Language

Liirdwire and Sotind Addalanguage | Change input methods
Programs 9 Region

AR, Change location | Change date, time, or number formats

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Figure 6.3: Clock, Language and Region window
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6. In the Date and Time window,
click Change time zone.

Date and Time X

Date and Time Additional Clocks Internet Time

Date:
Wednesday, December 21, 2016

Time:

12:16:33 PM

| GChange date and time...

Time zone

(UTC-08:00) Pacific Time (US & Canada)

Change time zone...

Daylight Saving Time begins on Sunday, March 12, 2017 at 2:00 AM.
The clock is set to go forward 1 hour at that time.

Notify me when the clock changes

oK Cancel . Apply

Figure 6.4: Setting window

o Tiviic Zovie Setig x| 7 Set‘the correct time zone for your lo-

cation.

el e dirtie 2o 8. If your jurisdiction adjusts its clocks
during Daylight Saving Time, en-

sure that this check box is selected.

9. Click OK to close the Time Zone
Settings dialog.

Time zone:
| (UTC-08:00) Pacific Time (US & Canada) v
[+] Automatically adjust clock for Daylight Saving Time

Current date and time: Wednesday, December 7, 2016, 12:25 PM

cone

Figure 6.5: Set Time Zone
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7 Date and Time Settings

Set the date and time:

Date:

1 December 2016

27 28 29
4 5 6!
1 12 13 14
18 19 20 21
25 26 27 28
¥ 2 3 & 3

13 i
22 2

Su Mo Tu We Th Fr
1 2
8 9

6
3

29 30

6

¥

5a

3
10
7
24
31

Change calendar settings

Time:

OK | | Cancel

Figure 6.6: Set Date and Time
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10.

11.

12,

13,

Click Change date and time to
adjust the date and time.

Set the current date and time.
NOTE: Use a trusted time source
(for example, a mobile phone receiv-
ing time from the cellular network),
to ensure that the time is synchro-
nized exactly.

Click OK to close the Date and
Time Settings dialog.

In the Date and Time dialog, click
OK to close the dialog.




6.5 Activating Windows 10

Since the ICC computer cannot be connected to the internet, the Windows 10 installation must be
activated by phone.

1. Click the Windows button, and in the Search field, type slui.exe 4
2. Select slui.exe 4 application in the left pane.

Press Enter.

Select your Country from the list.

Select the Phone Activation option.

S A T o

Stay on the phone and follow the instructions to perform the activation.
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6.6 Adjusting Power Options

1. Right-click the Windows button and click Control Panel.

2. Click View by and change to Large or Small icons if your Control Panel is in Categories view.

B Power Opions - o x| 3. Click Power Options. In the newly
« © 4 % > Control Panel > All Control Panel ltems > Power Options v |0 | search Control Panel » opened window, expand the Show
ControlPane Home L additional plans drop-down.

Choose or customize a power plan

o kol il e s 4. Click High Performance plan if it
Choose what dosing the I Plans shown on the battery meter is not already selected, and then click
does . .
A (O Balanced (recommended) Change plan settings Change plan settlngs next to it.

Automatically balances performance with energy consumption on capable hardware.
2 Choose when to tum off the

display (O Power saver Change plan settings
Saves energy by reducing your computer's performance where possible.

Hide additional plans

(® High performance Change plan settings

Favors performance, but may use more energy.

See also
Personalization
Windows Mobility Center

User Accounts Screen brightness: © ' ¢

Figure 6.7: Changing Plan Settings - Power Options Screen

Date: 2017-02-16 13:53:587Z
Rev: 5.2-C0O::84




'@ Edit Plan Settings = [m]

« v 4 @ < All Control Panel ltems > Power Options > Edit Plan Settings v | Search Control Panel

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.
j On battery 2 Plugged in

10 minutes & 15 minutes =

|

K2 Turn off the display:
 Adjust plan brightness: | EC]

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

X
»

Figure 6.8: Changing Plan Settings - Edit Plan Settings Screen

3 Power Options ?

Advanced settings

>

G Change settings that are currently unavailable

Select the power plan that you want to customize, and
then choose settings that reflect how you want your
computer to manage power,

High performance [Active] v

= EE= ~
= Sleep after
Setting: Mever
= Allow hybrid sleep
Setting: Off
= Hibernate after
Setting: Mever
= Allow wake timers
Setting: Disable
1 _LISR settinns

Restore plan defaults

Cancel

Apply

Figure 6.9: Power Options Screen
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5. Click Change advanced power
settings.

6. The Power Options screen appears.

7. In the new window expand Sleep
node and turn off all available fea-
tures. This can be achieved by set-
ting a drop-down value to Never,
Disable or Off, or by entering 0 in
a numeric field.




8. If available, expand the Power but-

' rd
@ Power Options ’ = tons and lid node.
Advanced settings 9. Set Power Button Action to Do
Nothing and Sleep Button Ac-
= Select the power plan that you want to customize, and tion to Sleep.
\@ then choose settings that reflect how you want your 10. Click Apply then OK.

computer to manage power.
Q Change settings that are currently unavailable 11. Set the Turn off the display field
= to Never, then close the window.

High performance [Active] o |

= Power buttons and lid ~
.
Setting: Do nothing
= Sleep button action
Setting: Sleep
PCl Express
Processor power rmanagement
Display
Multimedia settings

Restore plan defaults

canosl | [ ool

Figure 6.10: Power buttons and lid
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6.7 Network Discovery and File Sharing

It is necessary to Turn on network discovery in order to map the secondary path to the EMS Server.

All Control Panel ltems

it > Control Panel » All Control Panel ltems

Adjust your computer’s settings

754 Administrative Tools

B BitLocker Drive Encryption
% Date and Time

A pell Command | Update
[0 Display

& File History

*& HomeGroup

Internet Optiens

€% Language

® Mouse

@1 NVIDIA nView Desktop Manager
2 Power Options

@ Region

i sound

@ Sync Center

[ Troubleshooting

o Windows Firewall

[53 AutoPlay

EH Color Management
[@ Default Programs

% Device Manager

@ Ease of Access Center
Flash Player (32-bit)
& Indeing Options
[Zeva

[ LiveUpdate (32-bit)

& Network and Sharing Center

w & | Search Control Panel rd

View by: Smallicons ~

b Backup and Restore (Windows T}

Credential Manager

= Dell Audio

4 Devices and Printers

= File Explorer Options

A Fonts

) Intel© Rapid Storage Technelogy

E= Keyboard
W Mail

B nvIDIA Control Panel

[ Programs and Features|
8 RemoteApp and Deskt
& Speech Recognition
& system
8 User Accounts

Work Folders

=
Network and Sharing Center

Check network status, change
network settings and set preferences

for sharing files and printers.

2 Storage Spaces.

tenance

Taskbar and Navigation
B8 Windouws Defender

Figure 6.11: Turn on Network Discovery - All Control Panel

Items Screen

& Network and Sharing Center

< = v 4 & < Al Control Panel ltems > Network and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Infrared

Internet Options

Windows Firewall

- o

v | Search Control Panel o

View your basic network information and set up connections

View your active networks

You are currently not connected to any networks.

Change your networking settings

4G Setupa
=

new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

¥ Tioubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Figure 6.12: Turn on Network Discovery - Network and Sharing
Center Screen
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1. Click the Windows button and click
Control Panel.

2. Make sure View by is set to Large
icons or Small icons.

3. Click Network and Sharing Cen-

ter.

4. In the left-hand pane of Net-

work and Sharing Center, click
Change advanced sharing set-
tings.




& Advanced sharing settings — [m] X
« « 4 *& « Network and Sharing Center > Advanced sharing settings v O Search Control Panel £

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private
Guest or Public

Domain (current profile)
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

@® Tum on network discovery
(O Turn off network discovery
File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn onfile and printer sharing
(O Tun off file and printer sharing

All Networks:

& 5ave changes Cancel

Figure 6.13: Turn on Network Discovery - Advanced sharing
settings Screen

& Advanced sharing settings - O
« « 4 o& « Network and Sharing Center » Advanced sharing settings v|® | Search Control Panel »
Change sharing options tor difterent network protiles 'y
Windows creates 2 separate network profile for each network you use. You can choose specific options for
each profile.
Private

Guest or Public
Domain (current profile)

All Networks

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

® Turn on sharing se anyone with network access can read and write files in the Public folders
(O Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...
File sharing connections

Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 36-bit encryption.

(®) Use 128-bit encryption to help protect file sharing connections (recommended)

O Enable file sharing for devices that use 40- or 56-bit encryption

) save changes Cancel

Figure 6.14: Turn on Network Discovery - Advanced sharing
settings Screen
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5. Expand the current profile section
and select the following:

e Turn on network discovery

e Turn on file and printer
sharing

6. Expand All Networks and select the
following:

e Turn on sharing so anyone
with network access can
read and write files in the
Public folders

e Turn on password pro-
tected sharing

7. Click Save changes and close any
opened windows.

8. Click Change advanced shar-
ing settings and confirm that the
changes were saved.

NOTE: It will take some time for
the DNS server to propagate the
change. If the changes do not appear
to be saved even after a while, please
see the note below for the resolution.




NOTE: If the changes do not appear to be saved even after a few minutes, then the following reasons
might be the cause:

e The dependency services for Network Discovery are not running.

— DNS Client

— Function Discovery Resource Publication
— SSDP Discovery

— UPnP Device Host

e The Windows firewall or other firewalls do not allow Network Discovery. In this case, configure the
Windows firewall to allow Network Discovery:

— Right-click the Widows icon and select Control Panel. Click System and Security, and
then click Windows Firewall.

— In the left-hand pane, click Allow a program or feature through Windows Firewall.

— Click Change settings. If you are prompted for an administrator password or confirmation,
type the password or provide confirmation. Select Network discovery, and then click OK.

e Configure other firewalls in the network to allow Network Discovery.

e Turn on Network Discovery in Network and Sharing Center.

For more information on this issue, please visit the Microsoft Support Center.
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6.8 Downloading and Installing Offline Updates for Windows
Defender

1. On a computer which is connected to the internet, open the internet browser and navigate to the
following location:
https://www.microsoft.com/security/portal/definitions/adl.aspx.

2. Scroll down and click the link for

Fuivirus and ::";ﬂ::fpﬂl’;’:’::::’m Windows Defender in Windows
computer) 10 and Windows 8.1 (64-bit).
Microsoft Security Essentials 32-bit | 64-bit 3. A dlalog opens automatically,
Windows Defender in Windows 10 and Windows 81 El—blRM promptlng to dOWIlload the ViI:uS
definition file (mpam-fe.exe). Click
Windows Defender in Windows 7 and Windows Vista 32-bit | 64-bit Save to dOWnlO&d the ﬁle’ lf
Microsoft Diagnostics and Recovery Toolset (DaRT) 32-bit | 64-bit prompted'
Forefront Client Security Mere information
Forefront Server Security 32-bit | 64-bit
Forefront Endpoint Protection 32-bit | 64-bit
System Center 2012 Configuration Manager 32-bit | 64-bit
System Center 2012 Endpoint Protection 32-bit | 64-bit
Windows Intune 32-bit | 64-bit

Figure 6.15: Updating Windows Defender - Download Virus
Definitions

4. Use a removable drive to copy the update file to the workstation being updated.

5. Double-click the downloaded file to update the virus definitions.

NOTE: There will be no window or message indicating that the installation was successful.
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https://www.microsoft.com/security/portal/definitions/adl.aspx

6.8.1 Windows Defender Installation

This section explains how to enable Windows Defender on machines running Windows 10 Profes-

sional.

[ All Control Panel Items

2 E > Control Panel > All Control Panel tems

Adjust your computer's settings

25 Administrtive Tools
3 Color Mansgement

 Dell Audio

0 Display

Flash Player (2-bi)

8 ntel® Rapid Storage Technology
& Language

5 Networkand Sharing Center

B Phone and Modem

& Region

@ Speech Recogniion

. Taskbar and Navigation

P Windows Firewall

3 AutoPlay
Credentisl Manager
[ 0ell Command | Updste

©cue

A Fonts

) Intemnet Options
] LiveUpdate (32-bit)

B WIDIA Contrl Panel

B Power Options

3 RemoteApp and Desktop Connections
§ storege Spaces

[ Troubleshooting

B Work Folders

¥ Backup and Restore (Windows 7)
5 Date 2nd Time

(& Java

@ i

@ NVIDIA nView Desktop Manager
6 Programs and Festures

¥ Security and Maintenance

® sync Center

8 User Accounts

- o

® x

<[] [ Sesch ContolPane
Viewby: Smallcons +
B¢ it ockerDrive Encryption

5 oefaut Programs

% Devices and Printers.

@ Fie
& Indesing Options

ory

2 Keybord
@ Mouse

e Personalization
@ recovery

{ Sound

B system

1l Windows Defender

Figure 6.16: Enabling Windows Defender - Control Panel

EQ Windows Defender

E Virus and spyware definitions are out of date,

—

& Real-time protection: On

© Virus and spyware definitions:

Scan details

Last scan: Today at 3:21 AM (Quick scan)

Out of date

Settings  w Help

Scan options:

(®) Quick
OFull

(O Custom

Scan now

Figure 6.17: Enabling Windows Defender - Windows Defender
Window
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1. Right-click the Windows button

and select Control Panel from the
context menu.

2. In Control Panel, click Windows

Defender.

3. The Windows Defender window

opens.

Windows Defender should be en-
abled by default. When enabled,
“Real-time protection” is set to
“On” and displays a green check-
mark.

If Windows Defender is already en-
abled, close the window and proceed
to Section 6.8 to download and in-
stall offline updates. If Windows De-
fender is not enabled, continue to the
next step.




- o ] 4. Click the Settings icon.

% Home Windows Defender protects your computer against viruses,

spyw‘are, and other malicious software. Open Windows Defender to 5 . Under Real-time pI‘OteCt iOIl, tuI‘Il
fnd 3 seting = | Open Windows Defender on real—time prOteCtiOH (reCOm'
Update & security

Real-ti tecti mended)
 Windows Update eal-time protection

This helps find and stop malware from installing or running on

¥ Windows Defender your PC. You can tun this off temporarily, but i its off for a while
we'll turn it back on automatically.
T Backup @ o
O Recovery .
Cloud-based Protection
@ Activation
Get Real-time protection when Windows Defender sends info to
Microsoft about potential security threats. This feature works best
Tt For developers

with Automatic sample submission enabled.

. @ o

Windows Insidler Program

Privacy Statement

Figure 6.18: Enabling Windows Defender - Enabling Real-time
Protection
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B Windows Defender

PC status: Protected

- Vour FC is being monitored and protectzd.

————

& Real-time protection: On

& Virus and spyware definitions:  Up to date

Scan details
Last scan: Teday at 10:52 AM (Quick scan)

Settings @ Help

Scan options:
@ Quick
OFull

() Custem

Scan now

Figure 6.19: Updating Windows Defender - Windows Defender
Up To Date
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. When virus and spyware definitions

are up to date, the “Virus and spy-
ware definitions” shows “Up to date”
and displays a green checkmark, as
shown in Figure 6.19.

. Close the Windows Defender win-

dow.




6.9 Creating Additional User Accounts

Additional user accounts can be created for other users of the system.

The user names should exist on the EMS Server, are case sensitive and must share the same password
as the account on the server.

See Section 2.4 for more information about user accounts.

1. Right-click the Windows button and click Computer Management.
2. The Computer Management screen appears.
3. Expand the System Tools and Local Users and Groups nodes and select the Users node.

4. Right-click the empty space in the middle panel, and select the New User option from the combo
box.

5. In the New User screen enter the user name for the account (iccuser, for example).
6. Enter in a password using a combination of upper and lower case letters as well as numbers.

7. Clear the User must change password at next logon check box, and select the Password
never expires check box.

NOTE: Please ensure that the administrators password has been set.
8. Click Create, and click Close.
9. The newly created user account appears in the list on the Computer Management screen.

10. If the user has rights to modify or configure election files, add the user to the Administrators group.

11. Close the Computer Management window.
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6.10 Mapping the EMS NAS Folder

Create a mapped network drive so that the Results Tally & Reporting application can load ICC results
files from the shared NAS folder on the EMS Server.

Refer to Section 2.4 of this document and Democracy Suite® EMS Installation and Configuration Pro-
cedure for more information on enabling sharing with the ImageCast® Central Workstation.

NOTE: These steps must be performed for each user on the ICC Workstation.

= ] = | ThisPC
Computer View

4 [E s ThisPC

~ g Quick access

4 Downloads

v O Search This PC

“=| Locuments

»
Download:
I Desktop 2 ; ownloads
Documents #*
[&] Pictures * ﬁ Music
> @ OneDrive
v O This™ — Pictures
Collay
> [ De pse
> [E pg ' Manage ﬁ Videos
> &0 Pin to Start
s ohw ‘ Map netwark drive... evices and drives (3)
e Open in new window 08 (¢
> {l .
Pin to Quick access l .
> Vi 370 GB free of 467 GB
B Disconnect netwark drive.. e
> & 03 DATAPART1 (D)
N oA Add a network location [
- h 672 GB free of 931 GB
> md Delete
> mong Fename DVD RW Drive (E)

» & N Properties

11 items

Network locations (2)

Figure 6.20: Mapping Shared EMS NAS Folder
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1. Open File Explorer.

2. Right-click on the Computer icon
in the left panel of the window that
appears, and select Map network
drive....




« | 3. The ‘Map Network Drive’ dialog ap-
pears. Enter the EMS NAS share
path in the Folder field. The share
What network folder would you like to map? path will be in the following for-
mat (replace EMSServer with the
computer name or IP address of the

% Map Network Drive

Specify the drive letter for the connection and the folder that you want to connect to:

Drive X v server):

Folder: [VEMSServenNAS v| [ Browse... \\EMSServer\NAS
Example: \\server\share 4. Select the Reconnect at logon and
M Reconnect at sign-in Connect using different creden-
Connect using different credentials tials check boxes.

Connect to a Web site that you can use te store your documents and pictures,

5. Click Finish.

Finish Cancel

Figure 6.21: Mapping Shared EMS NAS Folder - Map Network
Drive

6. The Windows Security prompt
opens. Select Use another ac-
count

Windows Security *

Enter network credentials
Enter your credentials to connect to: EMSServer 7. Select the Remember my creden-
tials check box.

8. Enter the User Name and Password

| EMSServer\emsadmin | of the EMS Administrator user cre-
ated during the EMS Server instal-
| eeerenes | lation. You must include the server
name in the User Name. For exam-
Domain: EMSServer ple: .
Remember my credentials EMSServer\emsadmln
9. Click OK.

Figure 6.22: Mapping Shared EMS NAS Folder - Enter Cre-
dentials
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- oo 10 The mapped folder opens in a new
vo] e 5 window. Close this window.

iccug A Neme Date modified Type Size
Newfolder
Newfolder 2)
VEUDICC-Systeminstalat
@ OneDiive
8 This PC
1 d(10.100.40.130 (QALAB))
I Desktop

i 05(C)
< DATA(D)

= Suleman (1)
= Suleman ()

& Network

sitems =

Figure 6.23: Mapping Shared EMS NAS Folder - Finished
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Chapter 7

Prerequisite Third-party
Components

This Chapter covers the installation procedures for third-party prerequisites required by the ImageCast®
Central . For a complete list of required software components, refer to Section 2.1.

7.1 Installing Report Printer Drivers

If a report printer is available on your network or connected directly to the computer, install the device
drivers and configure the device. Refer to the manufacturer’s documentation for instructions.

7.2 Canon DR-G1130 Installation

7.2.1 Installing the Canon DR-~-G1130 Driver

1.
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On a system which is connected to the internet, browse to https://www.usa.canon.com/internet/
portal/us/home/support/details/scanners/document-scanner/imageformula-dr-g1130.

Click Drivers & Downloads, and then click DR-G1130 ISIS/TWAIN Driver Version 1.2
SP6.

Select the check box to agree to the terms of the disclaimer, and click Download.

A self-extracting zip file will download. Locate the file and open it.

Click Unzip in the window that appears to unpack the driver installer. A notification will appear
saying the operation was successful; click OK and then Close.



https://www.usa.canon.com/internet/portal/us/home/support/details/scanners/document-scanner/imageformula-dr-g1130
https://www.usa.canon.com/internet/portal/us/home/support/details/scanners/document-scanner/imageformula-dr-g1130

6. From the File Explorer window, browse to C:\DRG1130\ISIS-TWAIN\ Version 1.2 SP6
and click setup.exe.

) Canon driver for DR-G1130 (x64) - InstallShield Wizard x | 7. In the DR-G1130 Setup screen,
click Next.

Welcome to the InstallShield Wizard for Canon
driver for DR-G1130 (x64)

The InstallShield(R) Wizard will install Canan driver for
DR-G1130 (x64) on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

< Back | Mext = | l Cancel

Figure 7.1: DR-G1130 Setup Welcome Screen.

8. In the License Agreement screen,
select the I accept the terms radio
button, and then click Next.

ﬁ‘ Canon driver for DR-G1130 (x64) - InstallShield Wizard b4

License Agreement

Please read the following license agreement carefully.

END LEER LICEMSE AGREEMENT ol

ATTENTION: PLEASE READ THIS DOCUMENT BEFORE INSTALLIMG THE
SOFTWARE.

READ THIS AGREEMENT BEFORE CLICKING "I ACCEPT", BY
CLICKING "I ACCEPT", YOU AGREE TO BE BOUND BY TERMS AND
CONDITIONS OF THIS AGREEMENT.

This docurrert is a license agreement (the “Agreement”) between you
and Marnn Flertmnies Tne MCAnnn™y and onverns vonr nse nf the

(®) I accept the terms in the license agreement | Print |

()1 do not accept the terms in the license agreement

InstallShicld

| < Back il Next = | I Canoe_l_i

Figure 7.2: DR-G1130 Setup License Agreement.
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9. In the Custom Setup screen, click

ﬁ.‘ Canon driver for DR-G1130 (x64) - InstallShield Wizard X
Next.

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
Feature Description
. - Driver is a scanner driver to use
= ~ | EMC Captiva Cloud Runtime i
Installshield
|_a:»ace i i < Back I| Next > I i Cancel i

Figure 7.3: DR-G1130 Setup Custom Setup Screen.

10. In the Ready to Install screen,

‘_ﬁ! Canon driver for DR-G1130 (x64) - InstallShield Wizard X K
click Install.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

InstallShield

| <Bak [ sl || cancl |

Figure 7.4: Ready to Install Screen.
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ﬁ Canon driver for DR-G1130 (x64) - InstallShield Wizard — b4

Installing Canon driver for DR-G1130 (x64)
The program features you selected are being installed.

=

Please wait while the InstallShield Wizard installs Canon driver for DR-G1130
{x64). This may take several minutes.

Status:

Installshield

< Back Mext =

Figure 7.5: Installation Status Display.

ﬁ‘ Canon driver for DR-G1130 (x84) - InstallShield Wizard *

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Canon driver
for DR-51130 (x64). Click Finish to exit the wizard.

Figure 7.6: InstallShield Wizard After Installation.
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11. During the installation, a progress
bar is displayed.

12. When the installation completes,
the InstallShield Wizard Com-
pleted window appears. Click Fin-
ish.

Close any File Explorer windows
that are still open.

13.




7.2.2 Connecting the Scanner

Now that the scanner driver has been installed, follow the steps below to connect the scanner to the
system, and verify that the driver installation was successful.

1. Plug in and power on the scanner by
locating the USB port on the back
and near the top of the Canon DR-
G1130 Scanner, connecting the port
to a free USB port of the target PC,
and pressing the power button on the
scanner.

Figure 7.7: USB Port on the Back of the Canon DR-G1130
Scanner.
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7.2.3 Verifying the Installation in Device Manager

The steps below are meant to verify that the newly-installed driver appears in the Device Manager.
Ensure the scanner is attached to the PC via a USB port and that it is powered on before following the
steps below.

1. Right-click the Windows icon and
Programs and Features click Device Manager.

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Cormmand Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 7.8: Right-click on Start menu
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 Device Manager
File Action View Help

L ARnl N 7 Nosld

> i Audio inputs and cutputs

> B Computer

v Disk drives
s Generic- Compact Flash USB Device
= Generic- M.S./M.5.Pro/HG USE Device
s Generic- SD/MMC USB Device
« Generic- SM/xD-Picture USB Device
s HGST HTST21010ASES30 SCSI Disk Device
s SAMSUNG 55D SM871 2.5 Tm SC5 Disk Device

> [ Display adapters

> & DVD/CD-ROM drives

> {@#) Human Interface Devices

v i Imaging devices
73 CANOM DR-G1130 USB

> = Keyboards

> (@ Mice and other pointing devices

» [ Monitors

> EP Network adapters

> B Portable Devices

> B Ports (COM &LPT)

» = Print queues

> [ Processors

> B Software devices

> | Seund, video and game controllers

> S Storage controllers

B Sustem devices

Figure 7.9: Device Manager.
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2. In the Device Manager, look for
the ‘CANON-DR-G1130 USB’
device under the category ‘Imaging
devices’.

NOTE: If this does not appear, ver-
ify the steps in section 7.2.1 were
properly executed.

3. Exit the Device Manager and then

exit the Control Panel.




7.2.4 Upgrading the Scanner Firmware

For optimal performance with the TWAIN driver, an update to the scanner firmware may be necessary.

1. On a system which is connected to the internet, browse to www.usa.canon.com/internet/portal/
us/home/support/details/scanners/document-scanner/imageformula-dr-g1130.

2. Click Drivers & Downloads.

From the Drivers & Downloads section, click Firmware.

Click Select for DR-G1130/G1100 Firmware Version 1.33.

Select the agree to the terms of the disclaimer check box, and click Download.

A self-extracting zip file downloads. Locate the file and open it.

A S o

Click Unzip in the window that appears to unpack the driver installer. A notification appears
stating the operation was successful; click OK and then click Close.

8. From a Windows Explorer window, browse to C:\DRG1100_G1130\Firmware\Version 1.33 and
doubleclick READMEFIRST.pdf.

9. Follow the manufacturer’s instructions in the PDF document to perform the firmware upgrade.

7.3 Canon DR-M160II Installation

7.3.1 Installing the Canon DR-M1601I Driver

1. On asystem which is connected to the internet, browse to https://www.usa.canon.com/internet/
portal/us/home/support/details/scanners/document-scanner/imageformula-dr-m160ii.

2. Click Drivers & Downloads, and then click DR-M160/M1601I ISIS/TWAIN Driver Ver-
sion 1.2 SP6.

3. Select the check box to agree to the terms of the disclaimer, and click Download.
4. A self-extracting zip file will download. Locate the file and open it.

5. Click Unzip in the window that appears to unpack the driver installer. A notification will appear
saying the operation was successful; click OK and then Close.

6. From the File Explorer window, browse to C:\DRM160IT\ISIS-TWAIN\ Version 1.2 SP6,
and click setup.exe.
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| 38l Canon driver for DR-M16D (x64) - InstallShield Wizard X

Welcome to the InstallShield Wizard for Canon
driver for DR-M160 (x64)

The Installshield(R) Wizard wil install Canon driver for
DR-M160 (x64) on your computer, To continue, dlick Next.

WARNIMG: This program is protected by copyright law and
international treaties,

<dack [ mextr || cancel |

Figure 7.10: Custom Installation screen
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7. After some time, the Installshield
Wizard window appears.

8. Click Next.




‘ﬂ Canon driver for DR-M180 (x64) - InstallShield Wizard *

License Agreement

Fleaze read the following license agreement carefully.

EMD LEER LICEMSE AGREEMENT ~

ATTENTION: PLEASE READ THIZ DOCUMENT BEFORE INSTALLING THE
SOFTWARE.

READ THIS AGREEMENT BEFORE CLICKING "l ACCEPT", BY
CLICKING "I ACCEPT", YOU AGREE TO BE BOUND BY TERMS AND
CONDITIONS OF THIS AGREEMENT.

This docurrert is a license agreement (the "Agreement™) between you
and Camn Flartmnices Tne fCannn™ and aonverns vonr nee nf the

(®) I accept the terms in the license agresment L Print
()1 do not accept the terms in the license agreement

Installshield

TR e

Figure 7.11: Custom Installation screen

ﬁ Canon driver for DR-M160 (x64) - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

[=0 Feature Description

: : Criver is a scanner driver to use
---------- =) ~ | EMC Captiva Cloud Runtime TR

InstallShield

| Space | | < Back II Next = | ! Cancel |

Figure 7.12: Custom Installation screen
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10.

11.

12.

The License Agreement appears.
Read the terms and conditions in the
License Agreement.

Select the I accept the terms in
the license agreement check box.

Click Next.

Click Next to finish the installation
setup.




ﬁ Canon driver for DR-M160 (x64) - InstallShield Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

InstallShield
| <Back |[ sl || cancal |
Figure 7.13: Custom Installation screen
ﬂ Canon driver for DR-M160 (x64) - InstallShield Wizard e

Installshield Wizard Completed

The InstallShield Wizard has successfully installed Canon driver
for DR-M160 (x64). Clidk Finish to exit the wizard.

Figure 7.14: Custom Installation screen
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13. Click Install to begin the installa-
tion.

14. A progress bar displays to indicate
the status of the installation. Click
Finish once the installation is com-
plete.



7.3.2 Connecting the Scanner

Now that the scanner driver has been installed, follow the steps below to connect the scanner to the
system, and verify that the driver installation was successful.

1. Connect the USB cable to the back of the scanner and to a free USB port on the workstation.

2. Plug the scanner into a wall outlet and power it on.

3. A notification appears indicating the DR-M160II driver installed successfully.

7.3.3 Verifying the Installation in Device Manager

The steps below are meant to verify that the newly-installed driver appears in the Device Manager.
Ensure the scanner is attached to the PC via a USB port and that it is powered on before following the
steps below.

1. Go to the Control Panel and then
Programs and Features click on ‘System’. This takes you
Power Options to the screen shown in Figure 7.15.
Click on ‘Device Manager’ in the left-
side navigation panel.

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 7.15: Right-click on Start menu

Date: 2017-02-16 13:53:587Z
Rev: 5.2-C0O::84




% Device Manager

File Action View Help

e = HE B

v = Disk drives
= Generic- Compact Flash USE Device
s Generic- M.5./M.S.Pro/HG USB Device
= Generic- SD/MMC USE Device
& Generic- SM/xD-Picture USB Device
. HGST HTS721010A3E630 SCSI Disk Device
< SAMSUNG 55D SM&71 2.5 7m SCSI Disk Device
[ Display adapters
> o DVD/CD-ROM drives
) Human Interface Devices
2 Imaging devices

<

3= CANON DR-M160 USB
» EZ Keyboards
@ Mice and other pointing devices
> [ Menitors
(58 Network adapters
> @ Portable Devices
i Ports (COM & LPT)
» [ Print queues
[ Processors
5 B Software devices
i Sound, video and game controllers
G Storage controllers
i System devices
> § Universal Serial Bus controllers

Figure 7.16: Device Manager

. In the Device Manager, look for the

CANON DR-M160 USB device
under the category Imaging de-
vices.

NOTE: If this does not appear, ver-
ify the steps in Section and 7.2.1
were properly executed.

. Exit the Device Manager and then

exit the Control Panel.

7.4 Canon DR-X10C Installation

7.4.1 Installing the Canon DR-X10C Driver

1. On asystem which is connected to the internet, browse to https://www.usa.canon.com/internet/
portal/us/home/support/details/scanners/document-scanner/imageformula-dr-x10c

2. Click Drivers & Downloads, and then click DR-X10C ISIS/TWAIN Driver Version 1.15
SP1.

3. Select the check box to agree to the terms of the disclaimer, and click Download.
4. A self-extracting zip file is downloaded. Locate the file and open it.

5. Click Unzip in the window that appears to unpack the driver installer. A notification window
appears stating the operation was successful; click OK and then Close.

6. From the File Explorer window, browse to C:\DRX10C\ISIS-TWAIN\Version 1.15 SP1 and click
setup.exe.

7. The DR-X10C Setup window appears.
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8. From the DR-X10C Setup win-
dow, click Next.

Welcome to the InstallShield Wizard for 9. The License Agreement window
DR-X10C appears

|DR-X10C Setup X

DR-=10C Driver Setup

< Back . Cancel

Figure 7.17: DR-X10C Setup window

w | 10. From the License Agreement win-
dow, click Yes.

11. The installation begins.

DR-X10C Setup

License Agreement
Pleasze read the following license agreement carefully.

Press the PAGE DOWHM key to see the rest of the agreement.

CANOM SOFTWARE LICENSE AGREEMENT A

IMPORTANT-READ THIS AGREEMENT BEFORE INSTALLING THE SOFTWARE! BY
INSTALLING THE SOFTWARE, vYOU ARE DEEMED TO AGREE TO BE BOUND EY
THIS AGREEMENT.

Thig legal document is a license agreement between pou and Canon Electronics Inc.
["Canon'). BY INSTALLING THE SOFTwWARE, YOU ARE DEEMED TO AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF¥0U DO NOT AGREE TO THE

TERMS OF THIS AGREEMENT. DO MOT INSTALL THE SOFTwWARE AND v
Do you accept all the terms of the preceding License Agreement? [f you Print
zelect Mo, the setup will cloze. Tainstall DR-+10C. you must accept thiz
agreement,
InztallShield
< Back .: Yes . Mo

Figure 7.18: License Agreement window
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. 12. A progress bar appears.
Inztalling

Cancel

Figure 7.19: Installation progress bar

[DR-X10C Setup 13. When the installation completes,
1 the Install Shield Wizard Com-
pleted window appears. Select Yes,
I want to restart my computer

The IrstallShisld Wizard has sucesssfull installed DR+10C, now, then Click Finish.
Before you can use the program, you must restart pour
camputer,

InztallShield Wizard Complete

NOTE: Before restarting the sys-
(®) Yes, | want to restart my computer now, tem ensure that all the files are
saved.
(O Mo, | will restart my computer later.

Remove any disks from their drives, and then click Finizh to
complete setup.

<-Back Canizel

Figure 7.20: Install Shield Wizard Completed window
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7.4.2 Connecting the Scanner

1. Locate the USB port on the back and
near the bottom of the Canon DR-
X10C scanner.

2. Connect the port to a free USB port
of the target PC.

NOTE: Ensure that the cable is not
connected to the VRS USB port.

3. Press the power button on the scan-
ner.

Figure 7.21: USB Port on the Back of the Canon DR-X10C
Scanner.
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7.4.3 Verifying the Installation in Device Manager

NOTE: Ensure the scanner is attached to the PC via a USB port and that it is powered on before
verifying that the newly-installed driver appears in Device Manager.

1. Right-click the Windows icon and
HrEEIiRTine click Device Manager.

fenciUpbon 2. The Device Manager window ap-
Event Viewer pears.

System

Device Manager
Network Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down orsign out

Desktop

Figure 7.22: Start menu
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& Device Manager - o x| 3. From The Device Manager win-

;E;Im\ STIHE‘F\QJ\ - dow, confirm CANON-DR-X10C
7 AR X® . . .
e . USB is listed under Imaging
5> ] Audioinputs and outputs devices.
» & Computer
~ o Disk drives
== Generic- Compact Flash USB Device .
= Generic: M.5/M.5Pro/HE USB Device NOTE: If the device does not ap-
= Generic- SD/MMC USB Device . . .
= Generic- SM/XD-Picture USB Device pear, verify the steps in Section
- Generic- USB3.0 CRW -0 USB Device .
e Generic- USB3.0 CRW -1 USB Device 741 Instalhng the Canon DR—XIOC
- HGST HTS721010A9EE30 SCSI Disk Device .
s SAMSUNG SSD SMB71 2.5 7m SCS| Disk Device Drive were properly executed.
> IO Display adapters
3 aa"'jj“"iog“m 4. Exit the Device Manager window
¥ = Imaging devices and then exit the Control Panel
=js CANON DR-M160 USB
Jx CANON DR-X10C USB window.
5 E= Keyboards

> (B Mice and other pointing devices
> [ Monitors
5> [ Network adapters
5> [ Portable Devices
> & Ports (COM & LPT)
> [ Print queues
m

Figure 7.23:

7.4.4 Upgrading the Scanner Firmware

For optimal performance with the TWAIN driver, an update to the scanner firmware may be necessary.

1. On asystem which is connected to the internet, browse to https://www.usa.canon.com/internet/
portal/us/home/support/details/scanners/document-scanner/imageformula-dr-x10c

2. Click Drivers & Downloads.

From the Drivers & Downloads section, click Firmware.

Click Select for DR-X10C Firmware Version 2.80

Select the agree to the terms of the disclaimer check box, and click Download.

A self-extracting zip file downloads. Locate the file and open it.

A T o

Click Unzip in the window that appears to unpack the driver installer. A notification appears
stating the operation was successful; click OK and then click Close.

8. From a Windows Explorer window, browse to C:\DRX10C\Firmware\Version 2.80 and double-
click READMEFIRST.pdf.

9. Follow the manufacturer’s instructions in the PDF document to perform the firmware upgrade.
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Chapter 8

Canon Scanner Configuration

This chapter covers configuration procedures for Canon scanners.

8.1 Configuring the Canon DR-G1130 and DR-X10C LCD Menu
Settings

1. On the scanner, press Menu.

2. Scroll using the arrow button until Long Document is displayed.

3. Press Enter.

4. Using the arrow buttons, select ON1 and then press the Enter button.
5. Scroll using the arrow buttons until Stand-By Mode is displayed.
Press Enter.

Using the arrow buttons, select 240 and then press Enter.

Scroll using the arrow buttons until Auto PWR. Off is displayed.

e »® 3@

Press Enter.

10. Using the arrow buttons, select Off and press Enter.

11. To exit the menu and return to the counter screen click the red Stop Key on the control panel.
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8.2 Canon DR-M160II Long Document Mode

8.2.1 Enabling Long Document Mode

1. From the Desktop, click the Windows button. In the Search field, type Canon ImageFOR-
MULA Utility and press Enter. The Canon ImageFORMULA Utility window appears.

& Canon imageFORMULA Utility ot

CANON DRE-M160 USE #3

Close

Figure 8.1: Canon ImageFORMULA window

| GErnperﬁes. = | Update

CAMNCM DR-M160 USE #3 Properties X
Mairtenance
Total Scanning : 10378
Current Rollers : 10378

Reduction ratio adjustment

[ Tum off automatically after 4 haurs

M awimum length for paper size :
() Standard [356 mm]
(® Long Document mode [1.000 mm)
(" Long Document mode (3,000 mm)

- Pracessing speed may decrease when scanning with paper
size detection et ta Long Document mode,
- In Long Document mode, if & document iz loaded inta the
scanner askew, it map catch on both edges of the feeder
and suffer damage. Make sure ta take extra care that
documents are loaded straight in this mode.
- I Long Document mode, documents may suffer damage
because paper jam detection iz delaped. Make sure to take
exlra care againgt paper jame in this mode.
- Feed long documents in Manual Feed Mode:

oK || Cancel Apply

Figure 8.2: Canon DR-M160 USB Properties window

2.

From the Canon ImageFOR-
MULA window, click Canon
DR-M160 USB and click Prop-
erties.

NOTE: If the Canon DR-M160
USB option does not appear, com-
plete the process in Section 8.2.2
Restoring the STI/WIA Scanner
Registry and return step 1 of this
section..

From the Canon DR-M160 USB
Properties window, confirm the
Turn Off automatically after 4
hours check box is not selected and
the Long Document mode (1,000
mm) is selected and click Apply.

4. Click OK and close the Canon imageFORMULA Utility window.
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8.2.2 Restoring the STI/WIA Scanner Registry

NOTE: Perform the following process only if the Canon DR-M160 USB option did not appear in step
2 of Section 8.2.1 Enabling Long Document Mode.

1. From a workstation connected to the internet, go to https://www.usa.canon.com/internet/
portal/us/home/support/details/scanners/document-scanner/imageformula-dr-m160ii

2. From the Drivers & Downloads
section of the webpage, click Util-

Specifiations

Drivers & Downloads ities, and then Click Select fOI‘
SRR - cr — e _ ‘‘‘‘‘‘‘ . Restoration Tool for Windows
Registry.

3. Click Download to download the
self-extracting executable file.

Supporting Documents.

Figure 8.4: Download the Restoration Tool

4. Navigate to the location of the downloaded executable file. Double-click the file and click RUN
OK if a security warning appears.

5. Select a location to extract to, and unzip or extract the file.

6. Copy the extracted folder/files to the ICC workstation and double-click RepairReg.exe.
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7. From the Restoring tool for scan-
ner registry window, click Start.

Supporting Documents.

Figure 8.5: Restoring tool for scanner registry window

8. One of the following messages appears when the issues are found and repaired:

RepairReg X

o Mo problem found,

Figure 8.6: No Problem Found message

RepairReg >

Restoration of registry finished.

Return code: 0
Count of repaired key: 1

Figure 8.7: Restoration of Registry Finished message

9. Click OK and go back to Section 8.2.1 Enabling Long Document Mode.
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Chapter 9

ImageCast® Central Application

Installation

This chapter covers the installation of the ImageCast® Central application.

9.1 Installing the ImageCast® Central Application

Iccio

LT

Figure 9.1: DVS Folder

[HERRERR ] - [m] x

Home | share  View
S

Pinto Quick Copy Paste
access

T New tem

%7 Easy access -
ove Copy  Delete Rename  New
- folder

g seiectai

Select none

£ Invert selection
Clipboard Organize ne Select

> ThisPC > 0S(C) » DVS » ICCI00 v|o

« A Search ICCT01 @

Ll 10.10040.106 A Name Date modified Type Size

= (1010040120 (QALAE, 2017-01-27%56 AM  File folder
I Desktop

[5] Documents

& Downloads

b Music

Project

& Pictures

B Videos
. 05(C) v

1item

ICC101 folder

Figure 9.2:
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1. Create a folder labeled C:\DVS.

2. Within the C:\DVS folder create a
folder that will store the configuration
and results for a single tabulator. Give
this folder a name that easily allows
for its contents to be identified, eg.
ICC101.

3. In the new folder created in Step
2, ie. C:\DVS\ICC101, create a
subfolder named “project”. Within
the Project folder, create a subfolder
named “config”. This is where the
election files for that tabulator will
go.

Repeat the previous 2 steps for each

additional required tabulator, ensur-
ing that each has its own directory.



5. Insert the ICC Installation CD into the
DVD RW Drive (E:) EMSInstallation X CD/DVD drive on your computer.

ecttoc t happens with this 6. Ignore the notification that appears.

Figure 9.3: Notification (Windows 10)

- o x 7. If the installation window does not

o] [emamere g automatically appear, open File Ex-
3 oo plorer, go to “This PC,” then right-
g click DVD Driver (D) EMS Instal-

lation. Click Install or run.

8. In the installation window, expand
Client Applications and then Im-
ageCast Central Client. Double-
click 32 bit version to open the in-
stallation program.

Figure 9.4: Explorer window Windows 10
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i ImageCast Central v5.2.0.1 Setup _ % 9. The ImageCast Central installer win-
dow will open.

@ |magecaSt Central 10. Select the I agree to the license

terms and conditions check box
then click Install.

By checking below, I agree and acknowledge that the
organization I represent has entered into a Software
License Agreement with Dominion Voting Systems for
the use of the software currently being installed.
In addition, I agree and acknowledge that the
aforementioned Software License Agreement allows me

+m dinatall and nas the anfroarse Aan rtha nirrent v
1 agree to the license terms and conditions
Options Install Close
Figure 9.5: Accept license terms
E— s | 11. The first item to be installed will be
the third-party software required to
Would you like to install this device software? use iButton security key.
Name: Maxim Integrated Products 12. If a windows Security screen ap-
Publisher: Maxim Integrated Products . .. .
pears with permission to install
Maxim Integrated Products, se-
Always trust software from "Maxim Integrated Install | lect the Always trust software
foduct from Maxim Integrated Prod-
@ You should only install driver software from publishers you trust. How can | decide which ucts check box and click Install.
i i i ? . . . .
.- 13. Once the ICC Client application in-
stallation is done click the “Next” to
Figure 9.6: Always trust software proceed.
8 ImageCast Central _ % 14. Select the I accept the terms in the

License Agreement check box then
click Next to proceed.

End-User License Agreement

Pleaze read the following license agreement carefully

15. On the Destination Folder screen
click NEXT.

By checking below, I agree and acknowledge that the
organization I represent has entered into a Software 16. Click Install.
License Agreement with Dominion Voting Systems for the
use of the software currently being installed. In
addition, I agree and acknowledge that the
aforementioned Software License Agreement allows me to
install and use the software on the current device.

I accept the terms in the License Agreement

Print Back Cancel

Figure 9.7: End user agreement
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ﬁ ImageCast Central v5.2.0.1 Setup —

Completed the ImageCast Central
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Figure 9.8: ImageCast Central setup complete
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17. Click “Finish” to complete the instal-
lation process.

18. Click “Close” on the Installation Suc-
cessfully Completed window.



Chapter 10

ImageCast® Central Acceptance
Test Procedures

This chapter covers procedures for testing the ImageCast® Central system after installation and verifying
the correct functioning of the system and all of its components.

10.1 Verifying Hardware Connections

Ensure that the 1-Wire reader is connected to the same USB port used in the above 1-Wire installation
steps. Attach the scanner to the same USB port used when the scanner driver was installed. If results
files are to be uploaded, ensure that the PC is connected to a network.
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10.2 Installing Election Definition Files

All application programs need data, and the ICC application receives its data from Dominion Voting
Systems’ Election Management System (EMS).

The EMS files are specific to each election and to each tabulator. They must be installed prior to using
ICC. Perform the following steps to do so:

1. Create directories for each tabulator that will be used in the election - see Section 9.1.

2. Copy, and unzip (if necessary) the election configuration files received from EMS. Two directories
from EMS, “dcf” and “election”, should be copied into the “\Project\config” folder corresponding
to the appropriate tabulator.

3. The Election directory contains Voting Information Files (VIF) which describe the Election, Bal-
lots, Contests, and Candidates of the particular election.

4. The DCF directory contains Device Configuration Files (DCFs) which define nuances in the way
the particular ICC tabulator processes and reports the ballots scanned. The two subdirectories
should contain the files seen in Figures 10.1 and 10.2, respectively.

Figure 10.1: Contents of ‘dcf’ folder
Figure 10.2: Contents of ‘election’ folder
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10.3 Running the ImageCast® Central Application

You should also have the “Administrator Security Key” (iButton) programmed by EMS to match the
installed election files. An accompanying passcode is required in order to use the iButton and unlock the
election files at ICC startup.

1. On the Window’s Taskbar, click the pinned ICC application icon.

2. Accept the UAC confirmation dialog by clicking Yes. Preliminary initialization will occur.

3. Once complete, you will be asked to
select a tabulator to load. Click Im-

port.
Please select a tabulator to load
Import | Load Exit
Figure 10.3: Select a tabulator to load
& Selct Folder x| 4. The Select Folder window appears.
€ > wahile feie Gl0° ¥ D) | SerchOoc) d Browse to the folder created in
OEDD' e - o . S8 Step 1 of Section 9.1 that contains
(ST wn - the tabulator project subfolder, e.g.
neDrive dell File folder .
o DR Scanner File folder C'\DVS
& ThisPC DRG1130 M Filefolder
[ Desktop Drivers File folder
[Z Documents DRM1601 M File folder
& Downloads Dvs File folder
B Music DvsButtonCrypt 4.0.3 M File folder
S Iicc File folder
e inetpub File folder
- Videos Intel File folder
&, 0S(C) KeyVert File folder
= DATAPARTY (D) Logs File folder
= Local Disk (¥;) MSOCache File folder
= nas (\Emsserve, Perflogs M File folder
v Program Files M File folder v
Folder: | DVS

Select Folder

Figure 10.4: DVS filder
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| 303 = | cong - o x 5 From within this folder, select
Rzt s 9 o

€ o vt D> THPC > 05(C) » DVS » ICCION » et > Confiy > <[] [smmcons - the tabulator project subfolder

s e s - ) = e created in Step 2 of Section 9.1

R WJ?DE oo e.g. C:\DVS\ICC101, and click
p iop e Select Folder.

346PM XML Document 18

NOTE: Within the tabulator
project subfolder is a folder named
Project within which there is
a folder named Config which
contains the election files, e.g.
C:\DVS\ICC101\Project\Config
as seen in Figure 10.5

Figure 10.5: Contents of tabulator project subfolder
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6. A prompt appears to apply the Ad-
ministrator Security key to the 1-
Wire Reader. When prompted, en-
ter the passcode it was delivered

?ﬁ, Please apply Administrator Security Key. with.

Security Key Values

oK Cancel

Figure 10.6: Apply the Administrator Security key

7. Finally, enter a name that will help
easily identify that specific tabulator
in the list.

ICC b 4

Please enter a name for the Project:

Ok, Cancel

Figure 10.7: Enter a name for the project
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8. Repeat the last 4 steps until all necessary tabulators have been imported.
9. To begin, select a tabulator from the newly populated list, and click Load.

10. A prompt appears again to apply the Administrator Security key to the 1-Wire Reader. When
prompted, enter the passcode it was delivered with.

[ Domiion Voting - Imagecast Central B 11. The main ICC screen then loads.
s, F——— 12. On the left-hand side of the screen,
VOTING CENTRAL

click the Configuration icon.

o
()| SCANNING
\7.=._\J e [EL) SCANNING

iy Ballots Scanned Output Bin Counts

0| CONFIGURATION v

,,',’\&_ Batoh Number S
Batch Size: sy

Bin3

@ STATUS
Total Ballots Accepted: ljl Throughput (Ballots i)

X B 0
Awerage Balots/Batch: ljl 7 5

PIX v

SCAN STOP ACCEPT  DISCARD
BATCH  BATCH

ADMINISTRATOR MODE

Figure 10.8: Scanning screen
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i Dominion Voting - magecat Certr - o x 13. Set the Secondary Path field to

—— ON"\ — the appropriate locathn: to either

VOTING CENTRAL a Mapped network drive or an IP
address and folder name.

SCANNING oy
44/, CONFIGURATION

-

Event
S oo Pt [Buaght Pty Excnie NOTE: Ensure the Network Discov-

ery has been enabled. See Section 6.7.

Jusdiction; [Juisdiction

|
Date: |Thursday. Api 12,2012 | vating et [Poling Flace ]
|
|

@ STallls Tabuor [ 100 |[IeC
Paths

BT Fr\malyFaH’\'|E\Usev&\xulemanghazah\Desktup\Sha\gmPavlyExl:\uswe\ ‘
Seconday Pt | [Browse
Scanner

Mig -Madek: [Eanon DR M1ED TwAIN ]

. = =]
) N E o E

REZERO POLLIDS CLO SCAN
EOMNIBTRET SR IO0E TABULATOR  OPTIONS  MANAGEMENT

ey

Figure 10.9: Configuration screen

& Dormiion Veting - Imegecast Central - o x 14. Click the Administrator Mode icon
LY to enter Supervisor Mode and enter the
DOMINION IMAGECAST .
VOTING CENTRAL Supervisor passcode.

| e 15. Click Properties.

% /J/ CONFIGLURATION

Event

Project ‘Sha\ghl Party E xclusive

Juisdiction; [1usdition

|
Date: | Thirsday, Apil 122012 | Voting ot [Foling Flace ]
|
|

S Tsbuisor [ 100 |[Iec
Paths

—_ Fimay Palh: [C:\Userssudoman ghazalhDesktop\tiaight Party Evclusive |
Secondary Path: | ‘ [Broeee)
Scanner
Mig. -Model: [Eanon DR-M1G0 TWIN | | change.. |

—
[] :})
REZERD POLLIDS PROJECT  SUPERVISOR

CLOSE SCAN
SIS RIS TABULATOR  OFTIONS ~ MANAGEMENT  OFTIONS

Figure 10.10: Scanner properties
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Scanner settings

Caolor Drop-out: |Red

Double Feed Detection
[Jpetect by Length

Detect by Ultrasonic
Separation Retry

Skew
Deskew

Brightness and Contrast

Brightness: I
Confrast: I

Prescan

Gamma

[JEnable 0

[] Moire Reduction

Cancel Apoly

Figure 10.11: Scanner setting window

Rev: 5.2-C0O::84

Date: 2017-02-16 13:53:58Z

16.

17.

18.

The Scanner Settings window ap-
pears. The settings presented here
may need to change depending on a
number of conditions, such as ballot
print quality. However, the following
settings are recommended: NOTE:
The scanner setting options will vary
depending on the scanner model.

e Color Drop-out: Red

e Detect by Ultrasonic: Se-
lected

e Separation Retry: Selected
(not available on all scanners)

e Deskew: Selected

e Edge Cleanup: Selected (not
available on all scanners)

e Doc Orientation: Portrait
e Brightness:

— Set to 90 for DR-G1130

— Set to 110 for DR-M16011
and DR-X10C

e Contrast: 4
e Gamma: Not selected

e Moire Reduction: Not se-
lected

The Prescan button can be used to
test settings, by allowing for a ballot
to be scanned so its image can be vi-
sually inspected but without the bal-
lot actually being counted.

Click OK.




gt Dominien Voting - Imagecast Central - [m]
DOMINION [ IMAGECAST
VOTING CENTRAL

SCANNING L
=t . COMFIGURATION
LEJ R

Event

Project ‘Gllaight Party Exclusive

Date: |Thursday.fpi 12,2012 | Waling at:[Pling Place

Jurisdiction. ‘Juusd\ctmn

L Tapuiator [ 100 |ficC
Paths
BT Primary Path ‘c Sserstsuleman ghazalisD eskiophS traight Party Exclusive’ ‘
Secanday Path: | REES
Scanner
Mig. - Madel |Canon DR-MTED TWAIN | | Change
Fropertiss
P
REZERD POLLIDS CLOSE SCAN PROJECT  SUPERVISOR
SUPERVISOR MODE TABULATOR % OPTIONS AM4NAGEMENT  OPTIONS
Figure 10.12: Scan Options window
w |
Stop Scan on...
Rank Choice Voting Errors...
Misread or Unknown Ballot Overvoted Ranking Inconsistent Ordering
iguous Voting Mari ajor contests only ajor contests only
[ Ambi Voting Mark. Al I tests onl Al & tests onl
[ gallot not linked to Poll 10
Skipped Ranking Duplicated Candidate
[1Blank Ballot
- . Al Major contests only Al Major contests only
D Missing DRO Signature
[Cwrite in vote Unvoted Contest Unused Ranking
\Write-In Precedence Al Major contests only Al Major contests only

Overvoted Contests. .. Undervoted Contests...
Stop on Overvotes [[]5top on Undervates
(CJal (@) Major contests only Al

Primary Voting Errors...

[JParty Preference Overvoted
[“1Party Preference Undervoted
Cross-Vote

[[]Partisan Contests Unvoted

Major contests only

Scanner continuity Ballot Configuration

Only one Reset Opti
O Single sheet scan scan per @ Hand-Marked Ballot i ol
: batch
(®) Continuous scan 2! (") Machine Generated
Ballot
Canstant Countback ) Dynamic

Enable El OK Cancel

Figure 10.13: Scanner properties

Date: 2017-02-16 13:53:587Z
Rev: 5.2-C0O::84

19. Click Scan Options to display the
Scan Options window.

20. From this window, the settings for
when to stop ballots can be configured,
as well as continuity and endorser set-
tings.

21. Click OK to exit.

22. Return to Administrator Mode by
clicking the Supervisor Mode icon.
No passcode is required.



~ 5 ] 23. Click the Scanning icon in the left-
A hand panel to return to the Scanning
DOMINION IMAGECAST A .
VOTING CENTRAL page. The application will ask you to
] confirm the Server Path name change.
SCANNING  ImageCast Central X

= Click Yes.

You have changed the Secondary path.

GLRATI j Do you wish to proceed?

O

\Dﬁ STATUS
EXIT B
i
YES NO
e —— —
Properties |
i [l I fa
2 NEDEI R
REZERD FOLLIDS CLOSE SCAN FROJECT  SUPERVISOR
SUPERMISOFR: MODE TABULATOR OPTIONS ~ M&NAGEMENT  OPTIONS

Figure 10.14: Server path confirmation

a Dominion Vting - Imagecost Centrel - o x 24. Place a batch of ballots onto the scan-

oopion ) T ner input tray and press the Scan icon.

OTING CENTRAL

]
)| SCANNING
\7:._\7] S [EL) SCANNING

Wy CONFELRATIN Balots Scanned Output Bin Counts
,’,‘/'\\\_ Batch Number S

Batch Size:

Total Ballots Accepted:

X B
#vverage Balolts/Batch

JU 1L

SUPERYISOR MODE

Figure 10.15: Scanning page
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as Dominion Voting - Imagecast Central - a

.
DOMINION IMAGECAST
VOTING CENTRAL

(s SCANNING [ ]
L-=j-\_] RN ﬁ-L) SCANNING
Balots Scarned Ouiput Bin Courts

Y
| CONFIGURATION Batoh Number: in 1

Sy
AN

Batch Size: 2
STATUS Bin 3
. Total Ballots Accepted: ljl Thioughput (Ballots/Min]
X

ExIT T

Average q 5 T 20 30

ACCEPT DISCARD
BATCH  BATCH

Figure 10.16: Accept/Discard Batch

Accept Batch

v? Are you certain that you wish to accept the one
ballot in this batch?

OK Cancel

Figure 10.17: Accept Batch Confirmation
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25. The ballots are fed through the scanner
and processed by the ICC application.
You will notice the “Batch Size” in-
crease appropriately. When all ballots
have been scanned, you will be given
the option to either “Accept” or “Dis-
card” the batch.

26. Click Accept Batch to accept this
batch of ballots. You are prompted to
confirm the choice. Click OK.




& Dorinion Voting - Imgecat Centra - o x  27. Return to the Configuration screen

Sommion g macecasT and click the Close Tabulator icon
VOTING CENTRAL at the bottom.

SCANNING £/
@ J’»q\‘ CONFIGURATION

Event

Project. |Shiaight Parly Exclusive

Date: | Thusday, Apil 12,2012 | Voting ot [Poling Flace

Juisdiction; [Jurisdiction
HEED Tabu\alm‘ 100 H\EE
Paths

T Frimary Fath: ‘l: \DYSSHraight Party Exclusivel |

Secondary Path ‘

| [Bromse

Scanner
Mig. - Modst |EanunDR—M15ﬂ TWAIN ‘

2 § @@

REZERO POLL IDS

) =iy
B W
SCaN PROJECT
OPTIONS MANAGEMENT

CLOSE
ADMINISTRATOR MODE TABULATOR

Figure 10.18: Close Tabulator button

ImageCast Central ' w  28. You are again prompted to confirm

your selection. Click OK.

Are you sure you wantto close the tabulator?
No further ballots will be read until itis re-opened.

oK CAMNCEL

Figure 10.19: Close Tabulator Confirmation
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29. A confirmation message that the tab-

ulator has closed is displayed. Click
Tabulator is now closed. OK.

ImageCast Central X

o

oK

Figure 10.20: Close Tabulator Confirmation

i = : 30. Go to the Status screen.
wa Dominion Voting - Imagecast Central

f’L.f] SCAMMING

COMFIGURATION

STATUS

Figure 10.21: Status button
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- o x

DOMINION IMAGECAST
VOTING CENTRAL

Display Batch Results

oy :
u'% @ STATUS

Batohto display Resulis to display

™y ey Belolecahned Display all Ballotids
2 Zero Report and Precincis
AN Total Ballots Accepted:
2N [ Oy s wn
no ballots scanned)
& Total Batches Accepted:
G
9/( STATUS |:
A Ballots/Batch:
vomebeol Bt (NN ¢ e ipiny
iy Pedcion] Define Report Header.
EXIT Breakd:
.= [ ereastonn by Ballotld

Results:
£ Corieat “ Coneel
RESULTS

—— T

“+" indicales the batch will be included in the
tesuls repart, Double-cick a batch to toogle it
reporting status.

SUPERVISOR MODE

Figure 10.22: Show Results icon and dialog

| Report - Notepad — m] X
File Edit Format View Help

Dominion Voting - Imagecast Central - Results

Voting Location:

Location: Jurisdiction

Election: Straight Party Exclusive
Date: Thursday, April 12, 2812
Tabulator Name: Icc

Tabulator ID: 1ee

Polling Place

Precinct: Precinct 1

5.2.0-0081Rev.

Imagecast Central:

Figure 10.23: Results Report in Notepad
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31. From the Status screen, click the
Show Results icon. This will bring
up a dialog box.

32. Clear the Display all Ballot ids and
Precincts (even those with no bal-
lots scanned) check box. This re-
moves ballots’ IDs that have yet to be
scanned from your results reports.

33. Click OK.

34. Notepad launches, and contains the
election results for the batch of ballots
just scanned. Verify the contents, and
then close Notepad.




& Dorinion Voting - magecst Centro - o x  35. Return to the Configuration screen.

DOMINION‘ [IMAGECAST 36. Click Rezero at the bottom of the
VOTING CENTRAL .
screen. This clears the system of the
test batch scanned earlier.

-

i SCANNING QA
LI CONFIGURATION
Event
7 Project: [Straight Party Exclusive
S| conrGURATION |

dussdiction; |Juciction

|
Date. |Thuysday,Apqu,zmz ‘ Voting at ‘PulhngP\ate ‘
\
|

Slall Tebulator [ 100 |[iEE
Falhe

ot Prima Palf [CADVS\Suaight Pany Exclsivel |
Secanday Pat | [Browse
Scanner

Mg, - bodel ‘Eanun DR-M160 TWAIN ‘

P | 103 ) -
B P =
REZERO POLLIDS CLOSE SCAN PROJECT
EDMINISTRAT R OO8 TABULATOR  OFTIONS  MANAGEMENT

Figure 10.24: Re-zero button

—
=

[0 pominion oting - magecast enta - o x| 37. Click Project Management to
Ly open the Project Management
DOMINION IMAGECAST .
VOTING CENTRAL window.
@ SEANHING :/;g‘ CONFIGURATION
Event

Project ‘Stva\ght Party Exclusive

durseiction: [Jurisdletion

\
Date: ‘Thwsday,AanZ,ZUlZ ‘ Woting at ‘Fu\lmgF’lace ‘
|
|

Tahu\alm‘ 100 H\EE

Paths

Primary Path: ‘E_\Usevs\su\emen.ghazel\\DesktDD\Sllelghl Party Exchusive’ ‘

Secondary Pt | | lBranse

Scanner
Mig. - Modek: |Eanun DR-M160 TwAlN ‘

N B

REZEROD POLL DS CLOSE CaN
TABULATOR OPTIONS

T

PROJECT

ADMINISTRATOR MODE tAANAGEMENT

Figure 10.25: Project management window
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Project Management % | 38. From this window, new tabulators

can be imported, and the active tab-
| ulator can be switched. Click Close
to exit.

Currently Loaded Tabulator

Project Name: | Straight Party

Project Path: | C:\Dvs\Straight Party Exdusive), |

Election Name: | Straight Party Exclusive |

Tabulator ID: |:| LastLoaded: | 06/12(16 17:15

Active Projects  Inactive Projects

Project Mame Last Loaded Tabulator ID Project Path
Import Remowe
Set Inactive Load
Close

Figure 10.26: Project Manangement window

Date: 2017-02-16 13:53:587Z
Rev: 5.2-C0O::84




e x 39. Enter the Supervisor password and

| click OK.
8 The 'Supervisor' passcode is -
required for this operation.
Enter passcode: esseusl
E
CIE, Cancel
Figure 10.27: Security Password Prompt
— w  40. A confirmation message that the tabu-

lator is reset is displayed. Click OK.
Tabulator State Reset

U

oK

Figure 10.28: Security Password Prompt
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e it e St 41. Exit the ICC application by clicking
e SR i T e s the Exit icon located on the bottom
of the left-hand panel.

EE] SCAMMING

: CONFIGLURATION
’ il STATUS

Figure 10.29: Exit button

mageCasGantill w | 42. A prompt appears asking to confirm

the choice to exit. Click Yes.
This will terminate the application.

j Are you sure this is what you wantto do?

YES NO

Figure 10.30: Exit button
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Chapter 11

Hardening Procedures

This chapter covers hardening procedures for the ImageCast® Central Workstation.

11.1 Securing Tabulator Folders

Once ICC configuration is complete, the security permissions on the tabulator folders can be altered to
ensure that only Administrators can modify the files within.

1. While logged in as an Administrator, open a File Explorer window to the C drive

2. Right-click on a tabulator folder (which contains the Project subfolder and election files for one
tabulator) and select Properties

Select the Security tab, and select Advanced
At the top of the window, where it specifies the Owner, click Change
Hit the Cancel button on the user selection window to return back to the advanced settings window

To enable inheritances, click Disable Inheritance.

No ok W

A pop-up appears asking how to handle the previously inherited permissions select the “explicit”
option

*®

From the list of user groups, select Users and click Edit.

9. Ensure that only Read and Execute, List Folder contents, and Read are the only permissions
selected. Click OK.

10. Repeat steps 9 and 10 for the Authenticated Users group
11. Select the Replace all child object permission check box.
12. Click OK, and then Yes to confirm

13. Repeat these steps for each tabulator folder

Once these settings are in place, User-level accounts require the confirmation of an Administrator pass-
word to modify the contents of a tabulator folder in any way.
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11.2 Final BIOS Configuration

After the system installation is complete, external boot devices must be disabled in the BIOS. An Admin
password for the BIOS must also be set.

For final BIOS configuration steps specific to Dell computers, refer to Section A.2.

11.3 Applying Windows Hardening Templates

Advanced hardening procedures are available to place increased security measures on the ImageCast®
Central workstation.

Please refer to Democracy Suite EMS System Installation and Configuration Procedure, section Operating
System Hardening Procedures and follow the instructions, using the Windows 10 option where applicable.
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Appendix A

BIOS Configuration for Dell
Computers

This appendix contains BIOS configuration steps for Dell servers and computers.

A.1 Pre-Installation BIOS Configuration

The following BIOS configuration steps are performed on a new system, before the the ImageCast®
Central installation procedure, beginning with Chapter 4.

These steps are common to most non-server Dell computers, including;:

e Dell Latitude 7440

e Dell Latitude 7450

e Dell OptiPlex 9020 All-In-One
e Dell OptiPlex 9030 All-In-One
e Dell OptiPlex 7440 All-In-One
e Dell Precision T1700

e Dell Precision T3420

The steps in each section are performed in the system’s BIOS menu. To enter the BIOS menu:

1. Start the computer. If the computer is already running, restart the computer.
2. When the Dell logo appears, press F2 to enter the BIOS menu.

3. If you have already enabled the Admin password, the BIOS settings menu will be locked and must
be unlocked before making changes. Enter the Administrative password and click OK.

NOTE: In some cases it may be required to click Unlock on the BIOS setup screen, to input the
password.
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A.1.1 Restoring Factory Settings

1. In the BIOS menu, click Restore Settings.
2. Select Factory Settings.
Click OK.

A warning message appears. Click OK to continue.

oro W

A notification appears. Click OK to restart the system.

NOTE: BIOS passwords are not affected by the Factory Settings restore. If the Admin Password has
been set, it remains unchanged.

A.1.2 Enabling UEFI Boot Mode

1. In the BIOS menu, expand the General node and select Boot Sequence.
2. Under Boot List Option, select UEFI.
3. Click Apply.

4. A confirmation message appears. Click OK to continue.

A.1.3 Disabling Legacy Option ROMs

Before enabling Secure Boot, Legacy Option ROMSs must be disabled.

1. In the BIOS menu, expand the General node and select Advanced Boot Options.
2. Clear the Enable Legacy Option ROMSs check box.

w

. Click Apply.

4. A confirmation message appears. Click OK to continue.

A.1.4 Enabling Secure Boot

1. In the BIOS menu, expand the Secure Boot node and select Secure Boot Enable.
2. Under Secure Boot Enable, select Enabled.
3. Click Apply.

4. A confirmation message appears. Click OK to continue.
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A.1.5 Disabling Wireless Devices

NOTE: This section applies only to computers with wireless network adapters. It does not apply to
Dell Precision computers.

1. In the BIOS menu, expand the Wireless node and select Wireless Device Enable.

2. Under Wireless Device Enable, clear all check boxes for wireless devices (WLAN/WiGig and
Bluetooth).

3. Click Apply.

4. A confirmation message appears. Click OK to continue.

A.1.6 Enabling SMART Reporting

—_

. In the BIOS menu, expand the System Configuration node and select SMART Reporting.
2. Under SMART Reporting, select Enable SMIART Reporting.

w

. Click Apply.

N

. A confirmation message appears. Click OK to continue.

A.1.7 Restarting the Computer

Once the BIOS configuration is complete, click Exit to restart the computer.
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A.2 Post-Installation BIOS Configuration

After the system installation is complete, external boot devices must be disabled in the BIOS. An Admin
password for the BIOS must also be set.

A.2.1 Disabling External Boot Devices

1. With the system powered on, insert a disc into the DVD-ROM drive.

2. Restart the system.

3. When the Dell logo appears, press F2 to enter the BIOS menu.

4. In the BIOS menu, expand the General node and select Boot Sequence.
5

. Under Boot Sequence, clear the DVD-ROM drive check box. Ensure the Windows Boot
Manager check box remains selected.

Click Apply.

o

7. A confirmation message appears. Click OK to continue.

A.2.2 Disabling Boot From USB

1. In the BIOS menu, expand the System Configuration node and select USB Configuration.
2. Under USB Configuration, clear the Enable Boot Support checkbox.
3. Click Apply.

4. A confirmation message appears. Click OK to continue.

A.2.3 Enabling Strong Password Requirement

To enable the requirement for strong BIOS passwords:
1. In the BIOS menu, expand the Security node and select Strong Password.
2. Under Strong Password, check Enable Strong Password.

3. Click Apply.

4. A confirmation message appears. Click OK to continue.

A.2.4 Enabling Admin Lockout

When Admin Lockout is enabled, the BIOS menu can not be viewed without entering the Admin pass-
word.

1. In the BIOS menu, expand the Security node and select Admin Setup Lockout.
2. Under Admin Setup Lockout, check Enable Admin Setup Lockout.
3. Click Apply.

4. A confirmation message appears. Click OK to continue.
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A.2.5 Enabling Admin Password

The Admin password protects the computer by restricting access to the BIOS, where settings can be
viewed and modified. A strong password is required.

1. In the BIOS menu, expand the Security node and select Admin Password.

2. Under Admin Password, enter the new password and confirm the new password. If a password
has already been set, enter the old password as well.

3. Click OK.

NOTE: To remove an existing password, enter the old password, leave the new password fields blank
and click OK.

A.2.6 Restarting the Computer

Once BIOS configuration is complete, click Exit to restart the computer.
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