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NOTICE OF CONFIDENTIALITY
AND NONDISCLOSURE

This document contains information that is protected as an unpublished work by Dominion Voting Sys-
tems (Dominion) under applicable copyright laws. The Recipient is to retain this document in confidence
and is not permitted to copy, reproduce, or to incorporate the contents hereof into any other media other
than as permitted in a written agreement with Dominion. The below statutory copyright notice shall
not imply or be deemed publication of this product.

PROPRIETARY NOTICE

The statements in this work, including, without limitation, directions, commentary, notes, and other ele-
ments contained herein, and their selection, expression, format, ordering and other attributes, constitute
proprietary and confidential technical information and are protected under Canadian, United States and
International copyright and other intellectual property laws. Title and all rights thereto, including, but
not limited to all copyrights, trademarks and any trade secrets belong solely to Dominion. No distribu-
tion of any contained statements by a licensee or use by a distributee, whether as a product or a service,
including without limitation, the right to copy, duplicate, reproduce, adapt, publish, quote, translate or
incorporate into other formats, media, or derivative works of any kind, is permitted.
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RELEVANT DISCLAIMERS

The final list of items to be disclaimed in this release is to be confirmed.
Please be advised that this document may make reference to the following Democracy Suite® function-
alities:

e AIMS Data Translator

e Avalue tablets

e EMS Enterprise configuration

o Election Data Exchange Station (EDES)

e ImageCast® Evolution

e ImageCast® Evolution Dual Monitor functionality
e ImageCast® Listener

e ImageCast® Precinct

e ImageCast® Precinct Audio

e ImageCast® Precinct Ballot Marking Device (BMD)
e ImageCast® Precinct BMD Audio

e Rank Choice Voting (RCV)

e Recall Issues

e Mode 2 asymmetric cryptography

e Mode 3 asymmetric cryptography

e NYS General and Primary Ballot Template

e Modem and transmission functionality

e WinEDS Importer

These functionalities are not components of the current Democracy Suite® 5.2-CO certification campaign,
and should be disregarded throughout the document.
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Chapter 1

Introduction

Per VVSG volume II, this document discusses the various changes, modifications, and upgrades to the
EAC-certified Democracy Suite® product line, developed and manufactured by Dominion Voting Sys-
tems.

The change notes in this document are baselined on the Democracy Suite® 4.21 platform.

1.1 Document Use

This document is intended for use with the Democracy Suite® 5.2 platform.

1.2 Design Responsibility

Dominion Voting is the design authority.

1.3 Document Status

This is a working specification for discussion and analysis. Details are subject to change.

1.4 Patent Status

Certain system concepts, as well as many implementation and construction details, are protected by a
series of U.S. and foreign patents pending.

Date: 2017-02-15 18:58:40Z
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