Election Infrastructure
Physical Security Site Assessment Checklist 


Site:  __________________________________________________________________________

Contact:  _______________________________________________________________________

Date:  ______________________________

Assessor(s):  ___________________________________________________________________

This baseline security practices checklist is intended only as a guide; it is not a requirement under any regulation or legislation. This checklist was developed using Federal Emergency Management Agency (FEMA), FEMA 426, Reference Manual to Mitigate Terrorist Attacks Against Buildings (December 2003) Building Vulnerability Assessment Checklist (Pages 1-45 to 1-93) with a specific focus on items relevant to Government Sector, Elections Infrastructure Sub-Sector facilities. The Department of Homeland Security, Office of Infrastructure Protection’s (DHS IP) Rapid Survey Tool (RST) Notebook (2018) and Infrastructure Survey Tool (IST) Version-5 (2016) were also used to identify focus areas. The checklist is organized using the 13 major section areas from the FEMA 426 checklist.
	Site: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Does the terrain place the facility on higher ground than surrounding public areas?
	FEMA-426
1.2
	
	
	
	

	Is standoff of controlled and uncontrolled vehicles maximized? 
	FEMA-426 1.3
	
	
	
	

	Is a perimeter fence or other type of barrier control in-place?
	FEMA-426
1.4
	
	
	
	

	Is vehicle traffic separated from pedestrian traffic on the site?
	FEMA-426
1.5
	
	
	
	

	Is there vehicle and pedestrian access control at the perimeter of the site?
	FEMA-426
1.7
	
	
	
	

	Does the facility use barriers to mitigate a high-speed avenue of approach? 
	RST
Notebook
	
	
	
	

	Does the facility use barriers to enforce standoff? 
	RST
Notebook
	
	
	
	

	Do standalone, aboveground parking garages provide adequate visibility across as well as into and out of the parking garage?
	FEMA-426 1.17
	
	
	
	

	Are garage or service area entrances for employee permitted vehicles protected by suitable anti-ram devices?
	FEMA-426
1.18
	
	
	
	

	Are site landscaping and street furniture designed to disallow concealment?
	FEMA-426 1.19
	
	
	
	

	Is the site lighting adequate from a security perspective in roadway access and parking areas?
	FEMA-426
1.20
	
	
	
	

	Is the illumination of fences, gates, and parking areas similar and uniform in type with overlapping light pattern coverage in most areas?
	RST
Notebook
	
	
	
	

	Is the illumination of building entrance and delivery areas similar and uniform in type with overlapping light pattern coverage in most areas? 
	RST
Notebook
	
	
	
	

	Do signs enhance control of vehicles and people?
	FEMA-426
1.22
	
	
	
	

	Architectural: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Does the site and architectural design incorporate strategies from a Crime Prevention Through Environmental Design (CPTED) perspective?
	FEMA-426 2.1
	
	
	
	

	Is the facility wholly occupied by employees of the assessed organization?
	FEMA-426
2.2
	
	
	
	

	Are exterior trash receptacles and mailboxes in close proximity to the building locked or controlled?
	FEMA-426 2.4
	
	
	
	

	Do entrances avoid significant queuing [waiting in line]?
	FEMA-426
2.5
	
	
	
	

	Does security screening cover all public and private areas?
	FEMA-426 2.6
	
	
	
	

	Are public and private activities separated?
	FEMA-426 2.6
	
	
	
	

	Is access control provided through main entrance points for employees and visitors?
	FEMA-426 2.7
	
	
	
	

	Is access to private and public space or restricted area space clearly defined through the design of the space, signage, use of electronic security devices, etc.?
	FEMA-426 2.8
	
	
	
	

	Do [pedestrian] circulation routes have unobstructed views of people approaching controlled access points?
	FEMA-426 2.13
	
	
	
	

	Is roof access limited to authorized personnel by means of locking mechanisms?
	FEMA-426
2.14
	
	
	
	

	Are high-value or critical assets located as far into the interior of the building as possible, and separated from the public areas of the building?
	FEMA-426 2.16
	
	
	
	

	Is high visitor activity away from critical assets?
	FEMA-426 2.17
	
	
	
	

	Are critical assets located in spaces that are either occupied 24 hours per day, or are visible to more than one person?
	FEMA-426 2.18
	
	
	
	

	Building Envelope: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Does the facility have protective measures on ground floor windows?
	RST Notebook
	
	
	
	

	Are intakes and exhausts protected from public access?
	FEMA-426-6.1
	
	
	
	

	Is access to mechanical areas controlled?
	FEMA-426-6.2
	
	
	
	

	Are the exterior façade and/or roof composed of materials that withstand local hazards?
	IST Version 5
	
	
	
	

	Security Systems: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Are CCTV (closed circuit television) cameras used?
	FEMA-426 12.1
	
	
	
	

	Is CCTV recorded 24 hours/7 days a week?
	FEMA-426 12.1
	
	
	
	

	Are the cameras programmed to respond automatically to perimeter building alarm events?
	FEMA-426 12.2
	
	
	
	

	Do they have built-in video motion capabilities?
	FEMA-426 12.2
	
	
	
	

	 Is CCTV system consistently monitored?
	FEMA-426
12.7
	
	
	
	

	Is CCTV imagery enhanced or checked for quality?
	FEMA-426 12.8
	
	
	
	

	Are panic/duress alarm buttons or sensors used?
	FEMA-426
12.4
	
	
	
	

	Are intercom call boxes used in parking areas or along the building perimeter?
	FEMA-426
12.5
	
	
	
	

	Is an electronic access control system in place?
	FEMA-426 12.2
	
	
	
	

	Is the access control system integrated with other physical security and/or computer networks?
	FEMA-426 12.2
	
	
	
	

	Are security systems connected to backup power supply?
	FEMA-426 12.22
	
	
	
	

	Are magnetometers (metal detectors) and x-ray equipment used?
	FEMA-426
12.26
	
	
	
	

	Is there an intrusion detection system with 24 hour monitoring? 
	FEMA-426 12.32
	
	
	
	

	Is there a designated security control room and console in place to monitor security, fire alarm, and other building systems?
	FEMA-426 12.32
	
	
	
	

	Do facility and security staff maintain means of both secure and back-up communications?
	FEMA-426 12.35
	
	
	
	

	Security Force: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Does the facility have a security force? 
	RST
Notebook
	
	
	
	

	Is the security force armed?
	RST
Notebook
	
	
	
	

	Is the security force on site?
	RST
Notebook
	
	
	
	

	Are there static posts?
	RST
Notebook
	
	
	
	

	Are there roving patrols?
	RST
Notebook
	
	
	
	

	Is there a [Security Force] Surge Capacity Plan? 
	IST
Version-5
	
	
	
	

	Are there comprehensive post orders and training plans for the security force?
	IST
Version-5
	
	
	
	

	Planning and Information Sharing: 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Does the facility receive threat information, security-related bulletins, advisories, and/or alerts from an external source?
	RST
Notebook
	
	
	
	

	Does the facility share threat and/or security-related information with outside organizations? 
	RST
Notebook
	
	
	
	

	Planning and Information Sharing (Cont’d): 
	Ref
	Yes
	No
	Not 
Sure
	N/A

	Have there been onsite visits with first responders?
	IST
Version-5
	
	
	
	

	Is there Interoperable Communication with this first responder [not 911]? 
	IST
Version-5
	
	
	
	

	Does the facility have a written Emergency Operation/Emergency Action Plan? 
	RST
Notebook
	
	
	
	

	Are personnel trained on the plan? Is the plan exercised at least once a year? 
	RST
Notebook
	
	
	
	

	Is the plan exercised at least once a year? 
	RST
Notebook
	
	
	
	

	Does the plan have procedures for appropriate hazards or emergencies?
	IST
Version-5
	
	
	
	

	Does a written security plan exist for this site or building?
	FEMA-426
13.1
	
	
	
	

	Has the security plan been communicated and disseminated to key management personnel/departments?
	FEMA-426
13.2
	
	
	
	

	Has the security plan been benchmarked or compared against related organizations and operational entities?
	FEMA-426
13.3
	
	
	
	

	Does the security plan address the protection of people, property, assets, and information relative to appropriate risks?
	FEMA-426 13.11
	
	
	
	

	Does the facility have procedures for suspicious packages? 
	RST
Notebook
	
	
	
	

	Has the security plan been coordinated with local law enforcement? 
	IST
Version-5
	
	
	
	

	The security plan has procedures for Security awareness training program
	IST
Version-5
	
	
	
	

	Are you [facility] aware of the DHS “See Something Say Something” campaign? 
	IST
Version-5
	
	
	
	

	Does the facility security plan utilize different threat levels? 
	IST
Version-5
	
	
	
	





Sources
Federal Emergency Management Agency (FEMA)
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Additional Reference Material
U.S. Department of Commerce, National Institute of Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity (Version 1.0), 2014    Pages 21, 23, 25, 26, 27, 31, 32, 33 and 34.       https://www.nist.gov/cyberframework

U.S. Department of Commerce, National Institute of Standards and Technology
NIST Special Publication 800-53 (Revision 4), Security and Privacy Controls for Federal Information Systems and Organizations, 2013
Physical and Environmental (PE) Controls (Pages F-127 to F-138): PE-1, PE-2, PE-3, PE-4, PE- 5, PE-6, PE-8, PE-9, PE-10, PE-11, PE-12, PE-16, PE-18 and PE-20.                                http://dx.doi.org/10.6028/NIST.SP.800-53r4

Election Center (National Association of Election Officials)                                             Elections Security Checklist©, 2016                                    https://www.electioncenter.org/election-security-infrastructure-elections-security- checklist.html
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