A large proportion of American voters think fraud significantly affected 2020 election results.[footnoteRef:1]  Despite having never, in my life, prior to November 3, 2020 researched any voting system, let alone Colorado’s election ecosystem and voting systems, I now have, and I would now count myself among Colorado voters with reduced or no confidence in the integrity of our election system and this election. [1:  47% of voters believe there was significant fraud which affected the outcome of this election : https://www.rasmussenreports.com/public_content/politics/elections/election_2020/61_think_trump_should_concede_to_biden] 

1. Fact. Colorado uses optical scan paper ballot voting systems. The system begins with paper ballots (with exceptions for accessibility (e.g. electronic ballot-marking devices (BMD)} and UOCAVA (e.g. electronic ballots)) which are optically scanned and then computer tabulated. 
2. Fact. Colorado uses Dominion and Clear Ballot voting systems. Colorado uses Dominion Voting Systems (DVS) Democracy Suite (D-Suite) 5.11[footnoteRef:2] for 62 counties[footnoteRef:3], and Clear Ballot Group (CBG) ClearVote 2.1 for Garfield and Douglas Counties.[footnoteRef:4] [2:  https://www.sos.state.co.us/pubs/elections/VotingSystems/VSHomePage1.html]  [3:  https://www.sos.state.co.us/pubs/elections/VotingSystems/VSHomePage1.html]  [4:  https://www.sos.state.co.us/pubs/elections/VotingSystems/files/VotingSystemsMap.pdf] 

3. Fact. Colorado Secretary of State/Department of State (CDOS) certification of Dominion[footnoteRef:5] and Clear Ballot[footnoteRef:6] voting systems for use in CO is based upon the certification testing conducted by Pro V&V to meet the requirements of CRS 1-7. [5:  https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-DemocracySuite511/certificationLetter.pdf]  [6:  https://www.sos.state.co.us/pubs/elections/VotingSystems/ClearVote2-1/temporaryApproval.pdf] 

4. Fact. Pro V&V is a private, Huntsville, AL-based company founded in 2011,[footnoteRef:7] and one of three U.S. Election Assistance Commission (EAC) accredited labs to test voting systems (the other two are NTS Huntsville, formerly Wyle Laboratories, and SLI Compliance, LLC).[footnoteRef:8] [7:  https://pitchbook.com/profiles/company/88623-64#overview]  [8:  https://www.eac.gov/voting-equipment/accredited-laboratories] 

5. Concern. Pro V&V security testing of DVS D-Suite 5.0 was limited.  This is the entire content of “Section 7: Security Requirements” in Pro V&V’s Test Plan for EAC 2005 Voluntary Voting System Guidelines (VVSG) Certification Testing Dominion Voting Systems Democracy Suite (D-Suite) Version 5.0 Voting System: “The requirements in this section shall be tested during the Source Code Review, Security Tests, and FCA”(Functional Configuration Audit).[footnoteRef:9] [9:  https://www.eac.gov/sites/default/files/document_library/files/Dominion%20Voting%20Systems%20D-Suite%205.0%20Test%20Plan%20Rev.%20A.pdf] 

6. Concern. Pro V&V security testing of DVS D-Suite 5.11-CO was limited.[footnoteRef:10] See footnote for “3.2.3 Security Testing” section of Pro V&V report, consisting of two paragraphs.[footnoteRef:11] [10:  https://www.sos.state.co.us/pubs/elections/VotingSystems/DVS-DemocracySuite511/testReport.pdf]  [11:  “The objective of the security testing was to evaluate the security posture of the system that may have been affected by the changes implemented in this modification.    The evaluation of the system was accomplished by utilizing a combination of documentation review, functional testing, and manual inspection. During the execution of a security penetration evaluation, the system was inspected to verify that various controls and measure were in place in order to meet the objectives of the security standards  which include: protection of the critical elements  of the voting system; establishing   and   maintaining   controls   to   minimize   errors;   protection   from   intentional manipulation,  fraud  and  malicious  mischief;  identifying  fraudulent  or  erroneous  changes  to  the voting system; and protecting the secrecy in the voting process. Summary Findings. During  the  security  penetration  evaluation,  test  personnel  first  verified  that the manufacturer’s TDP contained documented access and physical controls and then, following the manufacturer’s documented  procedures,  configured  the  voting  system  for  use  and  functionally  verified  that  the documented controls were in place and were adequate to meet the stated requirements.”] 

7. Fact. By way of comparison, the Electro-Magnetic Compatibility/Interference test report prepared by TUV SUD Canada, Inc for Pro V&V is 71 pages.[footnoteRef:12]  Including 34 pages of detailed test results; the section on lightning surges, alone, is over 3 pages. [12:  https://www.eac.gov/sites/default/files/voting_system/files/Attachment_A-1_Report_File_7169005633-00.pdf] 

8. Concern. It is not clear that any employee of Pro V&V has any cybersecurity experience or expertise, whatsoever. Three employees of Pro V&V appear repeatedly on voting system certification testing plans and reports: Jack Cobb, Michael Walker, and Wendy Owens. Pro V&V’s director, Jack Cobb “claims no specialized knowledge or background in cybersecurity engineering.”[footnoteRef:13] [13:  https://www.courtlistener.com/recap/gov.uscourts.gand.240678/gov.uscourts.gand.240678.964.0_1.pdf] 

9. Fact. The U.S. EAC certified that DVS D-Suite 5.0 met VVSG v. 1.0 in February, 2017.[footnoteRef:14] [14:  https://www.eac.gov/news/2017/02/08/us-eac-certifies-new-dominion-voting-system] 

10. Concern. The Texas Secretary of State refused, in 2013, 2019, and 2020 to certify Dominion D-Suite for use in Texas, and noted multiple vulnerabilities. There is no evidence that any of those vulnerabilities have been considered or mitigated in CO’s use of DVS D-Suite. Texas’ Deputy Secretary of State’s certification denial letter includes the following: “Specifically, the examiner reports raise concerns about whether the Democracy Suite 5.5-A system is suitable for its intended purpose…and is safe from fraudulent or unauthorized manipulation.”[footnoteRef:15]  Texas’ examiners’ reports identified a multitude of vulnerabilities, including “some of the hardware in the Democracy 5.5-A System can be connected to the internet through Ethernet ports,” “tamper seals and locks exist on the equipment; however…the end-user had to implement procedures to make sure these security measures were effective,” according to Dominion, resolution of examiners’ security concerns was “ultimately the responsibility of the end-users..,” “Without question, one or more of the components of the 5.5-A System can be connected to an external communication network and this can only be avoided if the end-user takes the proper precautions to prevent such a connection,” “Many of the security features of the 5.5-A System are not automatic, but again depend on the end-user following the best practices promoted by Dominion,” [footnoteRef:16]“The EMS software will run without the hardening script being applied…the firewalls on the various central site machines are not configured as part of the hardening procedures. This is left to the jurisdiction and since many jurisdictions do not have the expertise, the machines could be vulnerable to a rogue operator on a machine if the election LAN is not confined to just the machines used for the election.”[footnoteRef:17] “Adjudication results can be lost.  In the January exam, during adjudication of the ballots in the test election, one of the Dominion representatives made a series of mistakes that caused the entire batch of adjudication results to be lost.  We did not see this problem again during this exam, but the adjudication system is unchanged, so this vulnerability is still present,” and “The ICX ballot-marking device has an indicator light…connected by a USB port. When…phone was attached to the USB port, the ICX scanned the files on his phone and did not complain, although Dominion later showed that the event was logged,” and “Installation is complex, error prone, and tedious.  I counted 184 steps in their installation manual before deciding to estimate the remaining steps.” [footnoteRef:18] [15:  https://www.sos.texas.gov/elections/forms/sysexam/dominion-d-suite-5.5-a.pdf]  [16:  https://www.sos.texas.gov/elections/laws/dominion.shtml]  [17:  https://www.sos.texas.gov/elections/forms/sysexam/oct2019-watson.pdf]  [18:  https://www.sos.texas.gov/elections/forms/sysexam/oct2019-sneeringer.pdf] 

11. Fact. The same DVS D-Suite 5.5-A was certified by SLI Compliance to U.S. Election Assistance Commission (EAC) Voluntary Voting System Guidelines (VVSG) Version 1.0 in January 2019.[footnoteRef:19] [19:  https://www.eac.gov/voting-equipment/democracy-suite-55-modification] 

12. Concern. SLI Compliance’s EAC VVSG Certification Test Report, December 15th, 2018 indicates that security vulnerabilities were found in DVS D-Suite 5.5 during the State of Pennsylvania’s security penetration test.[footnoteRef:20] I found no record or discussion indicating CO had considered or addressed these security vulnerabilities. [20:  https://www.eac.gov/sites/default/files/voting_system/files/Dominion_Voting_Systems_D-Suite_5.5-A_Test_Report_v1.1.pdf] 

13. Fact. SLI Compliance is one of only three U.S. EAC-accredited Voting System Test Laboratories (VSTL)[footnoteRef:21] (the others are Pro V&V and NTS). SLI is a Denver, CO-based wholly-owned subsidiary of Gaming Laboratories International (GLI) and its compliance division, responsible for election system testing, is a division of GLI, LLC.[footnoteRef:22] [21:  https://www.eac.gov/voting-equipment/accredited-laboratories]  [22:  https://slicompliance.com/about-us/] 

14. Fact. U.S. Senator Wyden October, 2017 letter to SLI Compliance asked a number of election system security-related questions.[footnoteRef:23] He did not publish their response, if received. [23:  https://www.wyden.senate.gov/imo/media/doc/wyden-sli-compliance-election-cybersecurity-letter.pdf] 

15. Fact. A December, 2019 letter to H.I.G. Capital, LLC from U.S. Senators Warren, Klobuchar, and Wyden, and U.S. Representative Pocan expressed both security-related concerns about voting systems, including Dominion, as well as questions about affiliated/related/ownership stakes for voting system companies. H.I.G. Capital had invested in Hart InterCivic Inc election systems.[footnoteRef:24] None of the Senators or the Representative published H.I.G.’s response, if received. [24:  https://www.warren.senate.gov/imo/media/doc/H.I.G.%20McCarthy,%20&%20Staple%20Street%20letters.pdf] 

16. Fact. DVS D-Suite 5.5-A, as tested in Texas, is largely identical to DVS D-Suite 5.11, used in CO.  D-Suite 5.5-A is a paper-based optical scan voting system, consisting of the Election Management System (EMS), Adjudication system (ADJ), ImageCast Central optical scanner (ICC), ImageCast X Ballot Marking Device (BMD) (ICX BMD), and ImageCast Precinct (ICP).[footnoteRef:25] D-Suite 5.11 is a paper-based optical scan voting system, consisting of the EMS (which includes ADJ), ICC, and ICX. [25:  https://www.sos.texas.gov/elections/laws/dominion.shtml] 

17. Concern. Annual DEF CON Hacking Conference Voting Villages repeatedly identify critical security vulnerabilities in electronic voting systems. There is no indication that those identified vulnerabilities have been considered or addressed in CO.  In particular, DEF CON 27, in August, 2019 identified vulnerabilities with DVS ImageCast Precinct (which incorporates ImageCast X (ICX)), including “access (to) USB, RJ45, and CF slots…without using destructive force,” an operating system (Busybox Linux 1.7.4 with multiple known medium to high level vulnerabilities, including remote attack through DNS via forged NTP packet to produce denial of service, the ability to boot the system from an external USB device on startup, physically exposed CF card and card readers, the ability to open all “security” screws (on plates covering ports) with $28 of retail tools, accessing CF cards with unencrypted ballot and machine configuration files.[footnoteRef:26] [26:  https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf] 

18. Fact. Runbeck prints millions of CO mail-in ballots in Phoenix, and provides Agilis/AgilisDuo, Sentio, and Simulo systems for in-state use in the CO election system. At least 2 CO counties use Agilis, a ballot sorting system which scans and processes ballot envelopes, performs signature verification, can extract returned ballots for manual review, based on user configuration of detection/trigger thresholds, and captures images of each ballot;[footnoteRef:27] At least 7 CO counties use AgilisDuo, which provides ballot sorting, image capture, and signature verification;[footnoteRef:28] Sentio is a portable ballot-on-demand printing system which can print individual or large batches of ballots and envelopes;[footnoteRef:29] Simulo allows the creation of a marked paper ballot from electronic files and user operation, which are printed through the Sentio or Agilis system.[footnoteRef:30] The Runbeck systems require access to the voter registration database/files. [27:  https://runbeck.net/agilis-ballot-sorting-system/]  [28:  https://runbeck.net/agilisduo-big-sorting-solution-for-smaller-jurisdictions/]  [29:  https://runbeck.net/wp-content/uploads/SentioProductSheet.pdf]  [30:  https://runbeck.net/simulo-uocava-e-ballot-duplication-system/] 

19. Concern. CDOS neither demands nor receives any security testing, report, or certification for any Runbeck system.
20. Fact. Colorado’s Risk-Limiting Audit (RLA) process is based on use of open-source software called Arlo, produced by VotingWorks.  
21. Fact. VotingWorks is a San Francisco-based non-profit corporation created by the Center for Democracy and Technology, which is funded by Amazon, Google, Facebook Apple, Microsoft and Soros’ Foundation to Promote Open Society.[footnoteRef:31] [31:  https://www.influencewatch.org/non-profit/voting-works/] 

22. Concern. Arlo code is maintained on GITHUB,[footnoteRef:32] where there have been over 90 changes made to the code since November 3, 2020, including calls to other GitHub code, by a few principle authors. [32:  https://github.com/votingworks/arlo] 

23. Fact. Arlo code is also hosted as a software-as-a-service version by VotingWorks, using Amazon Web Services.[footnoteRef:33] Neither meets CDOS’ specified security standards and protocols Exhibit B, II.c., requiring a “secure and industry-standard accredited facility, using dedicated hardware for the State of Colorado, with adherence to NIST guidelines for encryption, threat modeling, physical server security and tamper-detection monitoring.[footnoteRef:34] [33:  https://voting.works/risk-limiting-audits/hosting/]  [34:  https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/2018/20180222RFP-RLAPhaseII.pdf] 

24. Concern. The only audit or testing performed on Arlo has been by Security Compass, a Canadian company which employs multiple computer scientists trained at Sharif University in Tehran. [footnoteRef:35] The audit report, published November 13, 2020, indicates that Arlo allows weak/insecure transport later security (TLS) 1.0 and 1.1. Using TLS 1.2 and above is the very first security standard specified in CDOS’ February 2018 Request for Proposal for RLA software system.[footnoteRef:36] [35:  https://resources.securitycompass.com/reports/votingworks-security-compass-arlo-audit]  [36:  https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/2018/20180222RFP-RLAPhaseII.pdf] 

25. Fact. DVS’ Eric Coomer joined DVS when DVS acquired Sequoia Voting Systems.[footnoteRef:37]  The original DVS “Provider Narrative for Dec 4th PERC Meeting” pdf stated that Dr. Eric Coomer “entered the elections industry in 2005 with Sequoia Voting Systems as Chief Software Architect. After three years with the company, Eric took over all development operations as Vice President of Engineering. When Sequoia was acquired by Dominion Voting Systems in 2010, Eric joined the DVS team as Vice President of US Engineering overseeing development in the Denver, Colorado office” and that “Eric has been an active participant in the development of the IEEE common data format for Elections systems, as well as the working group for developing standards for Risk-Limiting Audits for elections results.”[footnoteRef:38] [37:  https://www.eac.gov/voting-equipment/registered-manufacturers/sequoia-voting-systems-company-was-purchased-dominion]  [38: https://web.archive.org/web/20201119180016/https://www.sos.state.co.us/pubs/elections/VotingSystems/files/2015/projectPlans/Dominion.pdf] 

26. Fact. DVS’ David Moreno[footnoteRef:39] left DVS after the DVS’ CO UVS initial effort to join i3logix and lead i3ballot, which became the BallotTrax subsidiary. [39: https://web.archive.org/web/20201119180016/https://www.sos.state.co.us/pubs/elections/VotingSystems/files/2015/projectPlans/Dominion.pdf] 

27. Fact. CO primary votes cast increased sharply between 2016 and 2018 (+45%), and between 2018 and 2020 (+28%). Number of Colorado votes cast in primary elections from 2008-2020 were:[footnoteRef:40] 488,130 (2008); 774,071 (2010); 530,119 (2012); 634,181 (2014); 644,723 (2016); 1,161, 574 (2018); 1,601,524(2020). [40:  https://www.sos.state.co.us/pubs/elections/main.html] 

28. Fact. CO general election votes cast increased sharply between Presidential election years in 2016 and 2020 (+13%). Number of Colorado votes cast in general elections from 2008-2020 were:[footnoteRef:41] 2,422,236 (2008); 1,821,028 (2010); 2,596,173 (2012); 2,075,837 (2014); 2,855,960 (2016); 2,566,784 (2018); 3,252,896 (2020). [41:  https://www.sos.state.co.us/pubs/elections/main.html] 

29. Fact. CO population growth between 2016-2018 (+2.8%) and 2018-2020 (+1.2%) was relatively low. CO estimated population during election years from 2008-2020 were: 4,901,938 (2008); 5,050,332 (2010); 5,195,972 (2012); 5,352,288 (2014); 5,542,211 (2016); 5,696,897 (2018); 5,763,976 (2020).
30. Fact. CO SOS 2020 elections results page links to Clarity Elections, owned by Scytl;[footnoteRef:42] ergo Clarity Elections receives Colorado elections data. [42:  https://www.sos.state.co.us/pubs/elections/ ; https://results.enr.clarityelections.com/CO/105975/] 

31. Fact. Scytl is a private company headquartered in Barcelona, SP, which acquired SOE Software in 2012.[footnoteRef:43] SOE Software was a respondent to Colorado Uniform Voting System solicitations, and stated that the CO SOS contracted with SOE in 2012 to “provide aggregated election night results reporting software in the State…” and “…county-level services in Arapahoe and Jefferson counties and has been operating in the state since 2007.”[footnoteRef:44] [43:  https://www.crunchbase.com/organization/scytl]  [44:  https://www.sos.state.co.us/pubs/elections/VotingSystems/RFI/SOE-UVS-RFIresponse.pdf] 

32. Fact. The cybersecurity posture of any system cannot be determined without adversarial assessment. Cybersecurity for information and weapon systems critical to U.S. national security is a cradle-to-grave (early design to phase out/deactivation) effort, including test and evaluation in six phases. Those phases include 1) conceptual/architectural requirements definition; 2) Characterization of attack surface; vulnerabilities, avenues of attack, plans to evaluate mitigation and attack effects; 3) Cooperative vulnerability identification; includes/not limited to regression and functional testing; 4) Adversarial developmental test; iterative, while simulating mission/functional use; 5) Cooperative vulnerability and penetration assessment; final developmental assessment and preparation for adversarial assessment; 6) Adversarial assessment; RED TEAM conducted by threat-representative team against system in operational environment.[footnoteRef:45] [45:  https://www.dau.edu/cop/test/DAU%20Sponsored%20Documents/Cybersecurity-Test-and-Evaluation-Guidebook-Version2-change-1.pdf] 

33. Concern. No adversarial assessment has been conducted on any portion of the Colorado election system.
34. Concern. DVS-related documents on CDOS’ website from 2015 have been edited in November, 2020 in a manner that obscures information and impedes discovery based on specific terms. Someone removed and redacted a DVS-related document on the CDOS website. The DVS “Provider Narrative for Dec 4th PERC Meeting” pdf document was posted on CDOS website from 2015 through 2020 (in this format[footnoteRef:46]), then removed, redacted to obscure the names of Dominion personnel, and to make some terms (e.g. “Venezuela” and “Smartmatic”) non-machine-searchable (see pages 24-27), and then reposted in that redacted form to the same CDOS) page and site, without explanation.[footnoteRef:47] [46: https://web.archive.org/web/20201119180016/https://www.sos.state.co.us/pubs/elections/VotingSystems/files/2015/projectPlans/Dominion.pdf]  [47:  https://www.sos.state.co.us/pubs/elections/VotingSystems/files/2015/projectPlans/Dominion.pdf] 

35. Concern. Colorado allows for same-day voting without photo ID or signature on file/verified. acceptable forms of ID including a copy of current utility bills, bank statements, or other government document showing the name and address of the elector, or a Certificate of Indian Blood.
36. Concern. No security testing or assessment of any voting system in the U.S., including Colorado, has included any consideration of supply chain exploitation/infiltration threats. 
37. Concern. The i3logix i3ballot (BallotTrax) business proposal to CDOS for the UVS RFP indicates that i3logix does not allow CO or any third party access to the BallotTrax source code despite BallotTrax having access to CDOS’ SCORE database.[footnoteRef:48] [48:  https://www.sos.state.co.us/pubs/elections/VotingSystems/RFI/proposals/i3ballotColoradoUVSProposal.pdf] 

38. Concern. Judicial Watch has sued CO and SOS Griswold over inflated, inaccurate CO voter rolls.  The lawsuit asserts that 40 of CO’s 64 counties (the highest in the U.S.; 11% of the U.S. over-registered county total) have voter registration rolls exceeding 100% of those counties’ eligible citizen voting-age population.
39. Concern. There is no record of CO security assessment, certification, or ongoing monitoring for electronic pollbook, BallotTrax, SCORE, Runbeck’s Sentio, Simulo, and Agilis systems, or VotingWorks Arlo.
40. Fact. CDOS spent Help America Vote Act (HAVA) grant funds to create a five-person “Rapid Response Election Security Cyber Unit (RESCU), tasked with “protecting Colorado’s elections from cyberattacks, foreign interference, and disinformation campaigns.”  RESCU is to “assist counties with proper cybersecurity practices, while also working to prevent both “cybersecurity incursions and disinformation.”[footnoteRef:49]  It was reportedly headed by Nate Blumenthal, with no technical cybersecurity expertise, and who does not list the position on his CV.[footnoteRef:50] [49:  https://www.sos.state.co.us/pubs/newsRoom/pressReleases/2020/PR20200720RapidResponseTeam.html]  [50:  https://www.linkedin.com/in/nate-blumenthal-46bb29b7/] 

