Moffat County, Colorado
Dominion Voting Systems (DVS) Democracy Suite (DS) equipment certified by CO SecState:
	60FDXG2
	Dell PowerEdge R630
	EMS Standard Server [EMS= Election management System]

	CNNJ482
	Dell Precision T3420
	EMS Client

	1RTPDB2
	Dell Precision T3420
	ADJ Client [ADJ= Adjudication]

	4BW2482
	Dell Optiplex 9030 AIO
	ICC (DR-M160II) [ICC= ImageCast Central]

	4BW3482
	Dell Optiplex 9030 AIO
	ICC (DR-M160II)

	GX329388
	Canon DR-M160II
	[One type of scanner approved/used with Democracy Suite]

	GX329389
	Canon DR-M160II
	

	6B06K72
	Dell Latitude E7450
	ICVA [ICVA= ImageCast Voter Activation]

	HKQ0K72
	Dell Latitude E7450
	ICVA

	RF2GA070SDJ
	Samsung Galaxy Tab/Pro
	[These are ImageCast X(ICX)]

	RF2GB01VHWM
	Samsung Galaxy Tab/Pro
	

	RF2GB01VX2E
	Samsung Galaxy Tab/Pro
	

	RF2GB05GD3E
	Samsung Galaxy Tab/Pro
	

	RF2GB05GERE
	Samsung Galaxy Tab/Pro
	

	RF2GB05GJPV
	Samsung Galaxy Tab/Pro
	

	RFSGB05GPKV
	Samsung Galaxy Tab/Pro
	


1. All values directly from (except see 2. Below): https://www.sos.state.co.us/pubs/elections/VotingSystems/files/2020/ColoradoVotingEquipmentbyCounty2020.pdf
2. Values in [] added by S. Smith, for clarification
3. EMS is the heart of DVS DS; election officials use EMS Election Event Designer (EED) software to create ballots (a .pdf, but with defined field areas that the ICC scanners use to correlate ballot marks on scanned paper ballots with specific contests), to ingest data from the ICC systems, and to create reports like Results Tally & Reporting (RTR) from the databases on EMS which aggregate tabulation results from all batches scanned on ICC and adjudicated on the Adjudication client, on ICC, or on EMS.
4. ICC is the central scanning station(s) at each County.  It has one of several approved scanners attached to a Dell workstation, and all paper ballots, including those printed out from ICX machines, are scanned into ICC, which produces a ballot image and which interprets the marks on the paper ballots to produce a digital representation of ballot marks called a cast vote record (CVR).
5. ICX uses touchscreen tablets (Samsung or AValue) and various attached controllers (sip & puff, paddle, etc) to provide in-person assistive technology for voting at County Voting Service and Polling Centers (VSPC).  It allows a voter to enter all vote choices on the touchscreen/controllers, and the ICX (CO SecState does not label these as “ICX” but they ARE ICX), and to then print the paper ballot, which is then scanned into ICC.
6. ICVA is used to program smartcards a voter at a VSPC places into a reader on the ICX, so that the ICX brings up the correct ballot.

Configuration and Vulnerabilities (this will not be comprehensive, but representative):
1. Dell OptiPlex 9030 AIO (all in one), serial 4BW2482, used in Moffat County as ICC.  
a. Configuration, as ordered from Dell, by Dominion (From https://www.dell.com/support/home/en-us/product-support/servicetag/0-cTU1b1pOVWVyRU5WaUhlKzVPRGNQdz090/overview): 
i. Item 631-AAIE: “No Out-of-Band Systems Management,” Part numbers 566M4, DT1HF, and MDK25, Descriptions: “INFO,RYLTY,ME,DISABLE,OPTI9030,” “SRV,SW,UMID9,5MB,NOIMSS,9030,” and “INFO,MGMT,INTEL,ME,DISABLE,” Quantity: 0.
ii. Item 555-BBFO: “No Wireless LAN Card (no WiFi enablement,” Part number R2WTD. Description: “INFO,NO-WIRELESS,OPTI,” Quantity: 0.
iii. Item 619-ADTC: “Windows 8.1 Pro 64-bit English,” Part number DXGHM, Description: “DPK, Operating System, WBP32/64,” Quantity: 1.
iv. Item 338-BEEB: “Intel Core i5-4590S Processor (Quad Core, 6MB, 3.00GHz w/HD4 600 Graphics),” Part number GPF5X, Description: “PRC,HSL,I5-4590S,3.0G,65W,L,” Quantity: 1.
b. Warranty Details for Service Tag 4BW2482.  Shipped 9 Feb 2016, Expired 10 Feb 2019.
c. Known Vulnerabilities:  The vulnerabilities with the “off the shelf” software (e.g. Windows 8, originally, and now Windows 10) used by these systems are almost too numerous to list; Windows 10, alone, has over 1,100 known vulnerabilities, and Windows 8.1 has over 1,600 known vulnerabilities, including 183 discovered in 2021, alone (https://www.cvedetails.com/product/26434/Microsoft-Windows-8.1.html?vendor_id=26)(https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=windows+10), with more discovered every month, despite the operating systems being in use for over 5 years (Win10) and 8 years (Win8).
d. Discussion:  The list of concerns with this system is long; beginning with Intel vPro and the Intel Management Engine built into the Intel Core i5-4590 chipset; these are designed for the purpose of remote management, and cannot be prevented or even detected by local users or administrators.  Like the iDRAC card in the PowerEdge EMS server, these systems are meant for what is called “out-of-band management” – when combined with the wireless networking cards installed in the ICC and ICVA systems, they would enable complete remote control of this system, and potentially any systems connected to it.  The Optiplex 9030 has a wifi/Bluetooth LAN (WLAN) card built into it, by default, so the significance of item 555-BBFO, Quantity: 0 is that the purchaser (Dominion) had the option to request that the M2 WLAN card be removed, and CHOSE NOT TO; i.e. they opted to have this computer built with wireless networking installed.
2. Dell PowerEdge R630, serial 60FDXG2, used in Moffat County as EMS Standard Server
a. Configuration, as ordered from Dell, by Dominion (https://www.dell.com/support/home/en-us/product-support/servicetag/0-SjBkUTVBbVlkSlk5OWVvUUwvUjdrdz090/overview):
i. Item 338-BFMR: “Intel Xeon E5-2623 v3 3.0GHz,1 0M Cache,8.00GT/s QPI,Turbo,HT ,4C/8T (105W) Max Mem 1866MHz” Part number 6T3W1, Description: “PRC,E52623V3,3.0,10M,HSL,R2,” Quantity: 1.[This is a Xeon processor]
b. Warranty Details: Shipped 5 Jan 2017, Expired 12 Jun 2020.
c. Vulnerabilities:
i. 15 known vulnerabilities for the Xeon processor, alone, listed at https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=xeon
d. Discussion:  The most significant concern I have with this particular system is the processor, itself; it’s built with (and for) both the vPro Platform management and Virtualization, which allow a single set of hardware to operate as if they are actually distinct and separate computers.  I.e., despite this server, itself, not having (at least from the factory) a built-in wireless modem, it is, by default, connected to other systems in the Dominion Voting System (specifically, to the ICC workstation in Moffat County) which DO have wireless modems built-in, so it can be reached remotely with no ability for public officials to be aware of that connection (https://ark.intel.com/content/www/us/en/ark/products/83354/intel-xeon-processor-e5-2623-v3-10m-cache-3-00-ghz.html).  This system may also have near-field communication (NFC) built into the bezel of the R630 case, which would allow someone to take control of the system and upload or modify settings while appearing to be merely inspecting it. We have no idea what vulnerabilities are present on the Dominion proprietary software – that’s what makes “proprietary” software an extreme risk.  The director of the Pro V&V VSTL, Ryan Jack Cobb, admitted in testimony in a Georgia court in 2020 that he had no particular cybersecurity expertise or background – that should challenge anyone’s confidence that the Pro V&V VSTL would detect or identify vulnerabilities in the system.


	


