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Executive Summary

This summary describes a subset of the critical deficiencies in the security of the
electronic voting systems used in Antrim County, Michigan for the November 3,
2020 election.

Election workers/contractors with the technician/supervisor passcode can change
the date/time on the Imagecast Precinct (ICP) tabulator tapes by resetting the time
on the tabulator after they enter their passcode. The election worker/contractor can
then proceed to print a new election tape from the tabulator with whichever
data/time stamp they prefer. If a malicious election worker/contractor wished to run
additional ballots outside of the election window or after hours, the ability to reset
the time to print new tapes makes it extremely difficult to identify fraudulent
activities because the paper tapes figure prominently in the canvassing process. See
the expert report by Penrose dated May 3, 2021 that shows in the EMS the
technician passcode of “123456”.

All of the Antrim County election workers and contractors that perform work on the
EMS utilize the same account to work on the system. This account has
administrative access and can be used to modify the EMS database to manipulate
vote totals. The 6 account first name/last names pairs listed in the system database
are as follows: Ben/Smythe, John/Smith, Ryan/Smoth, MRO/MO01, Return
Office/Admin, MRESuper/Admin. These are the only users that account for log
entries regardless of who is actually logged into the system and making changes.

The password enforcement policies on the EMS are substandard, they even allow
the users to set purposefully “weak” passwords as a feature.

The absence of best practice security procedures to require individual accounts for
users to protect accounts and passwords is inexcusable in a system that is used to
conduct elections. In addition, the ability to reset date/time on tabulators, reopen
the polls, reprint tapes makes fraud very feasible for even low sophistication actors.

Details
Election workers have the ability to set the time on a tabulator at any time in order

to print paper tapes that show the appropriate date/time stamp. The
technician/supervisor password enables the workers to have this capability. The



process is straightforward and is performed by traversing the menus on the
tabulator itself.

For this demonstration scenario, the following steps were performed to illustrate
that the ICP paper tabulator tapes can be custom modified to show a specific time of
poll closure for the election, regardless of the actual date and time.

The ICP 1s powered on.

The ICP Poll is opened by scanning the security key fob on the ICP sensor
and entering the poll worker security passcode of “11032020”, and a zero tape
1s printed.

7 demonstration ballots (same reference ballots from Lenberg report dated
May 3, 2020 Exhibit A) are fed into the tabulator demonstration purposes.
0 The vote breakdown on the original ballots for the Presidential Contest
is as follows:
e 4 votes for Trump
e 2 votes for Biden
e 1 vote for Jorgenson
0 The vote breakdown on the original ballots for Senate
e 4 votes for James
e 2 votes for Peters
e 1 vote for Willis

The ICP Poll is closed by placing the security key fob on the ICP sensor which
brings up an administrative menu to close the poll. As soon as the poll is
closed a paper tape of the tabulation is automatically printed. The paper tape
includes a flip of Trump and Biden votes.
0 The vote breakdown on the paper tape for the Presidential Contest is
as follows:
e 2 votes for Trump (flipped from Biden to Trump)
e 4 votes for Biden (flipped from Trump to Biden)
e 1 vote for Jorgenson
0 The vote breakdown on the paper tape for Senate
e 4 votes for James
e 2 votes for Peters
e 1 vote for Willis

The ICP Poll is reopened by placing the security key fob on the ICP sensor
and entering the technician passcode “123456”






o 7 ADDITIONAL demonstration ballots are fed into the system with the
same original ballot breakdown as the initial group of ballots used in
the demonstration.

0 The security key fob is placed on the ICP sensor, and a menu appears
automatically ICP LCD showing CLOSE THE POLL, UTILITIES,
BALLOT REVIEW, POWER DOWN, and CANCEL

Figure 3 - ICP LCD Administrative Menu

0 The following menu selection is made on the tabulator LCD
e UTILITIES -> DIAGNOSTICS -> INDIVIDUAL -> INTERNAL
CLOCK -> SET DATE AND TIME

e See Figures 4-9
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Set the date/time to the election date/time the poll was originally
closed

e This specific action represents the most egregious vector for
fraud for local election workers/contractors with administrative
access to the tabulators and to any ballot(s)

e The ballot images are stored on the EMS and additional blank
ballots are in the possession of Election Source contractors and
any local official with physical access to the media. (see Penrose
report dated May 3, 2021)

e The poll worker/technician passcodes along with access to
additional ballots (could be only one) would be sufficient to
perpetrate this fraud

On the ICP LCD select CANCEL on the DIAGNOSTICS sub-menu
On the ICP LCD select CLOSE POLL and enter the poll worker
passcode “110302020”

The malicious actor initially makes an estimate the number of fraudulent
votes needed to win the election and programs for that scenario. However,
often they need to add additional votes beyond the pre-planned fraud
estimates, requiring the polls to be re-opened again to add additional
fraudulent votes to achieve their objectives.

The ICP Poll is reopened by placing the security key fob on the ICP sensor
and entering the technician passcode “123456”

o

Once again, 7 ADDITIONAL demonstration ballots are fed into the
system with the same original ballot breakdown as the initial group of
ballots used in the demonstration.
The security key fob is placed on the ICP sensor, and a menu appears
automatically ICP LCD showing CLOSE THE POLL, UTILITIES,
BALLOT REVIEW, POWER DOWN, and CANCEL
The following menu selection is made on the tabulator LCD
e UTILITIES -> DIAGNOSTICS -> INDIVIDUAL -> INTERNAL
CLOCK -> SET DATE AND TIME
Set the date/time to the election date/time the poll was originally
closed
e Again, this is done to ensure the paper tapes printed from the
tabulator remain consistent and fraud is not detected during the
canvassing process.
On the ICP LCD select CANCEL on the DTAGNOSTICS sub-menu
On the ICP LCD select CLOSE POLL and enter the poll worker
passcode “110302020”



This demonstration continues to follow the same process of injecting
fraudulent votes and maintaining the exact same date and time for the poll
opening, closing, and printout to the minute.
0 This is done for two more rounds of adding 7 more fraudulent ballots
per round
0 The total number of fraudulent ballots added is 21 in this
demonstration while maintaining the same date and time to the
minute as the original election results on the ICP tabulator paper tape.

The fraudulent actor may run this attack ad infinitum at their leisure.

Figure 10 - Manipulated Vote Totals on Tabulator Tapes
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Figure 11 - Specific Times Manipulated on the Tapes Corresponding to Figure 10
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Administrator Accounts and Passwords

The Dominion Election Management System (EMS) database accounts have the
following user names: John Smith, MRO MO01, Return Office Admin, Ben Smythe,
MRESuper Admin, Ryan Smoth.

Figure 12 — Dominion EMS Database Administrator Accounts

Figure 13 - UserInfo Log Change from John Smith to Ben Smythe

Any user with access to the EMS using the EMS Admin username and password to
log into the Dominion Democracy Suite Election Event Designer (EED) application
will appear to be “Ben Smythe” in the log files. This obfuscates identity of the true
user on the system and makes it impossible to perform security audits and ongoing
monitoring for suspicious activities. The EED application is used to design the
entire election, it is used to program the election files on to the compact flash cards,
and it is used to program the security key fobs that are required to open, close,
reopen, or rezero the polls.

If there were inappropriate or fraudulent activities occurring on the EMS they
would be attributed to the shared account and follow-on investigations would be
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stymied by the lack of specificity when it comes to the identity of the user active on
the system.

Similarly, any user with access to the RTR using the EMS RTRAdmin username
and password to log into the Dominion Democracy Suite Result Tallying and
Reporting (RTR) application will appear to be “Ryan Smoth” in the log files. This
was found in the template for Michigan (Figures 14 and 15). So one can assume
that all counties in Michigan that were programmed using this template will all
have Ryan Smoth as the RTRAdmin User. This obfuscates identity of the true user
on the system and makes it impossible to perform security audits and ongoing
monitoring for suspicious activities. The RTRAdmin operator account offers the
option of choosing a “weak” password as a feature. (Figure 16) This option to choose
a weak password is against all best security practices and leaves the RTR Operator
role susceptible to exploitation by malicious cyber attackers. The RTR application
1s the one used to import, reject, validate, publish, and unpublish results contained
on the compact flash cards and/or results transmitted via modem to a county-
located Listener computer (proposed for Antrim but apparently not purchased) that
then relays them to the EMS computer. Results can also be manually entered at
this point overriding results from any other source. Once they are “published” into
the reports that then go out to the media there is no external indication that the
results were “manually” entered into the system instead of coming from the
tabulators.

Figure 14 - Michigan Project Template Opened
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Figure 15 - Michigan Project Template Closed

Thus “Ryan Smoth” can enter whatever numbers he would like while ignoring the
original values on the encrypted compact flash cards and printed tapes. Mr. Smoth
can then go back the next day or any day up until the day the canvass is performed
and quietly reopen the polls, add a matching number of votes as he manipulated on
election night, change the time to match the original paper tape, and print the
results. When the canvass is performed the modified paper tape will match the
modified manually entered results. This is obviously an unacceptable combination
of features that should not be made available in a secure election system.

Ability to set “Weak Passwords”

Figure 16 - RTR Operator Password Strength Dialogue Box
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The password policy enforcement tool for the EMS gives the following error when
we attempt to enter the current passwords used on the Antrim County EMS system.

Under the penalties of perjury, I declare that I have read the foregoing report and
that facts stated in it are true.

N ki

Jeffrey Lenberg

14



15



