


 

 



 

 







 

 







 

 















 

 



 

 





 

 









 

 





Just because there is information in a 
database, doesn’t mean it is accurate. What 
supplemental verification was conducted?

All a bad actor would have to do to outsmart 
Dominion at this point is change the 
information in the iplocation.net database to 
look like it was part of Vip Mobile Serbia 
and apparently Dominion would think it was 
innocuous Or even worse, a bad actor could 
just come in from one of the Vip Mobile 
Serbia IPs and apparently Dominion would 
just assume it was innocuous as well?

 

 







 

 



 

 



 

 



Are these idiots allowing software 
from unsecured supply-chain to be 
installed in their customer systems? 
Are they really ‘hand-waving’ it 
through?

So a bad actor would merely need to 
swap the programming or swap the 
driver discs out, and they could 
compromise the system?

Ignorance of this proportion cannot be 
an accident.

How do their systems interact with 
salesforce / G1130 scanners / etc? 

 

 



 

 



How on earth does Dominion allow 
unencrypted access to their 
Engineering PLM application?

 

 



 

 





 

 



 

 





 

 





 

 





Is CISA trying to convince 
counties to allow CISA to try to 
hack their networks? Are they 
trying to get counties to divulge 
their network configurations?

If CISA had one or more bad 
actors involved in/near their 
organization, wouldn’t they be 
opening up the counties to 
abuse?

 

 



 

 





 

 



 

 



 

 



 

 



Now that Hallstar has 
admitted that the 
vulnerabilities did 
indeed exist just a 
month prior to a 
nationwide election, 
how long did they exist 
and was an impact 
study performed and 
what are the results of 
the impact study? Were 
any customers notified? 
Were any other 
agencies notified? 
Where is the press 
release?

 

 



Speaking of 
attachments? If these 
emails are the result of 
legal disclosures, why 
are the attachments not 
also included with each 
of the emails?

 

 



 

 



 

 





 

 



Danica Gojkovic
? possibly Tijana Todorovic
Marija Moric?
?- possibly Andrijana Ilic
Dusan Djordjevic
Nenvena Djuric
Ivan Bulut
Neda Vukman

Now that Dominion has 
admitted that these SQL 
vulnerabilities did indeed 
exist on at least 8 of their 
internal systems less than 
a month prior to a 
nationwide 2020 election, 
and that these 
vulnerabilities allow 
REMOTE CODE 
EXECUTION, how long 
did those vulnerabilities 
exist and was an impact 
study performed and what 
are the results of the 
impact study? Were any 
customers notified? Were 
any other agencies 
notified? Where is the 
press release?

How does the manager of 
IT at Dominion not know 
who two of their 
computers belong to? 

Which of their customer-
deployed systems have 
also been assessed for 
these same 
vulnerabilities?

 

 



Were any machines NOT patched? Since they’ve admitted these machines 
had a risk, where is the risk assessment to show the totality of the 
associated risks?

Where are the public notices? What organizations/agencies were notified? 
What election officials were notified about all these vulnerabilities and 
risks to Dominion’s internal systems, who they blindly trust to run their 
County elections because those same county officials are not cyber-
security experts?

 

 



How does this million dollar software supporting our 
CRITICAL INFRASTRUCTURE not have any 
referential integrity built into their database structure 
that may have caught and protected the integrity of 
the data from DUPLICATE IDs?

 

 



 

 



These super advanced electronic 
systems that were sold to the citizens 
under the guise of reducing simple 
human error certainly seem very error-
prone and so difficult for people to 
figure out that they have to keep 
referring back to the vendor that made 
the software that is broken all over the 
place even according to their LEAD 
developer, Eric Coomer?

 

 



Did Wayne County both email and upload 
an election night report to Dominion? What 
portal did they upload to? What exactly 
was shared and was it legal for them to do 
so? Where is the attachment for the 
referenced email?

 

 



 

 









 

 





 

 











 

 







 

 



 

 



 

 



 

 





 

 





 

 







 

 



 

 







 

 



 

 











































































































































































































DVS - Jira BB Issues Reported "Issue EscalaƟon Call"
OPEN ISSUES
Based on Ticket Date "Created" 
From 10/25/20 To 11/07/20  (Wk 44 & 45)

NEW ISSUES
KEY

SSUE
TYPE CREATOR SUMMARY WEEK

FOLLOW UP 
TEAM MEMBER

PAN/CAN 
LINK OFFLINE STATUS/NOTES

BSR-3178 Support Nick Coudsy In 5.10A the Auditmark puts the label (not counted) on rankings other than 1 aŌer adjudicated
44 - 

BSR-3180
BSR-3185

Bug
Support

Marisa Brower-Gifford
Nick Coudsy

AdjudicaƟon - Unexpected Error When Submiƫng Batches
ADJ - screen closing with error when Reviewing Ba ches as ADJ Administrator

2020
44 - 
2020

MMEDIATE 
ACTION 
REQUIRED
KEY

SSUE  TY
PE CREATOR SUMMARY WEEK

FOLLOW UP 
  TEAM 
MEMBER

PAN/CAN 
LINK OFFLINE STATUS/NOTES

No BSR Maricopa backup issue per Eric  Coomer
44 - 
2020 David/Eric 10/29 - David is reducing size of backup - looking into if it finished overnight 10/28?

BSR-3183 New York RTM w/ice
44 - 
2020 10/29 - waiƟng on ops team to get back

BSR-3186 Incorrect overlay in adjudicaƟon
44 - 
2020 Ivan 10/29 Franklin County  WA - High priority and looking into it

BSR-3177 Support Rakhi MediraƩa MBP prinƟng ballots without the Watermark someƟmes (random)
43 - 
2020 Ivan 10/29 - Looking into  quesƟons have been asked

BSR-3169 Support Jeff Phillips MBP keeps crashing
43 - 
2020 Ivan 10/29 - Looking into  quesƟons have been asked

BSR-3180/3185Bug Marisa Brower-Gifford

3180 > AdjudicaƟon - Unexpected Error When Submiƫng Batches
3185 > San Francisco reported receiving frequent errors when reviewing batches as administrator in ADJ. Error 
tated "unexpected error has occurred noƟfy tech support." They said the screen would close and force a 
estart of the ADJ program.

This is only happening on the single Admin StaƟon  reportedly happening every 20 minutes during a "spot 
check" of adjudicaƟon batches.
AdjudicaƟon Log and error image aƩached. Will aƩach EMS Log when received County.

44 - 
2020 Ivan

10/29 - occurs when there is rapid clicking in 5.10a (6 customers have reported this issue and CRMs have relayed to the customer 
to slow down the clicking)

BSR-3182/3181Bug  Alex Soto Vasquez

3182  > We keep finding inconsistent issues/behaviors when aƩempƟng to load EV results and images from 
CP2 via card management and/or from directory from a Client RTR.

During Pre-LAT we loaded results and images successfully from EV and Precinct ICP2s from a Client RTR bu  
he number of ballots was under 100 ballots cast.

Now  when aƩempƟng to load real-live results and images from an EV ICP2 with 3.3K ballots cast  RTR fails to 
oad Results and Images.
SomeƟmes  results are loaded into RTR and the images are dropped to the results folder in NAS under the 
appropriate tabulator folder  but RTR fails to recognize that images were loaded and the Loaded Images check 
box does not get checked off. When allowing ADJ  It fa ils to send to ADJ claiming that images are not loaded 
even though images exits in the NAS).

We also experienced  that RTR fails to load results files but successfully loads images.
There seems to be a Ɵmeout condiƟon/parameter in the cluster configuraƟon that prevents from loading 
esults and images successfully and consistently.

BTW  RTR should never/ever a low loading images if  results fail to Load.
We have been able to load results and images successfully directly from the server (something that is not 
ecommended)

I will provide Client and Server logs later today.
44 - 
2020 Ivan/Eric 10/29 there is a work around per Ivan (31831 & 3182 are related - early voƟng)

Bug  Alex Soto Vasquez

3181 > ADJ failed to load an EV Batch with 3.3K QR ballots.
Cluster Ɵmeout was adjusted by Paul and Ronald and now the batch loads into ADJ with no issues. AŌer the 
batch is adjudicated  it f a ls when submiƫng the batch aŌer about 10 mins and then it bounces back to the 
eview panel claiming "Submission Error".
 am aƩaching the email communicaƟons between Ronald  Paul  and the Chicago Team on the ground.

Paul and Ronald keep looking into this issue. It  seems to be a Cluster configuraƟon issue and only affecƟng EV 
batches coming from ICP2.
We expect to get EV cartridges coming back with 12K QR ballots in on ElecƟon day.

44 - 
2020

BSR-2989 Bug Alyssa Prohaska Cards Cast issues in precincts with mulƟple splits/ballot types
24 - 
2020 Alyssa

Nicole to 
decide

9/25 - Alyssa sƟll working on sending instrucƟons
9/18 - Alyssa wi l send instrucƟons
9/11 - Impacts everyone aŌer version 5.2 - maybe not be as severe as a CAN  there is an easy workaround per Alyssa - maybe a 
procedure noƟficaƟon that has to go out. 
9/2 - Deb will sent a follow up email 9/2
8/21 - Deb followed up w/Nick via email - Cc'ed Ivan & Nicole
7/22 - Nick and Nicole sƟll deliberaƟng - Per Eric  not a CAN
7/10 - Dev Team determined the root cause - We need to decide f there is a PAN or a CAN - Alyssa thinks it is a CAN - WaiƟng for 
Nicole & Nick to determine. Impacts everything passed 5.2
7/2 - Per Ivan we can generate an export package if it is needed - sƟll need more informaƟon & should have it today.
6/26 - Per Ivan Alyssa  trying to get more info from dev team  Nicole & Nick want more details to determine next steps
6/19 - Per Ivan the versions that have this would be 5.2 and up
6/12 - Per David  it is a bug in the code  does it need a PAN or CAN. Is it just in 5.12 or is it happening in other version like 5.10? 
We need Engineering to confirm what versions the bug is in.

NEEDS 
ATTENTION
KEY

SSUE  TY
PE CREATOR SUMMARY WEEK

FOLLOW UP 
  TEAM 
MEMBER

PAN/CAN 
LINK OFFLINE STATUS/NOTES

 

 

















What is Chicago using a listener for? Are there devices in their 
election system that are connected and exchanging data over a 
network? Does anyone realize the dangers associated with this?

 

 



If a bad actor had access to a certificate, then they could easily intercept and 
read/change data that is encrypted with that certificate. A bad actor would probably 
discourage someone from ‘changing the lock’ because then they might lose access.

 

 



 

 





 

 


