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Defense-in-Depth

Defense-in-Depth is a comprehensive information security approach in which a series of security
mechanisms and controls are thoughtfully layered throughout your IT infrastructure to protect the
confidentiality, integrity, and availability of that infrastructure and the data within.

No individual action can stop all cyber threats, so we increase security using multiple security
mechanisms to mitigate against a wide variety of threats while incorporating redundancy in the event
one mechanism fails. When successful, this approach significantly bolsters network security against
many attack vectors. An effective defense-in-depth strategy typically includes the security best practices,
tools, and policies in the graphic below, and can include many more depending on the maturity of the
organization.

Defense-in-Depth Approach to Cybersecurity

)
m Community BEST PRACTICE DEVELOPMENT INFORMATION SHARING AND ANALYSIS
0\ Share access to threat data cIs CIS Critical ISAC
(Qﬁgfg and connect with organizations Benchmarks  Security Controls Mgllnsll-)lesrlégip Me%lﬁﬁ\schip Working
that have similar risk profiles. Community ~ Community Groups
N
i SECURITY BEST PRACTICES CIS SECURESUITE MEMBERSHIP CLOUD SECURITY
Best Practices S Z
Implement secu'rity.best practices CIS CIS Critical CIS-CAT CIS CSAT cIS CIS Essential Guide 3 éa
to protect organizations from Benchmarks Security Pro Pro Build Kits Hardened to Election Z @
L\/ \A cyber threats. Controls Images Security Z o
5 g
Risk M t VULNERABILITY MGMT. PROGRAM Risk § c
sk Tlahagement , - Assessment  Cybersecurity  \uinerability o
Continuous risk identification Penetration Vulnerability Method Training Disclosure z S
and management. Testing Scanning CIS RAM Program g, g
= =
_‘ o
/ X
o’ o Network cis 2@
] I inst intrusi CyberMarket S 9
SH 1D tmtapi i ' i 8
o—o—0 ' Network Domain Managed o
Monitoring Blocking and Security ‘ H -
Man:;gment Rept:nr;?RglPlus Services ENDPOINT SECURITY SERVICES
. Managed Asset
Protect worl_(statlons and Endpoint Detection ~ NGAV Management
servers against cyber-attacks. and Response and Control

- Protect sensitive data and
intellectual property from
malicious threats.

Goals

1. Set a foundation for your defense-in-depth journey by implementing cyber hygiene (Level 1 maturity)

2. Build toward a defense-in-depth posture by implementing baseline election priorities (Level 1

maturity)

3. Continually implement additional defenses by leveraging the Community Defense Model to prioritize

your actions (Level 2 maturity)

Actions

For Defense-in-Depth, the necessary actions vary by maturity as detailed below.

Level 1 Maturity

Reaching a defense-in-depth cybersecurity posture takes time and resources, but begins with simple
actions. For those organizations operating at a Level 1 maturity, this guide is built to help you begin and
continually improve your cybersecurity posture.

1. Start a defense-in-depth journey by implementing cyber hygiene through the baseline priority best
practices.

2. Continue your journey by implementing this Guide's baseline election priorities.

Level 2 and Level 3 Maturities

Organizations operating at a Level 2 or Level 3 maturity should take additional actions, also detailed in
this guide:

1. Implement additional defenses in a prioritized way by following this Guide's prioritized best practices
for your maturity level, based on the real-world, data-driven Community Defense Model.

Cost-Effective Tools

e The CIS Controls can be a valuable resource for all organizations looking to systematically implement
cyber defenses.

Mapping to CIS Controls and Safeguards

e The CIS Controls, taken together, collectively form a defense-in-depth set of best practices that
mitigate the most common attacks against systems and networks.

Mapping to CIS Handbook Best Practices

® There are no relevant Handbook best practices
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