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Sherburne County Request for Proposal 
Election Equipment and Serv ices 

Y. r\l>drty oj I emfu,·to flrtllhll <' p1 c-suit!lil iu/,,ml/'!tlent! ha/lots 

Dominion Voting response: 

The proposed system was designed to produce presidential and federal ballots. 

I 0. rl/l;/rt_l to mject bmlr ~ertical tJild hnri;wntnl O~'d1'rllt:~. 

Dominion Voting response: 

The Democracy Suite is capable of identifying and rejecting horizontal I vertical overvotes on a 
ballot where the contests are landscape/portrait (respectively) when using a specific ballot 
layout. 

I I A hi/tty tiJ dt!\1!111 tile hallul liJ llJlilll u11tl wmpill! t'Vtr?S in t'Jllwr a verllcal or hunzonl11l 

COil f1911 I'll t /0 II 

Dominion Voting response: 

The Democracy Suite system is capable of designing the ballot to count and compile votes in 
either a vertical or horizontal configuration. 

Ill. Im plementation Plan Specifications 

A. Ballot count~rs and related equipment 

f. (heLk i11 (11/ £>QIIi/)rt!l!lll 

., 
.), 

4. 

a f'nflm.<l p!flce I'QIIipme/11 

Pr11dt1U lwfful rount.:rs 

11 UoiiM fW.\t>., 

II Cul/utmg (PrJ/ t>; t!r[uirment 

i. Ct'lllr ul blllltH umnters 

11 AlinJJm<;traLit·~ cnmpun.:nt'i 

l . .S\-;t ~Jll 0 t/111 i ll iSlf'O titlll t!f/lli{JIIlt!lll 

I'<JlVt I llfl Clllif diCIYIW"tlt' teSLi/1}) 

Pre/rmmm) te.-;Ung 

Ssmultttetl t!lecu un u:~in.lJ pa!>t Mionesutn elc!ctrml!> 

1 i 1'111Cll Cif'l'ronrl /J; ~·ori11q systemadllrllll:ill'lllur 
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Dominion Voting response: 

Dominion agrees to the requirements in section Ill A. Dominion Voting will prepare an 
acceptance testing plan and provide on-site assistance to the county during the Acceptance 
testing phase of project implementation. 

Please see the draft project plan for further information. If awarded the contract with 
Sherburne, Dominion will work closely with the county to define a mutually agreed upon 
implementation plan. 

B. System administration components 

1. Vendor ballot layoul w1tl prqwrtHiou 

2 A/emory card prenarat1ot1 

3. Compilation o{elecliOrlt'esull~ 

o /'oiiill[l place operation:> 

/J Counting n:ntl!r Ofii:.'rt.Jtions 

h Hardt opy report~ 

Dominion Voting response: 

Please see the draft project plan for further information. If awarded the contract with 
Sherburne, Dominion will work closely with the county to define a mutually agreed upon 
implementation plan. 

C. Staff training 

User train in<] 

a. Polling place cumpO;lt'll ts 

Dominion Voting response: 

At Dominion Voting Systems our training platforms focus on providing poll workers and election 
administration staff with the necessary knowledge to Implement a voting system that will 
smoothly and efficiently process voters. We accomplish this through training customization, 
utilizing various training formats, implementing adult learning principles, and proper pacing 
within our courses. 
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Training customization begins with tailoring our courses to a specific jurisdiction's needs. 
Courses cover both hardware and software, and they detail all phases of the election. One 
aspect of the customization is utilizing different formats when creating training, including 
instructor led classes in person, instructor led classes online, and self-paced online elearning. 

In all of the formats. we base our training on the main principles of adult learning. Adults learn 
best when material is presented in a variety of ways. To this end, our trainers utilize auditory, 
visual, and hands-on training techniques. Our classes follow the "Explain, Demonstrate, Do" 
method. Students hear an explanation of their responsibilities, see it demonstrated, and then 
have a chance to practice it themselves. For example, our online elearning presents case 
studies and step-by-step simulations to enable learners to experience the hardware or software 
virtually without having to unpack a voting unit. 

In order to maximize retention, training classes must be properly d ivided and paced. In our 
case, poor retention means an unsuccessful election, which Is unacceptable. Our training 
materials are divided into small, manageable pieces that enable our instructors to cover 
information without exhausting a student's attention span. Each section of our training lasts no 
longer than ninety minutes, and then a student's knowledge is thoroughly checked through 
hands on exercises and progress checks. 

Dominion Voting understands that training must support the local county election process. We 
work in conjunction with county election staff to define custom training for each county so it will 
fit into the county's normal election process. 

We will also work with Dakota County to create any custom training materials that all parties 
deem necessary. Any source files or camera ready images will be available to be given to 
Dakota County as needed. 

Instructional Design 

At Dominion Voting our Instructional design follows a Nine Step Model. This model starts with 
defining what the final student performance is and what the goal of the course needs to be. 
Once that final performance is defined, we consider performance analysis and identify "What is 
the least they need to learn?" Next we would determine Unit Identification and Unit level 
exercises, perform a content analysis, define sequencing and delivery methods. and finally 
validate the course. 
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This process ensures the course 
won't flood students with 
information irrelevant to the fina l 
student performance. It also helps 
with content retention because the 
information is presented in small, 
manageable chunks with plenty of 
progress checks and exercises. 
Delivery Methodology 

At Dominion Voting we strive for 
the best customer service in the 
business and our flexibility to 
deliver training in multiple formats 
gives our customers a choice of 
many different delivery methods for , 
training. 

. ' 
,, ... , .. . J:<:;o:f'•:~ 

lnr>o,": ,..z~~ .. 
~ ..... ~- h~ ~ 

• t ...... 1, .. ""' 
• • '1'f'P ' 
• ~ ~-~~.-.: , ~ .o.,i 

• '~- - f"' -v:ll'•·~.., ~.c. 1iJM .,, 

Instructor Led - Training conducted on-site wilh a certified election systems trainer. These in 
person classes are structured to provide the students the best opportunity to learn with a face to 
face trainer. All Dominion Voting Training courses are offered in this delivery method. 

Instructor Led Web Based- These instructor led WebEx classes are ideal for customers who 
need training but onsite training is not possible. These classes are structured with online 
instructor led lectures and discussion along w ith offline homework and lab assignments. Web 
Based blended classes are offered for any of Dominion Voting's software training courses . 
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Self-Paced e-learning - Dominion Voting offers a complete library of self-paced e-learning 
courses which includes both hardware and software training. These courses are designed to 
deliver training in a unique format 
while still keeping the student 
engaged and active. 

Our online training courses provide 
step-by-step explanations of the 
needed information. We use the 
best elearning tools such as 
Captivate and Articulate to create 
interactive and engaging training. 
At the end of a course, a student is 
required to pass an assessment in 
order to receive a certificate of 
completion. 

Dominion Voting offers the classes 
listed below. All of these classes 

.,..,._ ..... ,., .. 
t,l. ~~-se. 

.. et ·..--...... 

.. .... ,'-.-.t 
~~ .. -
"""" .... , ....... 
...._... .. ,~- ra., 

Clr!.••, ... l.~t.. 
~-~'V ,..... 

include quick reference guides, training manuals, and technical reference manuals when 
necessary. Dominion Voting will work to customize Election Day training materials to suit the 
Dakota County's specific needs. 

All Instructors are employees of Dominion Voting. 

D. Implementation plan schedule 

Schedufe for ll'i"' nj System tu c.omlwt 2016 State PrimOIJ f:lerrJOII 

•7 Dnte o;' Pr il /10/)': Auglt.)l 9, 2016 

J, .S)'.)/l!l/1 t!r:p/rJ\ m •nc ji1r all precin~ts. ont eurly \'Oll/1.(/ 

lncnlmll Cflltl nil£' ahst:ntee /Ja/lot nl!mting tente,., t'fu, /la c~ 11/J 
Cf1111f.l .'llem 

Dominion Voting response: 

Below please find a tentative proposed schedule for implementation to conduct general 
elections in 2016 with your new Democracy Suite voting system. The full version of this plan is 
provided in Microsoft Project format in the electronic submission. If awarded the contract with 
Sherburne, Dominion will work closely with the county to define a mutually agreed upon 
implementation plan. 

Page 45 of 82 



Sherburne County Request for PropOsal 
Election Equipment and Services 

10 Tost nsJ<Name Duntlon 
0 Mode 

1 :1; Key MUestones 
1 "' Notilicadon of Award Odays 
3 ~ 
• ~ Phase 1: Pro)I!Ct Initiation 
s Jl' lnitW I(ICi<olf Meeling 0.5 days 

' ~ 
7 ~ Phase 2: Demo Elution Proscammlna and Environment 

Review 
8 , Environment Review 
9 a ~ Review eAis~n& netwO<k envlroment 1 day 

10 ;I? Motk Election Pro1rammlf!# (Dominion task) 
11 .,. 

Prelimioary Ballot Definit ion, Desicn and layOilt 10 dats 
12 8 "" Data Entl)' & Eleellon Event Oeflnltlon !County to 2days 

provide information) 
1l i ... 

Initial Ballot Formatting 1 d~y . 
14 i "' Mock re.st Ballot Generated, Approved lday ,. 
15 i ~ Mock rest Deck POFs genecated and send to printer lday 
16 -1' Ballot printing and delivery 7days 
17 B l c:; Test printed mock ballou 2 days 
IS i + Review conflgutable optio.u, and printout conteot 2 days 
19 r Update Oemo pro;ect llf required) 3days 
20 '/; 
21 ·f? Phase3: Equipment D~ivory, EMS Install, Jnlt~l Tralnln&, 

~nd Mock Testing 
22 f? Equipment Dolivtry (Balance of EquJpmtnt) 
23 n t ~ Tabulator Delivery 2days 

hslc 

Spill 

ProJect Sntrburno CountY Somple MJestono 
Date: Wed ll/11/15 summotY 

. . ...... , .... , • . •• , lnl(t(Jt l1.Jk 

• lnactl'ir Mifen:one 

tr.utlve Sv"""'-~rv 

....,-·---·.; M<rnwlluk 

Ouro1Jot1-only 

Project SUmtrr.Jry 

fJ<tetn•i T•slr.s 

Stflt flnl•~ PredectRMO\Irt"e N"""s ).., 

s 

Thu 12/31/15 Thu 12/31/15 

rue 1{26/16 rue 1/26/16 Sherburne/Domini 

Wed 1/27/16 Wed 1/27/16 Sherburne/Domini 

Mon ~/11/16 Fri 4/22/16 Dominion 
Mon 4/2S/16 Tue 4/26/16 11 Sherbutne County 

Wed 4/27/16 Wed 4/27/16 12 Dominion 
Thu4/28/l6 Thu 4/28/16 13 DominiOn 

Ft14/2'J/16 fri4/29/16 14 Dominion 

Man S/2/16 rueS/10/16 15 Print Plrtner 
Wed 5/11/16 Thu S/12/16 16 Sherburne/Domini 

Mon 5/16/16 Tue S/17/16 11 Shetburne/OOminl 

Wed 5/18/16 Fr15/20/16 18 Domtnlon 

Man 4/25/15 rue 4/26/16 Dominion 

MM1u•l 5\Jmmary ltolup -........o==;;..... 
MM1ull Summary 

Start-only 

Frnosh-onlv 

£ IG -·=--•-~· n Ottdlfne 

Prcareu 

c 
~ 

• 
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D Task ToskNan:• 01.1"Jtion 
0 M~ 

24 1!J i -~ Supplies and Consumables 2days 
15 :.i i Q 

IT Hardware (Servers and penpherals) Sdays " 
16 t i' Pl~oe Ofder for Ally Addiliorull Consurnables lday 
27 '~ Acctpunea TtJtih& 
28 i ;/" County unptcl<s equipment in preparation for 3 days 

Acceptance Testing 
29 Bi ~ IC£ and Ballot Box Acceptance Testing 2days 
30 ; :1' ICC Accep~t>ee Test lday 
31 i ,. Address deftclendes found durltlJ acceptance testing 10 days 
32 ~ EMS Envlron1111nt lnJtaUatlon 
33 a i ~ lnst:lll~tlon of Election MOlNigement System Sol\w:~re 3 d~ys 

14 53 ... Initial Transmission Te$tlnc Od~ys "' 
3.S ~ Oemo flection Test 
36 E .. Receive Test ballots Odays '-
37 B ~ Demo Testing lday 
lB -/' Tr:ansmiuion Site Test!na by county lday 
39 "" Customer ~cceptance of EMS system Odays 
40 :il Tnlnlng 2016 
41 ·§ ~ RTR Training 2days 
42 ;I' EMS/tED Tcalnlng Session 3days 
4.3 , 
44 ~ Phase 4: Unr OoCIImantatlon DeliYetY 
45 ~ ~ Qukk Referen~ Guide Odays 
46 

~ · "" .; Actept~nce Test Proceduce, checlct.st and sign-off form 1 day 
47 .n t ~ L&A Procedure, checklist and sign-off form ldi!Y 

'Tuk External MUes10ne 

Split t•o t tlottoH'• *IIo lrl<IC!rn T•sk 

Prole«' Sherburne Coun!Y S•mplo MUt$tont • lnac;tlvt Mile stan• 

Du~Wod U/11/U 511'!VNry Inactive SUmmary 

PcojKt Su<nmory " "' M.nu.I'T•sk 

htem•ITuh - Dur~tlon-ooly 

P•a•z 

St<ln ffnlth Pr..tealttsouttt Namu "" s 
Mon 4/2S/16 Tue 4/26/16 llff Dominion 
Mon 4/25/lli Frl4/29/16 Dominion 
Mon 5/2/16 MonS/2/16 Sherburne County 

Mon S/2/16 Wed 5/4/16 Sherburne County 

lhu 5/S/16 Fri 5/6/16 21.24 Sherburne/Domini 
Ftl S/6/16 Frl S/6/16 Sherburne/Domini 
Mon S/9/16 friS/20/16 30 Sherburne{ Domini 

Mon5/2/16 Wed5/4/16 Dominion 

Thu S/S/16 Thu 5/5/16 33 Dominion 

Tue S/14/16 Tue 5/24/15 Print Partner,Shect 
Tue S/24/16 Tue S/24/16 36 Sherburne County 
Wed 5/25/16 Wed S/25/16 Sherburne Couf\ty 
Thu S/26/16 Thu S/26/16 Sherburne County 

Mon 6/13/16 Tue 6/14/16 Dominion 
VIed 6/lS/16 Frl6/17/16 Oomlnlon 

Mon 2/29/16 Mon 2/2S/16 Dominion 

I Mon 2}29/16 Mon 1{29/16 Dominion 
Mon 2/29/16 Mon 2/29/16 Dominion 

,; M......,15umrn;acy Rdlup 

Moru.J s..tlmocy 

St.art-ot\ty c 
Flrolw>nly J 

t'O" .... =, -=<1 Oudline • 
Prc&teu 
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10 1uk Tosktlame 
0 Mode 

43 <n i ~ Operator Tralninr Manual 
49 .. ~ EMS DocumenWion Updates 
so 9i "' t;· EEO User.s &uide 
51 i!H ~ RTR Useu guide 
52 ~ 
53 !~ PhaseS: Ganeral Election Programming 
S4 ~ i ~ Data Entry I Data Import 
55 :/'· Candidate Filing Period Open> 
56 ~ ~ Candidate FlUng Period Closes 

Ournion 

!day 

lday 
!day 

9days 
ld~y 

lday 
57 li!5 ~ County to Provide Oomlnlon with Full C<>ndidate Ust lday 
sa ... last Day for Cat~didate Withdrawal 1 day 
59 -· !:i.! f "1 Fiobh f.laltotlayout Programming lday 
60 ~ ~ County Sigm off on ballot POfs lday 
til i ~ Final8aftot POfs to Printer 1 d~y 
62 i Jt Test Oeck POFs to Printer tday 
63 tn i "' Generate Audio !ldllot< 1 day <:;-

6<1 .,r NotifiCation to PubHc (60 days prior) 1 day 
65 .;. Absentee f.lallots Delivety 1 day 
60 

g 
;;; 

67 :4 Phase 6: logic and Accuracy Testinc 
68 !i "' Transfer ele<:tlon files to m"mory cards & •ecurlty keys lday ~ij,' 

69 .. £quipmeot setup for logic & Accuracy Testing 1 day ~ 

70 
<(J 

logic & Accuracy Testing 3days 
71 ~1 ~ Public Test ·Period of 14 days prior to election 10 dllys 
72 ~ 
73 ;.; Phase 7~ P·rimarv Election Pha>e 

Tasl< r "' ar:;::;:;t7 4""'" External M:testone 

Spf1t , , . ... .. uouo .. .. l ln•ctrt~ Taslc 

ProJect: Sherburne County Sarnpl Milestone • Inactive Milestont 
C>.ltl!~ \.Ved lt/11/lS Summ<~l)' lni!t\ivt$u~ 

Profe-ct Summ1ry v """""''T••k 
Extem•l T•!iks -··- Dw•tion-<>nJv 

P•g•J 

St•rt Flni<h Predt<:cRe.sout<e Names ,..., 
s 

Mon V29/16 Moo 2/29/16 Dominion 

MonS/Z/16 Mon 5/1/16 Dominion 
Mon5/2/16 Mon 5/1/16 Dominion 

Thuti/2/16 Ftf 6/10/16 Dominion 
Tue S/ 17/16 Tue 5/17/16 
TueS/31/1.6 Tue 5/31/16 Sherburne County 
W~d6/l/16 Wed 6/1/16 S6 Sherburne County 
Thll 6/2/16 Thu 6/2/16 57 Sherburne County 
Thu6/Z/16 Thu 6/2/16 57 Dominion 
fr16/3/16 Fri6/3/t6 S9 Sherburne County 
Fr16/3/16 Fri6/3/16 58 Dominion 
Mon6/6/l6 Mon 6/G/16 Domt~lon 

Tue. 6/7/16 Tue6/7/16 Oomir.ion 
Tho 6/9/16 Thu6/9/16 Sherburne Councy 
Fri 6/10/16 Fti 6/10/16 Print Partner 

-
Mon 6/13/16 Mon 6/13/16 63 Sherburne County 
Tue6/14/16 Tue 6/14/16 68 Sherbume County 
Wed 6/15/16 Fri 6/17/16 69 Sherburne County 
Mon 7/25/16 Wed 8/3/16 Sherburne County 

... M•nu~t Summ•ry RoKup -

Manu•l Sum,.ary 

S!ort-ontv c 
Finlst'1-"0nfy :J 

t -ec--- . · ;g O..adl<n. .. 
-- ProgrMJ. ti .~ ~ ·-· . 
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10 h sk Tasktta,.. 
0 Mod• 

74 ra; ~ Technical Phone Support 
75 I :f' Distribution or Tabulators and poU loC<Jtion suppliei 
76 • 

,. SCMinlng of Absent~e Ballots 
71 9 1 ~. Election Support O<Hite Resource 
78 rl' Primary Election day 
79 ru t ... ,. Past-Election Reporting Phone Support 
80 ~ 
81 ft Phase 8: Recount Activities (If required) 
82 !U i ~ Begin Recount Activities (II required) 
8l ii 
14 II; Phase 9: PO!t·Eitctlan Debrief 
as d l "' Post Election Debrief Meeting ... 

Tuk r:·· - - , 

Split ............ , .... .. 
ProJKt! Sntrburno Covn~r SJmple Mnestone • 
O"c: We-d U/U/15 s.., ... rv 

Projea Summ'ry .. " 
EntrM!Tuks 

Dllr~llon Ston ~l•h PredeaRHOurct U~rnu ).., 

s 
15 days Mon 7/25/16 Mon8/8/16 Dominion 
2 days frl8/5/16 Mon8/8/16 Sherburne County 
lday Mon8/8/16 MonS/8/16 Sherburne County 
3 days Mon8/8/16 WedS/10{16 Dominion 
Od•vs Tue8/9/l6 Tue 8/9/16 
ldays Wed 8/10/16 fri 8/12/16 Sherbutne/Oominl 

7 days Fri 8/12/16 Thu 8/18/16 Sherburne/Domini 

lday Tue 8/1~/16 Tue 8/16/16 Sherburne/Ocminl 

Exttmol MOUtooo ,. MINai SUmmary Rcllup 

Inactive Tu~ M.lnuol Summory 

lnJCtJve Mif~stone Start-only t 

ln•ctlve SUmm•rv Finish-onlY J 

ManuaiT'llc ()udline • 
0\.n tioll-onl'( - PIOifCU ..... = 

'•i•4 
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IV. Post-Implementation Plan Specifications 

A. Warranty services 

2. Duralinn o/covero_<w 

Dominion Voting response: 

During the initial (two years) and extended warranty periods, Dominion shall repair or replace 
the warrantied items so that each item thereof operates in conformity in all material respects 
with its specifications, so long as the warrantied items are operated with their designated 
software and/or with third -party products (if applicable} approved by Dominion. If any warrantied 
items fail to operate in conformity with the specifications during the agreement term, Dominion 
shall fully repair or, at Dominion's sole option, replace the item. 

B. Post-warranty services 

Cl {• \(d/l oj W l 'E!ril,l /C 

h l.t!ll!ftlt oj cm·t!nt.CJ•' 

2 s,)rlrc: Jlllfl ., 

5 .).•n IC.(' (Ill(/ /IIU/II{ t! l )(;/l(t! (/(1/111 11,1/ 

Dominion Voting response: 

Dominion's proposal includes warranty of the included tabulation products (hardware and 
software, excluding consumables) for the first twelve months. Beyond the first year of 
ownership, Dominion offers a broad range of warranty and maintenance services which can 
easily be tailored to fit your needs. 

These options range from providing annua l onsite preventative maintenance and repair, to time 
and material repair services. Additionally, Dominion can also provide tier-1 technician training . 
to cover basic repairs and maintenance. Typically, Dominion's Post-Warranty Agreements cover 
a two or three year period, allowing for coverage adjustments over the lifetime of the voting 
system. 

For details regarding the pricing of seNice coverage options, please see the Costs and Fees 
Proposal. Dominion will be pleased to discuss with Sherburne County the details of post­
warranty coverage options should we be selected as the vendor of choice. 

Additionally, Dominion offers an industry-first program to make your election system 
maintenance and upgrade stress-free, the Dominion Managed Services Program. 
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The Dominion Managed Services Program packages all equipment, licensing, warranty, 
supplies, services and support into an annual budgetary number paid over a multiple year term. 
It is the first of its kind in the industry and has several benefits: 

• Spreads the investment and payments by the county over a long term contract by 
making it an annual operational cost instead of an upfront capital investment 

• Eliminates the ownership of legacy equip,ment 

• Includes the complete system and services: hardware, software, licenses, 
maintenance agreements, and election services in one annual payment. 

C. System administration services 

2. OII·Sit!! [:(etl-wn (Jtzy t••chnimf -'HJlJltlrt 

3. Set i ' ICt' agreet/11!1/l [01 muinC•'IICI1lt·e. repair, ltf'dHtllll.J 0/lll rcpl .. ceuH!IIi vj 

S; stem admi11istruliou rom(lCi/lf!llfS 

Dominion Voting response: 

Dominion understands and complies with these requirements. Please see Cost Proposal and 
Service agreement for maintenance, repair, updating, and replacement of System administration 
components. 
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Exhibit C - Cost Proposal 

The cost proposal is available in the following pages. 
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Additional Information 

Democracy Suite Election Management System 

Dominion's Democracy Suite EMS is a robust and secure Election Management System that is 
used to design and set up an election, produce ballots and tabulator definition files, and 
accumulate and report the results. The lmageCast Listener module serves as the secure back­
end for receiving encrypted results file transmissions from lmageCast Evolution tabulators. The 
Democracy Suite EMS system supports all functionality and features required by Minnesota 
election law. 
EMS Election Event Designer (EMS EED) and EMS Results Tally & Reporting (EMS RTR) are 
the two core applications used to perform pre-voting and post-voting tasks. respectively. These 
modules communicate with the EMS Application Server, which handles all transactions with the 
election database and the file system. 

Election Event Designer 
The Election Event Designer Application manages all of the information needed to define an 
election. Definition of an election is a complex task, and the event definition module allows for 
the easy entry and tracking of districts, precincts, contests, candidate names, voting locations 
and lmageCast tabulators. Election Event Designer allows jurisdictions to choose from a variety 
of language options for an election project. 

Election definition data may be entered manually using the Election Event Designer client 
application, or imported from an Excel spreadsheet using the Election Data Translator utility. 
Election definition data from may be exported or copied from prior election databases to speed 
up the process of coding subsequent elections. 

Election Event Designer uses the County's geopolitical and election event data to automatically 
calculate the required ballot styles and generate full-sized press-ready ballots in Industry­
standard PDF format. EMS lays out contests on the ballot in the most space-efficient manner 
possible, in order to minimize printing costs. The user then has full control over styling of the 
ballot (fonts, line weights, etc.) and manual adjustment of contest positioning. A unique ballot ID 
barcode distinguishes each ballot style. The Ballot is 8.5" wide and can vary between 11"~22" in 
length. 

The ballot can be double sided and, if necessary, can be made up of multiple pages (up to 15) 
to accommodate a ballot with offices and candidates that might exceed one double-sided page. 
lmageCast Optical Scan Ballots can be easily printed by a range of modem printing 
technologies. All fonts used in the ballot artwork are embedded in the PDF file and ballot 
artwork files are digitally-signed (X.509) and tied to the election project files produced by 
Democracy Suite EMS to allow for authentication and revision control. 
The EMS system uses Cepstral, a third-party text-to-audio synthesizer, to automatically 
generate audio ballots for the lmageCast Evolution tabulators. Users also have the option to 
import human-recorded audio, with or without the help of the EMS Audio Studio application, or 
fine tune pronunciation of the synthesized audio using Cepstral's Swifttalker application. The 
system outputs audio ballots {PNG images, SPX audio files and XML definition f iles). definition 
reports (XML, Excel or HTML files), and election definition files required to program the 
lmageCast Evolution and Central tabulators. 
Tabulators are defined and configured in the Election Project and these parameters are passed 
to the voting machines via the election files on the Compact Flash memory card. Tabulators are 
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automatically configured to know which ballot styles to accept, whether the accessible voting 
functionality is operational, how the unit should interact with voters and where results files are 
uploaded. The poll worker only needs to follow the Election Day procedures established by the 
County and never needs to make a decision regarding the tabulator's settings at the voting 
location. 

Results Tally and Reporting 
The EMS Results Tally and Reporting (EMS RTR) application is used on election night upon 
close of polls to accumulate results from tabulators and generate results reports. The 
application allows for the direct upload of results th rough a variety of methods: 

The encrypted vote totals on the tabulator's memory card can be uploaded directly to 
RTR at the central Election Office, or 
A bulk upload of the encrypted vote totals on several tabulator memory card can be 
done from a remote hub location with a secure connection to the central Election 
Office, or 
Each tabulator can send the encrypted vote totals through secure wireless modem 
transmission, using the lmageCast listener {ICL) module. 

For the EMS RTR application, inputs represent encrypted and signed election result files 
(proprietary format), log files (plain text) and scanned ballot images with AuditMark, produced by 
the lmageCast Evolution and Central tabulators (PNG and TIF images). Outputs represent a 
variety of election result reports, as well as auditing information (XML, HTML, CSV, MS Excel 
and PDF formats). 

The program automatically uploads the result flies into the results tally module, and 
consolidated results are verified, tabulated, and published. Once the vote data Is uploaded into 
the result tally module, the flow of results to the public and media can be controlled. 
RTR allows election officials to review the results before releasing them, and the system 
provides a number of reporting methods, including but not limited to Summary and Precinct­
level {Statement of Votes Cast) result reports. In addition to the static, pre-defined reports found 
in most reporting systems, RTR's Summary and Precinct-level reports use the Microsoft SOL 
Server Reporting Services engine to offer maximum flexibility to user. These reports feature a 
variety of configurable options and filters, includ ing detailed breakdowns of provisional ballots 
cast, ballots cast during early voting, on Election Day, and by mail. Election administrators may 
use the default settings, or configure the data fields Included in the reports depending on the 
target audience. Reports may be filtered by precinct. district, contest, tabulator, or voting 
location. to narrow in on specific results data of interest contained within the election database. 

Results Transfer Module 

The optional Results Transfer Module can be installed on a laptop at central hub offices in the 
county. The laptops are connected by secure channel (e.g. VPN, etc.) to the Election Office 
results tally system, allowing for the upload of vote totals. 
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Results Transfer Module interface 

When tabulator memory cards are taken to these central locations after Close of Polls on 
Election Night, the primary memory card will be removed, and inserted into a card reader 
attached to the laptop. RTM will automatically upload the results file, and transmit it to the 
Elections Office results tally system. 

lmageCast Listener 
The lmageCast Listener (ICL) module is responsible for receiving and tracking encrypted results 
file transmissions from any lmageCast Evolution tabulator (both on Election Day and from Early 
Voting machines). 

Unlike traditional results transmission using FTP/SFTP, the lmageCast Listener uses a secure 
and proprietary protocol for establishing an authenticated connection with the lmageCast 
Evolution. The ICL decrypts and verifies the signature of the results file upon receipt and 
immediately informs the Administrator whether the file is valid or if any suspicious activity is 
detected. 

Dominion's unique technology allows the ICE tabulator at the voting location to receive 
confirmation from the server that results transmission was successful, or in rare cases, prompt 
the poll worker to retry the transmission. The Election Administrator can view the upload status 
of alllmageCast Evolution tabulators deployed in the field from a single intuitive dashboard (see 
screenshot below.) 

The lmageCast Listener service resides on an independent server, and Is protected by a 
WatchGuard Technologies dedicated firewall appliance. The firewall's client software includes a 
suite of monitoring toots for traceability of all external network traffic, including source and 
destination IP addresses. The lmageCast Listener's audit log also records all transmission 
activity, allowing for full auditability for a given election. 
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Other EMS modules 

• Automated Test Deck Module- utility application for the creation of pre-marked 
test decks. 

• Mobile Ballot Printing Module ("Administrative Ballot Printer") - utility application 
for the on-demand ballot printing - official ballots, L&A test deck ballots, sample 
ballots. 
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Core Technology- Ensuring Accurate & Transparent Elections 
Dominion Voting Systems has Invested in the development of proprietary technology that truly 
sets its products apart from the competition. Focusing on two key aspects of the electoral 
process- risk-limiting auditing and voter intent- Dominion's technology improves the 
transparency and integrity of the election process. 

Dual Threshold Technology (Marginal Marks) 
While Dominion Voting understands the state's prohibition of this feature, it remains a significant 
feature of Democracy Suite. 

From its early beginnings, Dominion Voting has emphasized the use of digital scanning, and 
continues to set the standard in digital image acquisition and analysis in the tabulation of 
digitally scanned ballots. When a ballot is fed into an lmageCast tabulator- at the precinct level 
or centrally- a complete duplex image is created and then analyzed for tabulation by evaluating 
the pixel count of a voter mark. The pixel count of each mark is compared with two thresholds 
(which are defined through the Election Management System by the Election Official) to 
determine what constitutes a vote. If a mark falls above the upper threshold, it's a valid vote . If 
a mark falls below the lower threshold, it will not be counted as a vote. However, If a mark falls 
between the two thresholds (known as the "ambiguous zone"). it will be deemed as a marginal 
mark and the ballot will be returned to the voter for corrective action (please see diagram 
below). In a central count scenario, ballots with marginal marks are out-stacked for manual 
adjudication. With this feature, the voter Is given the ability to determine his or her intent at the 
time they cast their ballot. not an Inspection or recount board after the fact. when it is too late. 
The chart below illustrates the Marginal Mark threshold Interpretation . 
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Dominion's Exclusive Digital Ballot AuditMark 
Dominion's AuditMark technology will allow the Dakota County to provide greater transparency 
in the electoral process. The AuditMark can be used for visual inspection or in Risk-Limiting 
Audits. Once the election is complete, all of the ballot images are in one location for the purpose 
of searching, reviewing and performing Risk Limiting Audits. Dominion can provide tools to be 
able to efficiently perform these types of tasks. 

Dominion Voting has created a patented process that 
not only images and stores a copy of the ballot, but 
also records on that image how that ballot was 
counted by the scanner on Election Day (see Figure 
below). Using this process, the comparison can easily 
be made by any Election Official. 

• 111111111111111111111111111111. 

Ballot Image with audit tra il : 
This is a sample ballot image for a ballot / 
processed by the system. All ballots are 
imaged and stored for auditing purposes. The 
image contains: 

1. Image of front side of ballot (if the 
reverse side of the ballot is used, the 
image is also captured) 

2. Clear image of all text, ballot 
identifiers, candidates and wuor ..... :r 

markings. 

3. AuditMark: Ballot-level audit trail 
feature showing the results interpreted 
by the system for this ballot. 
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The AuditMark Advantage 
Transparency: Our system is the only one that stores a complete image of every ballot 
cast, along with the audit trail for that ballot visually affixed to the image. 
Accuracy: The audit trail shows how the tabulator interpreted the voted ballot markings when it 
was cast. By viewing this image, an election official can easily verify that the tabulator has 
correctly interpreted the voter's selections on the ballot. 
Trust: Furthermore, by randomly opening a small number of image files and verifying that the 
audit trail displays lhe correct results. the election official can quickly develop a high level of 
confidence that all of the ballots have been interpreted correctly. 
In practice, the AuditMark feature can be used as: 

• a method to test machine integrity before an election 
• a method of obtaining confidence that the equipment is functioning properly 

a method to completely audit the entire election 
• a method to enhance re-counts 
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lmageCast Evolution - Efficient. Cost-Effective, Universal Voting 
Technology 

Product Description and Features 
The lmageCast Evolution unit (ICE) is a precinct-level. digital scan, ballot marker and tabulator 
that is designed to perform three major functions: 

• Ballot scanning and tabulation 

• Ballot review and second chance voting 

• Accessible voting and ballot marking 

lmageCast Evolution with Dual Display, Audio Tactile Interface, and Dominion Plastic Ballot Box 

Tl,c 1111a~cvo;:,t LYVIUliUI I r;:. uu11 111 uur1;) IIIU::>l auvat tvcu a11u "'llllfJI<::: lV u:::.e tauutatvt. 11 tcalur clS 

a full LCD interface that presents a unique, all-in-one digital ballot scanning and internal ballot 
marking solution. The lmageCast Evolution was designed to exceed the EAC WSG 2005. 
The lmageCast Evolution functionality includes scanning and ballot marking for all targets on 
ballots ranging from sizes of 8 Yz Inches by 11 to 22 inches in length. The lmageCast Evolution 
provides several different options for certain ballot parameters. For example, a jurisdiction can 
configure the lmageCast Evolution to automatically accept, reject or divert a ballot under certain 
condit ions. Additionally, it can be configured to alert the voter or operator of any errors that 
require further action to be taken. 
Voters make their selections by filling in the voting targets next to their choices on a paper 
ballot. The voter then inserts the ballot directly into the lmageCast Evolution, which performs the 
following functions: 

• Scans the ballot. 
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• Alerts the voter of any errors on the ballot, with or without full ballot review on. 

• Interprets the digital image of the ballot, and appends to the bottom of the Image a 
record of how that ballot was interpreted by the machine (AuditMark imaging 
technology, proprietary to Dominion Voting Systems- please see page 233 for more). 

• Redundantly stores and tallies the results. 

• Prints cumulative totals of all votes cast after the polls have been closed. 
The ICE is also equipped with an ultra-sonic multi-feed detector that prevents the device from 
accepting more than one ballot a time. Dominion has developed secure ballot paper that if used, 
is detected by the unit. If the paper Is a copy or not a valid ballot, the unit will reject the ballot. 
Optionally, the BMD Light Pole device can be used as a visual indicator for poll workers to 
indicate current voting status for both Standard and Accessible Voting Sessions. The optional 
Light Pole is easy to set up at the rear of the unit. At any given time, the light status indicates 
whether the unit is available or in use (for both standard and accessible voting sessions), as 
well as if the voter requested assistance or an error requiring poll worker Intervention occurred. 

Accessibility 
The lmageCast Evolution is equipped with an Integrated ballot-marking device for voters 
needing additional assistance. It is the only optical scan tabulator using a single ballot path 
which does not require the voter to have to go to an additional unit to cast the vote. 
Accessible voting sessions can be presented on the main 19" LCD display or on an optional 
secondary display which can be tethered to the unit. The secondary display allows for 
simultaneous regular and accessible voting sessions -while an accessible voting session is in 
progress on the second display, other voters can continue to scan and cast their ballots on the 
lmageCast Evolution. 
The lightweight secondary display connects to the lmageCast Evolution using a single cable, 
making setup simple and fast. The display's slim, compact design requires no assembly, and it 
Is easy to handle, store and set up. 
In addition, the lmageCast Evolution features several accessible voting interfaces that allow 
voters with various disabilities to effectively vote, review and cast a paper ballot In a private and 
independent manner. The lmageCast Evolution offers the following user interfaces: 

• 19" LCD, full-color screen for visual ballot review and ballot casting. 

• Accessible ballot marking interface (both audio and visual) 

• Assistive input devices for accessible ballot navigation and voting, including an ATI 
(Audio-Tactile Interface), sip & puff, and paddles. 

The accessible voting session uses a hand-held controller called an ATI (Audio Tactile 
Interface) that connects to the lmageCast Evolution via the port located on the right side of the 
unit. A set of headphones connects directly to the ATI controller. Following the audio voting 
process using the ATI controller. the integrated inkjet printer produces a marked paper ballot 
which serves as the official ballot record. Voters are able to review, verify and correct their 
selections prior to casting their ballot by audio and/or visual means. 
The display can be adjusted using the zoom and contrast buttons. The contrast button allows 
the voter to display the screen image in high contrast (high contrast is a figure-to-ground 
ambient contrast ratio for text and informational graphics of at least 6:1}. There are three 
different zoom levels in order to provide an enlarged ballot for voters with visual impairments. 
Every voter configurable option is automatically reset to its default value with the initiation of 
each new voting session. 
Dominion uses a library of human hand marks and writing to mark a ballot via the accessible 
voting session, which makes machine-marked ballots indistinguishable from hand-marked 
ballots, truly protecting the privacy of disabled voters. 
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The ATI is the handheld device that is used by a voter during an Accessible Voting Session to 
navigate through and make selections to their ballot. The ATI: 

• Has raised keys that are identifiable tactilely without 
activation (i.e. raised buttons of different shapes 
and colors, large or Braille numbers and letters) 

• Can be operated with one hand 

• Includes a 3.5 mm headphone jack 

• Includes aT-Coil coupling 

• Has a T4 rating for interference 

• Uses light pressure switches 

• Can be equipped with a pneumatic switch, also 
known as a Sip and Puff device, or a set of 
paddles. 

14. 
The ATI is tethered to the lmageCast Evolution via a CATS RJ45 cable, which can extend up to 
15ft away from the unit. No key or control has a repetitive effect as the result of being held in its 
active position. 

All-ln-One Solution- A universal voting system that provides genuinely 
equivalent access to .ill! voters 
The Dominion Voting lmageCast Evolution is the only all-in-ane precinct-based optical scan 
tabulator featuring an integrated ballot-marking device, which enables voters with accessibility 
needs to Independently and privately mark, review and cast their paper ballot on the same 
dev1ce as all other voters. It is the only optical scan tabulator using a single ballot path which 
eliminates the need for the voters with accessibility needs to have to go from the Ballot Marking 
Device to the Precinct Scanner to cast their ballot. All voters use the same ballot paper on 
the same device to cast their vote, truly making it an all-in-one solution for everyone. 

lmageCast Evolution Standard features 

• 200 dpi scanner 

• Internal diverter 

• 19-inch LCD, full color display for an intuitive user experience 
• Ballot scanning and tabulation, ballot review and second chance voting, accessible 

voting and ballot marking functionality In one device allowing no-touch accessible 
voting 

• Integrated printer for ballot marking 

• Integrated hardware and software ballot security features 

• AuditMark vote cast record. 

• Easy on/off functionality -just raise or lower the screen 

• Dual, redundant compact flash memory cards 

• Tabulator status signal pole, optional 

• Three-inch integrated thermal printer 

• Multi-lingual audio-visual support for each voter 

• Adjustable screen angles 
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• Integrated privacy shield and screen cover for main display 

• Security access doors and interface port security status indicators 

• Functional and manufacturing diagnostics for integrated printer and LCD display 

• Integrated protective case 

• Randomized oval marking pattern for disabled voters ensuring voter privacy 

Tabu lator Security 

Electro nic Safeguards and Security 
To access any of the administration functions of the lmageCast tabulators, an electronic iButton 
security key has to make contact with the I Button security key receptacle on the cover of the 
unit. 
Access to the unit can be granted to two different levels of people: 

• The poll worker iButton security key is used by the poll worker to access all poll worker 
functions. 

• The Technician iButton security key Is used by a Technician with authorized access to 
update and verify firmware. 

In the power on sequence, the unit will not function until the poll official accesses the 
administrator access screen. The lmageCast tabulators are unlocked by an iButton security key, 
which Is used to: 

• authenticate the software version (ensuring it is a certified version that has not been 
tampered with) 

• decrypt election files while processing ballots during the election 

• encrypt results files during the election 

• provide access control to the unit 
It is anticipated that the iButton security keys may get lost; therefore, any substitute key created 
for the same tabulator will allow the unit to work fully. 
A valid poll worker iButton security key will grant access to the ad min screen from which the 
following operational functions can be accessed: 
• Diagnostics Test 

• Provisional Voting/Ballot Test 

• Opening Poll 

• Accessible Voting 

• Closing Poll 

• Reports 
Election Statistics 

• Re-Open Poll 

• Re-Zero Poll 

• Power Down 

• Ballot Review 

Results Storage Media 
The lmageCast tabulators have sockets for two removable, non-volati le Compact Flash cards 
(Primary and Administration). both of which are accessible from the unit and stored behind 
sealable doors. The content of each card is encrypted and signed. 
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The system saves election and voting data simultaneously to both locations, keeping the 
content of both memory cards in sync. The administrative memory card holds a copy of the 
election results and audit log from the primary card. The memory cards will retain data for over 
twenty-two months, as per EAC WSG 2005 Volume I requirements. 

Internal Battery 
In the event of a power failure, lmageCast tabulator units have an internal Lithium lon 
rechargeable battery with a 2 hour life. 

In the case of a power failure, including full power drain, restarting places the unit in "lnterrupf' 
mode, in which the previously stored election data is reloaded when the unit resumes operation. 
If there is catastrophic electrical or mechanical damage, the memory cards are inserted into a 
spare unit. When powered on, the unit resumes operation using the previously stored election 
data. 

Media Storage Security 
The entire set of data files supporting the election are contained on the Primary Compact Flash 
device. The files stored on these cards allow for recovery from external conditions that cause 
equipment to become inoperable. The election results, device logs and scanned ballot images 
are recoverable from the secondary memory card. Further, the AuditMark functionality can be 
used to independently verify the total votes for any particular candidate or ballot issue. 

Tabulator Audit Trail 
The tabulator Audit trail file is stored on the Compact Flash memory card, and contains a 
chronological list of all messages generated by tabulator software. All audit record entries 
include a time-and-date stamp. This file is encrypted and digitally signed to protect Its integrity. 

During the final results tally audit activity, the automated audit log of each optical scanner is 
input into the EMS Results Tally and Reporting system for a consolidated record. 

This tabulator Audit trail file will include: 
System start up messages (recorded by Application Loader). 

System self-diagnostic messages (module initializations, security verifications). 

All administrator operations (messages include "security key" id names). 

Atl ballots cast, rejected and d1verted. 

All voter notifications (undervotes, overvotes). 
All system errors (paper jams, power failures. hardware failures, data errors, etc.). 

• Source and disposition of system interrupts resulting in entry into exception 
handling routines. 

• All messages generated by exception handlers. 
No:ification of system login or a ccess errors. file access errors, and physical 
violations of security as they occur, and a summary record of these events after 
processing. 

• Non-critical status messages that are generated by the machine's data quality 
monitor or by software and hardwa re condition monitors. 

All audit logs are digitalfy signed. If there is tampering of the audit data or logs, this is detected 
by the operating unit. The unit reports 'Election file mismatch' and will not operate since 
modifying the audit files can only indicate malicious usage. 
Every action, event, and operation that occurs on lmageCast tabulators is permanently logged 
to an audit log file that exists on both memory cards. Every event and opera lion that occurs on 
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the election management system is kept on the election project audit within the EMS Database. 
This file is signed and encrypted. 
Audit logs are available to operators at all times. On the optical scanners, these can be 
accessed from the Administration menu, and printed. In EMS, a directory of audit files is 
accessed in the graphical user interface, and can be printed. Operators with Administration 
privileges can access these files at any time. 
Audit log records cannot be deleted nor modified. Users with proper authorization levels can 
generate and view the audit report. Audit reports cannot be deleted. 
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Ballot Box 

Dominion has designed an innovative, complementary ballot box, pictured below. It is built of 
sturdy plastic, and features four large lockable swivel wheels and handles on all sides for ease 
of movement, allowing the units to be securely transported to and from the polling place. Since 
it has no internal moving parts, the ballot box can also accommodate Election Day supplies 
when it is not storing ballots. For security purposes. the ballot box features five locks and 
multiple security seal points to limit access and prevent tampering. 
When the poll worker arrives to set up, they will unlock the cover, plug the ballot box into the 
wall plug, lift the screen and the system will turn on and be ready to print the zero tape. All other 
components are already attached, keeping poll ing location issues to a minimum. 
The Dominion Plastic Ballot Box is: 

• Made from solid extruded plastic and features an interchangeable lid and internal bin 
baffles that vary by tabulator. 

• Built to the requirements of the EAC, the ballot box capacity is sized to US polling 
place requirements, with 3 bins (main bin, write-in bin , and auxiliary/emergency bin). 

• The tabulator locks and seals onto the ballot box, which features a cover that provides 
additional security and ease of transportation . 

• Features a sealed plastic base and is water resistant. 
• Offers multiple deployment and warehousing options, including the possibility of 

nesting the boxes up to three units deep. 
15. 

Plastic Ballot Box - w ith the lockable cover ( left) , and showmg the three interior compartments (right) 
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lmageCast Central- Scalable, Flexible and Efficient 

Dominion's lmageCast Central (ICC), like all of our lmageCast products, stores the ballot image 
with the secured AuditMark. The system's f lexibility allows the Jurisdiction to customize 
e lectronic out-stacking cond itions, such as overvotes, u ndervotes, marginal marks, and 
certified w rite-in contests. The Im age Cast Central has all t he tools Election officials are 
l ooking for to make their central count process easy and more efficient. 

• l ... ; ' ~-. . . : .:. ......... _ .... 

With the lmageCast Central Count solution, Dominion focused its efforts on how to create 
efficiency utilizing lower cost, off-the-shelf scanners which meet the WSG 2005 standards, and 
software that streamlines the process. It is simple -the operator loads the batch into the 
scanner; presses scan. When complete, the operator presses the accept button and moves on 
to the next batch. The lmageCast Central Count application interprets the ballot markings via 
the scanned image and in seconds determines whether or not the ballot is valid or needs to be 
out-stacked for adjudication. The operator does nothing but process the ballots . The system's 
intelligence does the rest. Along with the requisite COTS hardware, the lmageCast Central 
provides ample flexibility to meet the needs of small, medium and large jurisdictions. The 
lmageCast Central application allows jurisdictions to consolidate results in an efficient 
environment, in real time. 
This use of less expensive and compact third-party devices enables the lmageCast Central 
Count solution to offer higher sustained throughputs in the face of hardware failures, flexible site 
layouts when space is at a premium, and access to a vast pool of readily available replacement 
parts and cerrified technicians. All of these factors translate to improved maintainability, and 
lower cost of ownership. 

Central scanning is typically utilized to process absentee or mail-in ballots, but the lmageCast 
Central Count system allows a jurisdiction to process their entire election if needed. The election 
definition is taken from EMS, using the same data and database that is utilized to program any 
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precinct scanners for a given election. Multiple lmageCast Central scanners can be 
programmed for use in an election. The lmageCast Central application is installed and later 
initialized on a computer attached to the central count scanner. Ballots are processed through 
the central scanner(s) in batches based on jurisdictional preferences and requirements. The 
lmageCast Central stores ballot images by scanned batches. The scanned ballot images are 
migrated to the Election Management System (EMS) through computer networking or 
removable media. As with ballot images from any precinct scanners in use for an election, 
Results Tally and Reporting is the portion of EMS that processes the images to provide 
tabulation and operational reports to the jurisdiction (for more information on Results Tally and 
Reporting, see page 258). Batches can be appended, deleted, and processed in a number of 
ways to suit typical election workflows, intake of ballots before, during, and after Election Day, 
jurisdictional requirements surrounding absentee ballot tabulation, and canvassing needs. The 
lmageCast Central Count also features all of the technological advances present in the precinct­
level tabulators- the AuditMark and the Dual Threshold technology. 
The lmageCast Central is used for ballot image and election rules processing and results 
transferring to the EMS Data center. The lmageCast Central Workstation is equipped with a PC 
and a Canon high-speed scanner. 
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System Security Overview 

Dominion implements security protocols that meet or exceed EAC WSG 2005 requirements. All 
of Dominion's security protocols are designed and implemented to stay current with the rapidly 
evolving EAC security requirements set forth by various iterations of the WSG. 
Dominion's security technology is unprecedented insofar as it takes Into account every aspect 
and every component of the Democracy Suite platform. This includes - but is not limited to - the 
full encryption of election projects, iButton security keys, Compact flash cards, election data, 
software applications, elections results files, and data transmission. In addition, Dominion 
developed a custom ballot authentication system built around an (optional) secure ballot paper 
stock and in-tabulator authenticators. 

Maintaining Data Integrity 

Data generated by the Democracy Suite platform is protected by the deployment of FIPS­
approved symmetric AES and asymmetric RSA encryption. The Democracy Suite Election 
Management System uses these techniques to encrypt election files prior to their use on 
lmageCast tabulators. Once the polls have been closed, the lmageCast tabulators encrypt all of 
the results files prior to transmitting them back to EMS. 
SHA-256 hashes are used for all data integrity and verification. Should an intrusive process or 
altering of any file occur, hash values will be, in turn. altered as well. With that said, any 
presence of an intrusive process will be detected, as the hashes of any altered data will not 
match the value initially determined. 

EMS Security 

To protect any modification of software by malicious users, the Democracy Suite Election 
Management System integrates the Microsoft .NET Framework code signing process, within 
which, Dominion Voting digitally signs every executable and library (DLL) during the software 
build procedure. After the installation of Election Management software, only successfully 
verified EMS software components will be available for use. Digital signature verification is 
performed by the .NET Framework runtime binaries. If a malicious user tries to replace or 
modify any EMS executables or library files. the digital signature verification will fail and the user 
will not be able to start the EMS application. 

Role-based Access Controls 

The Dominion Democracy Suite system integrates a role-based access control system for all 
software and hardware components. Each user accessing the system is the member of one of 
the predefined or custom-made roles. Each role has its own set of permissions, or actions that 
users of that role are allowed to perform. This access control approach provides authentication 
and authorization services and can be granular according to the jurisdiction's needs and 
organization. Complete user and role membership management is integrated within the 
Democracy Suite EMS Election Event Designer client application. 
The Democracy Suite EMS platform implements role-based user management for provisioning 
access control mechanisms on each election project. Managing access control policies is 
integrated within the User Management activity of the EMS EED client application. This activity 
is permitted only for users with administrative privileges. 
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Hardware Access Controls 

Democracy Suite utilizes hardware­
based security tokens (iButton security 
keys) in the process of access control 
for lmageCast Precinct and lmageCast 
Evolution tabulators. These password 
paired hardware tokens contain data 
encryption information used in the 
voting process (encryption and signing 
keys). Without a valid security token, 
and paired access password, the 
administrative functions of election 
tabulators are effectively locked. 

Communications 

For communication channels (as well 
as data storage) a combination of 
security techniques for data integrity, 
authenticity and confidentiality is 
implemented. The Dominion 

The poll worker applies his/her iButton security key to the 
tabulator 

Democracy Suite integrates AES or RSA encryption algorithms for data confidentiality, along 
with SHA-256 and HMAC digital signatures for data signing (data authenticity and integrity). The 
system does not require external Internet connections. 

Effective Password Management 

Proper password management requires multiple activities and controls, namely: 
Input data validation 
Data quality 
Utilization of one-way (hash) cryptography 

Computer generated passwords for greater entropy and protection from dictionary 
attacks 
Different password strength profiles for different user levels 
Utilization of hardware tokens for storing user credentials (two-level authentication 
security: something you know and something you have) 
User state machine (initial, active, inactive) 

All of these activities and controls are integrated within the Democracy Suite platform. 
Dominion utilizes authentication and authorization protocols that meet EAC WSG 2005 
standards. In addition. Dominion's solution relies on industry-standard security features to 
ensure that the correct users based on a user role or group are granted the correct privileges. 
Finally, each jurisdiction is responsible for ensuring that only authorized personnel have access 
to both the system and tools used for installation and configuration purposes. All back end 
system, and tabulator operations are continuously and completely logged at all times to 
maintain a complete record of all election-related processes. 
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~I• Typ< 

i\lode 1- Symmetric Crypto 

Storage Place Confidentialitr [ntegrlty 

1----- -
1 

E!.ec:ion files :\.-\5 azvi Compac: AES-126 '25t5 H).L~C (SHA-256) 
{ICP) a:.d election Fla..sh 
dat:!.b~! (ICE). 
DCF (ICP ) ru:d 
).IBS (ICE), r~;·J.l<: 

fiies (ICP,'ICE) 
R-!ports :;.nd Lo.g~ 

~~---
~AS a:-.d ~ o:upi.ct :\.C:S-12~/256 

- H~LV~-fSHA-256) 
Flas!l 

Bc.!lo: !I::ll.!-!5 :\AS and Compac: - H).IAC (SHA-2~5) 
Flash 

Bdlo: ll.yout D-!t- XAS and Conl?l.Ct - FniAC(SH.A-2S~) 
niti·:m (X :OIL) flash 
():.tc:ru B:illots :'\AS X.~og Dig{tal Certificate 
l"s!r Credent iz.!s iB•.1:to:l R).IAC (SHA-2~6) IDlAC (SHA-2~o) 

File Type to Security Algorithmic Mappings 

EMS Audit Log 

From the initial state of the election project, until the deactivation state, the EMS system 
maintains an activity log within the EMS Database. This activity log contains every action that 
any of the users have performed within the system and represents a detailed audit log that can 
be analyzed and printed In the form of an audit report. The audit record information cannot be 
modified or permanently deleted using the EMS client applications. It can, however, be exported 
for archiving purposes as part of the record retention policy. Keeping in mind that audit log 
information can contain a significant amount of information, it is the responsibility of the 
administrative user to perform regular archiving of the log. 

During the voting phase of the election event, lmageCast devices also keep an activity audit log 
which tracks events happening on the device itself. 

lmageCast Security Paper 

Dominion's custom ballot authentication system is built around an (optional) secure ballot paper 
stock and in-tabulator authenticators that Include: 
• Custom ballot stock that incorporates an invisible infrared-reactive agent, built into the 

paper as it is manufactured. 
• Matching non-contact paper sensor/authenticators are built into the lmageCast tabulators. 
This combination of technologies assures that: 

• Secure ballots cannot be counterfeited or duplicated, yet can be simply printed by our 
certified printers and by our customers. 

• An ecologically-sound paper product will put us in the vanguard of responsible paper 
users. 

Additional Security Paper Features: 
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• Special coating to improve toner adhesion 

• Reduced porosity to limit pen bleed-through 

• Binders to limit curl induced by xerographic printers 

• Improving fold tear strength 

• Improving ballot stacking 
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Attachment 1 - Contract Terms 
Tile jolloH'IIrg terms ure requireclwhenetllenng mw c1 wnlt aauo/ relatwnsl11p with Sh~rbumP 
Cotmly (Colfllty) Adtilltonal terms t1nd collllitinn\ IIWJ /Je required in Urtj/twl dOt1tlllelll. Pleas~;: 
acknmdedge that yv11will agree ro ll~t• fo/lmviog contmrtuol terms, 

Tilt! rendor will: 

A/awtaiJJ records l~hiclr rejlecr ullteV!!fltl~s. costs /IIL.'l/ITt>d and S•'tYict!s wnvulf:'tl irr tht! 
pe1/umwnce uf the contract . 

2 Agree that the County, tile State Auditor or le9is/ative ctutlwrity, or clll)' oj'the1r dul) 
nutlwriud r.:JII't''>~lltaUve.\ nt any time c/111 lll.Q 11omwl husin ~c:;s /Jour~, wul a~ ojhm as til'!)' 
OlllJ deem rect;>ullni>/e am/ ne-ces.>my for a trllll/lll l ll/1 of :;i,\ year~ {rom the end of thi.s 
tontn1..:l pursuant tu Mwtwsoto SlCilllte 16C.O 5, shall have access t() !1/l(l tf1e r(qht to 
examine, oudu. excerpt, nmltran.-;, riiH! WIJ book5, documems, JWJier.\, records, ami 
accounli119 procedures und proct/Ces of the vendor which an· rele~·ant to l he l'enclor's 
pe1[ormnnce. 

Standards 

1 Th .! t'ctrdor shall comply with all e~pplicable l·e(ftmll und State Swt ules ond r~gll/(ltiuns as 
well as loco/ rmlmances now 111 ej]ect orlreren{ter adopted. 

2 Failure tom('el che reqwrements of number 1. above may be COliS•' for c:oncellt•tion of 
the contract !!/}'eel ive the date of receipt ofth" Nv£ke of Concellalioll. 

l'enc/rll Information Technology Usage Agreement 

All1·emlors whtl accec:;s the C(J(mty tnj(mnation lechnology resottrces 111 the crn11·.'ie of thei 1 

work fm the Curmty shafl comply tvitlrthe l11format1on Technology Usct.rJe Agreement. \'end lit'S 
o11d contractors 11111st eti.Wt'l! oll their employl!es and agt:nts COlllf'(V 11'itl. the Count) 's 
/uformncion Tt'cllllo/rl.rJJ' Use~g~ Agreemenc. 

;\ft~t ~ria!. tl'orf( l'et jmmtiiH.'e unci Owllershltl c>j Wur/; f'rodull(s} 

I .!lld'll sllcrll Cl'.l'/1 all ri<llrts. till< ami interest moil cnmprrtv1 p~n.,,ran:~ 1,,-h rh•19 till)' .\Ill/ref' cocfe, 
vhp.:ct, ud•' f?l IJcmCt>IIJimts unt lnrorhflcutw:l\ exceplthu£ lht> Cu!IIILJ 'hall own u/11 ight.s, tttle 011<1 
intert·st ill a/! computer programs, mdudm,q any source code> o/Jj!!ct wtle: eulwncemenn, 
ll/Othfiwtious, all Jiles, wclttdmg 1/lfJI// and output matenuls, u/1 duwm.>ntot/011 related to Sllc.l! 
computer pro,qrwm nnd files: all medinupon which uny such computer prvgmms, file., and 
dowmentat/IJ!l an: lowtetl, and all related materia/which co11lain County data, doc:umentCltiOtl, 
llle•llOI'Clllda Cllrre~;pondente a net files _qent!rttted by tile vemlo1 m thl! cuurse of its work jnr the 
County.t\1/.~och wor/, prod11crs must he sunr.mlered cu the County at th., co:up/et/011 of the c:ontmct. 
H'urk lwodmb whic.ll ure :>tlbjetL lu tire t'vlmnt:!i(ltu Govenrment Data PraCL!(.'·~s rl ct, l'vfiuat!sota 
Statute> Chrrpter 13 cmd regulations tl!ereto shall not be remo1•ed from tlr" County's work<>ite 

UJWIIler mtrwcion rtr e.\f>inwcm of rhis contmcL, Lilt! Vt!IJ(for -;/Jail promplly retum to the County all 
, rllllputt>r fii'O!fi'Oin<:, ]ties doumrentcctwn crnd related materw/s owJieci ily U1e Cou11ly. In nclrlilion, 
ajfl!l'li!rmitwtioll 01 r.xpil·at iOII uf the ((JIIlrar.t. I fu: v::ndor agrt!t>.S It) flillj' conrt'rate With fh>J Count) 
t•llrl ally chird party slrnald the Cmmty :>tt<!f, to umwrt thr..:. system estahlished hJ Lhe pro_qram 
de\·elap • .I /J_. thf! velldm·under thi.,· , 0111ract t u on;. other sy\tem Tht• oqrfir•' a.cwee tll'1 1 the CntlllQ' 
IIIIIJ t'tljim P. this pr(JI•(,totl lhmuqh an odmll for Sf.l'.!d}lc ptJtjormcmt e. 
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Datn /lrtl'ch .. }' 

All do to colle··ced, crec1ted. ;·ecc:ivecl mainminf!cl, nt disseminnted, or 1/:!.tJd jw any purpo'ies 111 the 
wurse nj'th<:: \'c!mlor's l'etfm mance of this contruct. i.;; yo~·ernPd b> the Mlllllt?sola Govemml!nl Data 
Proct tee.\· tlrt, M itlllt!Sot o Sw tull!\ I YR4, Seccion 13 01 Jl seq. or any other oppltcnhle state slat ut;•:; 
aiiCI swte rules adopted w implr!IIJelll c he Act, as lilt:' II O\ statf:' stolute' and federal regulatwns nn 
dalllfll ii'IIQ' The nmdo1 ogn.>.:' cn nhtde ily rhcse stuwtP'i. rtt/e$ and regulotions one! as the~· tnm·!Jt' 
(/Ill t!/1 dt!d. 

Nond ISCI'IIIII'It?C /!JII 

The 1·mdor !>llclll WlllfT/j 1rilh and uhidc· /l;' the~ o/Jit~Jnflons and n'CJtllri!mt!Jib 51:( forth 111 

Muwesota SWtllte Sectwn I lll .)C) and .cwner<1l Cuunly JJUIICy, that ererr c:ontrucl contwn 
pro~·ISIOIIS by which lite H!llllor a,qrees to jreedom ji·,,m discrimmacirmul emp/oyo~<.:nt. 

lndetnn ity and 
lnstlrant.'l.! 

lndc!illlllty. The vt~ndvrcfvc~!> h~r.tl1y D[Jn:'! tlwt tt will deji!nrl, llulemntjy, and hold 
harn;/es'i the Cmmty agwnst at!) (/fld oil liul>ility.loss, dllliWiJe'i, rnsts ami expense:. 
11'/llril £he Counly may henmjler SUYtuin, iiiCI/1' or be rt!quired tnpu; !Jy reaSOI) or 
any 1.~:gligent on 111 Ollli,·mm rtr intentimwl u ct of the vendor. its CI!.Jt'tlb: officen or 
emtJID)'t't'S durill!flhe JH!r(ormaw .. e oft111s tmttmct. 

2 luswwnt> The l'f!lldlll' tloe:>jill'ther agret: that''' o1'der to prott!d il>t:'lj; as well as tilt· 
Count;·. tmder the ill(lt'ttlltiry contra~.:l i>rovl.-;itiiiiJereinahot•f! st!l jiwth, it ll'ill en u// ti111e.\ 
during lhc term uf tlrt! et111tnu:t hCive 11 11d k~t'P lil j(wcf'. 

a r ummercwl Genera! L wbility/ p, vje'i .... tonnl Liahilily with c em trent Hal ltalnli(l' 
cvveruge 111 thl' wntllllll ujthe Cutmty\ lortliallility l11111ts Sl~if(wtlr 111 

1H111llt!sota Statutt- •lti6 0 I aild fl \ tlllll:/lcletl ji·IJ/11 time w time 
b. Aulomobile cov.:raqe in the wnou11l of the County's twtliaMflty l1111its set flll'tfl in 
Mimlt!snta 

Statute ·166 n fond a,·omenrlerlfi·otll lillie' to t11t1e 

(. !VtJrf\t.'l:>;' [,liiiJI•'Ih'(lt/I)IJ ill S{(I!(I(IJI) (111/IJ/IIIt 

£mit 'Ill<! of i11wrwne shalf/let" o:•ided bl?jore thi \Will race IS efkrtll'<' I'll·• C:uunty slw/i /J11 ,!/II t';' 
thirly ( JO} 
cleo's' udt·anu! tl!nltea notice nj o11V dldllpcs 111 Wlit!ro,cfr~. 

/11 tile t'l't!ill llrctL cloims u1 lt11V5111h ·huff aris" JOIITlly u.quillxc tht! vendor ant! Cmt •ll)', and th" 
Couuty elc>r..h to 1nese,rt ic... U\\'11 clefell)t r:.;;iny /!,, nwn cuun"el m a£1d1tion tu 01 ll\' Ofi/'U~ ... d to le.qal 
rt!prt!sentllltoll m·mf11Me 1>.1 tl!t' /II~III<IIIC<' con ie,.., Jlrul'idtna che coveru.c;e Cl., 'lt. r.•cl oluw'.! tlwn 
such /ego/ e.\fleme sho!l ht: bl)l ne I>) tilt> Cou11Ly. 

il Perj(mllltllLt' lionel ami ttla/Jtll' w11! l1lCtt.;rials l•tmtl111 the full (1/fiOunt for Oil} t u11Lrc1d 'IWI'I5 

rtNflitred illlil~ tl/11011/ll ofthr• rrwtrm:t Thecostfl}thl! /lund is to !Je illwrponJtt•d 111\'endor\ 
fJtd lftht•n' is 11 j(,·ce mnjeurc. lh" purtw.~ Llf!IY!t! to wvrl; tu,qether toward till!'\\ l 11ne Iitle 
Neicl1t!r purty }·JraJf be resl'on~;ihlt' to till? other for cwy delay or cancel/at ion o/thr a_qreemi!tll 
tlue to in(l/;illly to pe1{onn a.1 o rt!•wlt nt' the fore" fllftjeure. 

llldepenrlent Ctmtntctm 
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IllS agreed thot nol.hing herein c<mtanwd i.; intt>nded or should be con,'tnt.!d 111 any ll'ai/Jit:r as 
a~Cili119 or t'SlHblishing tile relazwml1ip oj co-portner~ het1veen tile parties herl!tn CJt us 
nmstrt utm9 the vendor os the Clgl!tll., representative, or Pmployee oj I he County fm any 
purpost! or in cmy manner IVhntsoev~r. The vc:ndor is w be and shull remain cw independent 
c:vntractvr with respect to n/1 sen·icP;; Jlt!lformed under this cot1tJ ad 1'1111 vendor represeut.-: 
that it /I(Js, or 1vil/ sl?cure nl its ow11 expensl', all personnel required inJietjorming .~ervices 
under this contmc:t. Any om/ p/1 perso/1/rd uf the vendor or otlu!i persons. while en!Jaged 111 the 
fJt?ljimnom:e of any wurl< or se1vices required by the l'ttllrlm under lilis conlr11ct, shalf have no 
wntractual relationship IVith the County Ofl(/ slwlftwi be consiclt?reJ ··mployees of the County 

Neitfl.,:,· the ~'t!llllor r10r tt:. employees will ar wzy cimt! he coth·trut!d lo he employees of the 
Coumy. The vendor is n!SJIOtl.\·ible for it.s employees' compen> rti(lll {rw.r;e bwejib and all 
insurance cnveruge 

Su!Jcontrucling and Assignmenl 

The t·ctHior shall not enter ill to any subcontract for purjomw11~..e of at~Y setvtces nmtemplated 
tmcler this cotltrcrct, nor nm•ate vr assigtJ Clll)' interl!sl in the wnLrau without the prior \Vntten 
upprmrn/ oj the Counry Any as.<;igllmf.nt or nnvation may he mntle subject to "llch conditions 
niHI pro\•isions as the County may tmpose. 

If the t•endor suhro11trocts the oMignticms l111de1 tf1is contract, the vendor shall be 
n:spntrsih/~;; for the petformaflce of all ol>lt.rJations by the subconLractors. 

f<lt>cftjlcotions 

An) materiuf alceration, mndtficntion ot vonatitlll slw/1 /)e reduced co 1'/rtting a~ nn nme11dmt!11L 
o:HI signed hy the parties. Any altemcion, modtf/wllon. or variatrnn deemed nn£ to be moteriallly 
ogreem· ·nt o{lhe Colttrty nnd l he ve11dor shallnm reCflllre writte11 opproval. 

Merg+'r 

ft i~· tmderstoocl and agreed thcrt the entire rumract of the parties ts cuntoinetf lwrein and this 
concroct super':lt?des all oral agrePment> aml 11e!Joliotio11s betwr:'en the parties relating to this 
:illiJjecl matter All items rt![errt>cl to inlhi-; cllntract are incorporated or owrched and deemc?d to 
hen flail ojllle contmd 

Fweann.' Prolu/mt~cl 

Unlec;s spec:iftwfly recfuired hy the terms vi 1 his conlrucc no pnl\'ld.!r o} >etvin!:. pursuant 10 tlti~ 
contract inrlmling !Jut not limtted to employees, agent.<; or sul>contractors of the vendor shall 
con) nr f'USSI'\S o firearm 011 County premises or while cu:ti11.tJ 011 behalioftiJe Cour1ty pursuallt to 
till! terms of this coli( rae( l"iolatton of thi> wovision shall he co11si!lered a s!Jb'iWiltial brecrc/1 of tile 
wncnlC/, oml ;II odrlil lUll tu fillY otht!r t'emr:dy avcrilohle to the Cv mcy under ltm· or P.qwty 
Violation of rhi~ pruvi<>IOII 1;; gmt/11(/~ f.w immedwt e \Wipenswn or lenninai w11 nf tlri<= t:n/1 t:·ctct 

Arcep!orn·,, cestmg shall he COIIHIIt:tH:I:'tl witl:m l S days o{delivc>r;. umi insta/1!/Uon u/' t/; · 
t'(!lltptllf'rll /)~ 'the L't'tJcfo, all(/ .,ha/1/>e tleenlt'd accept~:d wl1en it has opttr·cllc:d for thirty (30) 
WIISt'CIIttvt? th1y.o; Ill conj(lrmity with the SJU!Li}ICUl!OII:> set jurtll 111 til. RFP [,,/rt/Jtt .4-SCOfl'? oj 
Set ~·tees The Crmnty <.hol//1{! the 'iol.t judg:? o( LvllPthl!r the lli1J1(n uti at OJWrole.~ iiJ conform it; witf1 
rile spect{ic rilio11<, twcl o'ttfltll/lce silo /I oi!IJ oc t"l/1 upo11 tile Cnwrt1''' IW'itl~tl non< I! to lhe \'endo,· 
thnttlll tTJ't'lh alior•lta~ f,~l:!ll acreptecl "'tilt! l'!'Clll llwl tilt! eiJ!IIJ7'llem dues not,, fl.::rform, lin• 
pr:rwd IIIC(r bt? <:Xf! 11d~d m1 rr day-to-day bnsts L•ntil'\IICh fWtfOI'In<lllre i~ rrchil!ved jor thirc_1 (30) 
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conseweive ri11y::.. /11 che eve11t rhollhe eqW/JJtli?llt clues notmet!l the specijicurion_.;, the C(1Wtty shall 
cletuii inH'ntmg the defidencies of the eqw/Jment. If; at any timejc)llowing sixty (60} dayy after 
t'tmnm::nc!:!nu::l lt of acceptance testing tht! equipment has not mel acceptance l estitl,iJ <:tatrdards, 
the County may at its sole optton retJuest replocemenl equip!lli!l lf he provided or d~tclare the 
vendor in !neath of chis conlroct om! seek any und all remedies availuhle to it in law or· e<fuity To 
ensure ji111ctionality, fino/ payment to the nmdor shaflnot l1e wnde u11ti! 90 days after acceptanc:11 
oFtiw eq11ipment. Ti l<' Vendor wurmnls, Npresentsaml assures tho/ the eqttif1111i!l1t u11d service to 
be p!'(wi<J,~d art? ill accord with the requirement of the contract c111d bid spec~fication it will meet 
tf!e functiorwl ond pe1jorrrwnce sl anrlards as Sl.!t j(Jrth in che hid r!ocu mem mul 1 viii meet 01 exceed 
the repn.:S<'IJtotiui!S cooloined in the rr:!sponse {iJt the: Mel after acteptance testiny und appt"IJV(I/ hy 
the County /;y it'\ represrmtolJve 

Mm11esota stnl11/e S74 26 n!l/liires thnt thE' Vendor jim1ish v Perfnmw11ce Bo,Jd ond a l.nbor Ollil 
AI a tt!ria/s Bvnd in the fit! I mtwu 11t/or uny con tract 011er S I 00,000 ill }tii'Oi' of tht' County to Jlf"Otect 
the CrHI/I~J' apamst nny /neoch o{ cmtlrart The Pt?rjiJmwnce Bcmd shalf apply to the Vendor's 
obl(gat 10n to tllne!y del/Vel- e4fllipmeul wtd oppfimtwns in conforlllity wit h tht• Cm111ly's 
specijicatioos as requirt:d l~i' lhe contract. The surety company prol'idm,q the /Jond shall h.: 
registered to do b11si11ess in the Strtte of Milmesvto and be SHtl.\j(u:tOJy w thf! Cou n(y. 

Any payment made to tlw Vendor. mcludi11{} jinaf f)(tvment shall not excus!! Lht! Veadorjrum the 
requirt!llli!llt ta rermir any defi!ct in the equipment. Tl1is elflliplllent shalf operate in alltllilteriol 
respects liS specified in the documentation. \.'endorslw/1 he responsihle for correcting, as its own 
exp<'!!Se, any material defects i11 the hardware vr software thut is brought to their ott.:ntion within 
onttyr.uwu}terllre acceptance of the same. 

\'endor wurrants the products .>hull n>r1thwe to he SiiJlJl(!f'Led fry the VemhN·under rhe 
Maintelllmce Agreemt1JJt Hilh the County for a durttUon o{at least /Oyear<;. Tiw, provisioll runs 
the dumUoa of tlw nwinumallu' ogr~ement nrji>r a minit1111m t{.l 0 years. whichever is longer 

Ven,fur D~:?balatent, Susp~n'i!on, ami Resp(lllsibility 

Ft!di.!r(l] Ueyu/ati.l(1 45 Cff? 92.35 wohihits the County from pun.:IWS/IJ.II good.~ or Si'll'ices With 
[edet·ol IJIU/It!j jrmn remlor::, who fuH:e ht!i!n sus:u:11ded or tfehurred h_t til.: jederol _aovemment. 
Sunifa dy. M i1111·~:>uto SWt(ltl1.\: S.:l'tion J6C.03, su/Jdi\'t~·;ioll 2, pmvides th.: Commissio11er aj 
;ldminislrotw/1 IViLh the authority to dehur ('lid suspend vendors who seek to colllract with the 
Cow1ty Vendors may be su-.pemif>d Ot debarred 1rhen i£ is dt1termined ciltDII.tJh a dulj uuthorizt:'cl 
lieuritl.(! pn1C£!~·s; thm they lw~·e olJttsed tile tJuh/ic trust in a sehous IJt(l/1/ler ThE-' venue for' <111)' 

di'>fHll e shu/! ht: Sherlmrnt:! Cnunty, iHinnesotn 

Dominion Voting response: 

Dominion Voting Systems, Inc., hereby indicates there are some concerns or exceptions to 
provisions of the RFP Terms and respectfully reserves the right to negotiate the final terms and 
conditions as part of the overall contract discussion with the County. 
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Attachment 2 - Vendor Offer Signature and 
Certification 

The vendor offer signature and certification forms are available in the following pages. 
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Attachment 3 - Insurance Requirements and 
Certificate of Insurance 

l't•tl(/(Jr 'hoi/ procure Oil(/ mointHill{or tht.i clvrulicm uftltt: wntrnct, i11~unmce cm·erCI,qr:: j()l in;Liries 
to per-;nns or domoges tt• fii"Ofl<'rly whit h lllfU' arts<' fi·om or 111 connection witll t/11: fJ t!lji)rtllll/1, e o} 
chc: wnrl\ ht'leunder by Vendnr. its ogencs. t't!fii'C.~'!IItotives, or emplo_ve, •. , 

l. •"linimllm Scope of lwwrnnce: Cm·erage silai/IJe at least as broad w;jollvw~ .. 

Ct. /11sttmnce SeJi'il'f':, Oj)lce (ISO) Cc,mmerciol General {.,1(1/Jiht:y coveH1.1.1e (<IC«'III'I'e/tu~ 
form a; 

00 0 I or u SllhSttliiLl [orr11 wovuf•ll£1 eqtm•uf,..tll W\'eroge), and shall cuter liability 
ansing j'rom {wemi.<;e-;, opl!mttons. inrlepencle11t contrctcttws. pmdw:ts-complt!ted 
oprrariom~ personal injury, advertising, nnd linbility assumed under an insured 
contract (todudtii!J the lorlliohili~v ofcmother assumed ill a/w~iness contrnc/) 

b. Business Attlomohile Liabift~J' COierayr shall be wntlen on ISO jorm Ctl 00 01. CA 00 
OS,CA 

00 12, CA 00 20, or <>ubsLituLe for fJr<Wiclmg equivulent linbility coverag:1. Such 
IIISW'CIIICI! shull cMer liuf.Jilily ctl'i\ill.cJ aut nf any milo (incllldlllfl mvnad. lured, on;/ 
IJUII ·OlV/Ied ll!ltoS) 

c lVnrkt•rs' Compensation liS requirl!d hy the State of Mi11nesola. (Ill(( l!'mployer's 
UCfbiiity insurcmce. fJ the Vendor's employme11t is on excluded employment tlllcler 
Minn. StM. § 
176.041 aod the Fendo1 elects 1101 to purchase workers' compensmwn cowmge. clw 
Vendur slto/1 provid.':' the Cmmty with c1 written wctirer nj ~~·url<er~· l omp~n'>utiun 
covem.qe 111 a f'orm occepwble to the Catmly. The I 'e11dor U!JI'e•es that u11cb!r no 
nrwrrtslance~· shofl the County he r i!SflOI!sihle fnr worker.'' cnmpensalion /'ot illjttrie.' 
Sllj{':!red Ill COII/Il!C(IV/1 \Vith thiS r\.tJt'ee/llellt. 

2 Mi11i•num U:111t:. of lt~:>llrtl.tt'e. \'~tldtll .,hollwnllllCI/11 NO I ES.'> THA•\ the j o/lowtny 
fnmt> o[insurn11ce: 

a. Commo:r(ial Gent!' a/ Lwbility lllsw·w1ce, and ij tl t!Cessnn Commercial UmiJn•lla 
/..Ill bill c.v 

S2, 000,000 t! llc h ore urrr!nce 

$2,000,000 Otii?!Wf tH]SJI"t!!JCif:t 

h Husines:> Autumobile Lwlltl ity cmd tjnecessar; Commerdal Umbrella J.whiltly. 
S I 500,000 ew;h ncndenl fo r bodily itiJUIJ' and protJerty do mage 

c. F.tnplnyer s l.lnhi/ity 
crs req111n:rf l~1· tht Swt.e of Minnesota 

(i Pm{csstonai/Tf:t fl//1( a/ Lltlblli~\ <rr l rrors (lnt/ Omission\: 
$2.000,000 per c/wm 

$2 000 000 wtmwl oggn:s}ate 
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3 Decfuc.t ibles ttncl St>l/ -111.\liiWIU! Any cledu~tihf..!s in eues~ of $50 000 must be dec/a reel w 
tllltf apwcwc:.:d h> the County. lf!'endur t'i sd/-insured, ct Cerli/imlt' o[St>lj-lnsurar~w must be 
(11"0\'tdttcf wand 11fJJ'I"O\'t!tf by the C()!mty 

:f. Adtlllmna! lnsurcrnn: Conditions: 

11 l!eud·w\ lll'illl"!lllt.:e .\hofl opp£t cts pnmmy lllsllrunce tvith re~pea tu w~' olh,·r 
i11suranre or sdj-lllsurance progra111 maintwned by che Countv The Cuu11Ly\ 
uJswunce 01 sel{mr;urallt:t! Jlroprour shall hl! exces:; of l'el'clor',, iltsllrGilW Clllll sl.ul! 
not. (O!Itri/lute w ti l'endor"s rnvcr!I,(Jc slw/1 t.:a11tainno spe< wlllfmtnttons on Chi! 
sc.Jpe oj pmledi<lll oj]vnlcrl to th:! Cn·111t_t and its ti.Lic!lll'i. u/jiCC:r.> chn.N.:tor~. a11d 
t>mpluyees. 

h Any failure to COlli PO' with reporting provi-;wns of tire pol1ne' slwl/not ofj"r!cr 
cot'erage wcwi£/ell co £he Co(lnty 01 1l.\ oj]1cers, ojjid"l"" empluy~·e . .; or 
t•ofuliLe>ers 

F.ac /r IIISI/f"OIICt' f'OII<:Y f"IH[ltir~c/ /Jy lfl/!j t.:fOIISI! <>half nor /Jt• L'CIIJCt!ffecf. mczteria/~r 
cluwgccf or nut renewed IVitlwut thirty rluy written nottt:~! thaeoj to tht! C111111(1' 

iJy certified 111aif, retllrn rece1pl reCfl/t.')te.d 

ll. Bath insurance flV/hy siJo!/ includt! un .. mdrnselllent u1 fiO!I(t fli"Ot'i.'''(l 'l th11L ll'i/lve., 
any daim or nghlm the IIHture u/:iiii'ID!J'Il/0/llll n:>~.m·a 11gaurs! tht' CcwiiL) ami"' 
n.t)ents, ojjJCt:ro;, tfirt'clOr,\: ai!CII"'mploye.:.\. 

.... V.:tu/.Jr mu,·t oblclill ins11mnctt polu..Ie,"ji·om illsllranre WIIIJUIII/etl hm•t".tf em 
AM BEST 

ruciny oj A'l'll ''' hcUer CTJI(/ aulhunzed tn do lwsiw!:;o; 111 th r> Swte of 
lHtlliJewta. 

5 t'erijnotion o} Cc11 ·ret.</•': 

\ 'el!r/1)1' s/;ol/ J'i"i 1\'trftJ. 1/t• (, ll/lll)' 1\'ilh Ct!l"( ifi,;ar 'S iJf l/iSitri111L"t'. all,ftJ/"19111(1 ft'lldUnt!l'lt'/1 b 

sltPit'i•l.•/ that /h.: lf.?11do1 h.1~ eat:ll ~Vf•t' 0/11'-'Ltnlllct' r rl\'t'rage~ t111tf lwllts l"t'Cfllircd ulldt'r 
clrl,\ cwttt ciLL t\11 tr.>rlljttutt ·' w1tl t'lftlr>r•t·tln'IJC ,. ctr r..' l!l /J:: rel Pl~ed ttmf Clflprul·etf hy r lie 

( tll/II~V hi!JOre• 1\"tl/"/.: t'OIII/11r'/l 1:'$. 

Dominion Voting Response: 

Dominion understands and will comply with all insurance requirements and certificate o f 
insurance before work commences as stated in this RFP. 
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A t--\-~ chtr\~-\-: ~ 
Request for Proposals for 

Election Equipment and Services 

Issued by: County Auditorffreasw-er 

Release Date: October 20, 2015 

The issuance of this Request for Proposals (RFP) constitutes only an invitation to submit a bid to 
She1burne County (County). County has no obligation to plnce an order as a result of this inquuy. 

Responses will be accepted tmtil4:30 p.m. central standard time (est) on November 16, 2015 at the 
Auclitorffreasurer Department at the She1bume County Government Center. Please note that it is the 
vendor's t-esponsibility to ensure that the bid and all other required documents are received by the closing 
date and time specified. 

Schedule of Events 
October 20, 20 15-RFP released to vendors 
November It, 2015, 4:30pm (cst}-Questionperiod ends 
November 16,2015, 4:30pm (cst)-RFP responses due 
December 1 or 1 S, 20 IS-Recommendation made to County Board 

Bids should be submitted to the following address: 

Diane Arnold, Sherbume County Auditorffreasurer 
Sherburne County Government Center 
13880 Business Center D1ive NW 
Elk River, MN 55330 

1. Project Infmmation 

Sherburne County, through the Auditorffreasurer Department, seeks a qualified Vendor for 
reporting election results efficiently and accurately. This would include casting, counting, 
compiling, and repOtting votes for all state, federal, and local elections in the County. The pU!pose 
of this RFP is to select a system to replace the County's cun·ent voting system for the 2016 Primary 
Election. The cunent system has been in use since 1998 and utilizes outdated technology. 

Currently the County has 35 precincts and over 50,000 registered voters, and processes all of the 
Absentee and UOCA VA ballots for state, federa~ and county elections. 

The new system must: 
• Provide improved repotting efficiencies for ballot counts through wireless modems; 
• Be certified by the State of Minnesota; 
• Integrate with State election repOI1ing systems~ 
• Provideuser-fii.endly software applications; and 
• Contain battery back-up supply 



Vendors must address all intonnation specified in this RFP. The County reserves the right to vetiJy 
any information contained in the vendor's response and to request additional infmmation after the 
RFP response has been received. The response shall include all costs for supplies, materials, 
equipment, labor, and expenses necessaty to implement their system. The vendor shall not enter 
into any subcontract for perfonnance of any services under this agreement nor assign OJ transfer 
any interest in this agreement without the prior wtirten approval of the County and subject to such 
conditions and provisions as the County may deem necessary. 

H. Submittal Requirements 

l . Submission of Proposals. Submit 3 bound copies of the proposal and one copy in 
.pdf form submitted by email. Proposals shall be submitted to: 

Diane Arnold, Sherbume County Auditorffreasw·er 
Sherburne County Govemment Center 
13880 Business Center Drive NW 
Elk River, MN 55330 
Auditar@co.sherburne.nm.us 

2. Deadline for Submission. All proposals must be received in completed fonn by 
4:30p.m. (est) on November 16, 20 l 5. Proposals received after that time will not be 
accepted. 

3. Examination ofRFP. By submitting a proposal, the Vendor represents that it has 
thoroughly examined and become familiar with the work required under this RFP 
and that it is capable of performing quality work to achieve the County's objectives 
for the project. 

4. Addenda/Clarifications. Any changes to this RFP will be made by written 
addendum. No verbal modifications will be binding. 

5. Questions. Questions relating to the project requirements and the contents of this 
RFP may be submitted to the Sherbume County Auditorrrreasurer in writing or by 
email by 4:30p.m. {est) on November 11. 2015. 

6. Pre~Contractual Expenses. Pte-contractual expenses are defined as expenses incurred 
by the Vendor in: 1) preparing its proposal in response to this RFP; 2) submitting that 
proposal to the County; 3) negotiating with the County on any matter related lo this 
RFP; 4) any other expenses incutTed by the consultant prior to the date of 
execution of the proposed agreement. The County shall nol, in any event, be liable 
for any pre-contractual expenses incurred by the Vendor in the preparation of their 
proposals. Vendor shall not include any such expenses as part of their proposals. 

7. Contract Award. Jssuance of this RFP and receipt of proposals do not commit the 
County to the awarding of the contract. The County reserves the right to postpone 
opening for its own convenience, to accept or reject any or all proposals received in 
response to this RFP, to negotiate with other than the selected Vendor, should 



negotiations with the selected Vendor be tenninated, to negoriatc with more than Olle 
Vendor simultaneously, or to cancel all or part of this RFP. 

8. County Rights. The County may investigate the qualifications of any Vendor under 
consideration, require confinnation of infonnation fumished by the Vendor, and 
require additional evidence of qualifications, to perfonn the work described in this 
RFP. The County reserves the right to: 
a. Reject any or all proposals if such action is in the public interest; 
b. Cancel the entire Request for Proposals; 
c. Issue a subsequent Request for Proposals; 
d. Remedy technical errors in a Request for Proposals; 
e. Appoint evaluation committees to review the bids; 
f. Establish a short list of Vendors eligible for interview alter evaluation of 

written bids; 
g. Extend the deadline or accept late bids under extenuating circumstances at 

its discretion; and 
h. Negotiate with any, all, or none of the RFP Vendors. 

This RFP does not commit the County to enter into a contract, nor does it obligate the 
County to pay for any costs incun·ed in preparation and submission of proposals or in 
anticipation of a contract. 

10. Independent Contractor Status. The Vendor will be an independent contractor and 
nothing contained in any contract awarded shall be construed to create the 
relationship of employer and employee between County and the Vendor. The 
Vendor is not entitled to receive any of the benefits by County employees and is 
not eligible for workers' or unemployment compensation benefits. The Vendor 
understands that no withholding or deduction for state or federal income taxes, 
FICA, FUT A, or otherwise, will be made from payments due the consultant and 
that it is the Vendor's sole obligation to comply with the applicable provisions of all 
federal and state tax laws. 

lii. Contract Tenns and Conditions. 

The County will prepare a contract with the selected Vendor. The County will use its 
standard contract tenns and conditions, including standard insurance terms, which are 
attached to this RFP (Attachment 1). The selected Vendor must be willing to sign a contract 
that will incorporate the RFP plus attachments, the response to the request for proposals and 
any other tenns negotiated by the parties. 



IV. Scope of Services -see Exhibit A 

V. Tcchrucal and Fw1ctional Requirements- see Exlubit B 

Yl. Vendor's Cost Proposal- see Exhibit C 

VII. Contract Tenns - Attaclunent 1 

Ylll. Vendor Offer Signature and Certification - Attachment 2 

IX. Lnsw·ance Requirements and Ce1tificate oflnstu·ance- Attachment 3 



Sherburne County Request for Proposal ("RFP" ) 
Vote Tabulating Election Equipment 
EXHIBIT A- SCOPE OF SERVICES 

1. Integration System Requirements 

Minimum requirements for all proposals included a fully integration system that consists of: 

1) Precinct ballot counters 

2) Central ballot counter 

3) Ballot marking devices 

4) Printers required for precinct counters and ballot marking devices 

5) System administrative components, implementation services 

6) Post-implementation technical support and maintenance 

7) Documentation 

8) Staff t raining 

The proposed equipment shall be new and unused unless otherwise specified. 

A. System Components- Polling places 

a. Precinct ballot counters (Quantity: 38) and ballot boxes (Quantity: 34) 

b. Accessible ballot marking devices (Quantity: 35) for use by disabled voters and 

printer( if applicable) 

c. An original and duplicate memory device and all other materials needed to operate 

the precinct ballot counter and ballot marking device 

B. System components - Absentee and Early Voting location 

a. Central count ballot counter (Quantity: 1) 

b. Components for operation of central count ballot counter 

c. An original and duplicate memory device and other materials needed to operate the 

central ballot counter 

C. Administrative components- County elections office (including but not limited to the 

following) 

a. Memory device preparation components 
b. System administration components 

D. Implementation services 

a. Initial County elections staff training to be conducted at the County elections office 

at least 4 weeks before implementation of system 

b. Ongoing technical support for County elections staff in System operations and 

administration, by telephone, email, webinar or other mutually agreeable method 

during normal business hours (central time) 

c. On-site Election Day technical support for 3 days for County elections staff for State 

Primary 

d. Trade in schedule for existing County voting system components 
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Sherburne County Request for Proposal ("RFP") 
Vote Tabulating Election Equipment 
EXHIBIT A- SCOPE OF SERVICES 

E. Post-implementation services 

a. Extended warranty or service agreement for maintenance and repair of System 

components 

b. Depot repair schedule for System components 

c. Spare parts and consumables schedule for System components 

d. Training and certification (if required} for County elections staff in maintenance and 

repairs to System components 

e. Annual licenses or other County payments required to operate and administer the 

System 

f. Service agreement for ongoing technical support for County elections staff in 

System operations and administration, by telephone, ema il, webinar or other 

mutually agreeable method during normal business hours (central time} 

g. On-site Election Day technical support, as requested by the County, for any election 

F. Third Party Ballot Printing 

a. Vendors must base proposals on the assumption that the Vendor or a third-party 

selected by and operating at the sole direction of the County, or both, will print all 
ballots to be used by the System. 

b. Vendors must provide paper, ink and color specifications to the County for ballot 

printing. 

c. System must create ballot images in .pdf output for ballot printing and posting on 

state and County websltes. 

d. Vendors must provide all training and certification, if required, for County or third­

party printers selected by the County 

e. Vendors must not impose any costs on a per election or per ballot basis on either 

the County or a third-party printer selected by the County to print ballots for any 

election 

G. Warranty 

a. At a minimum, a two (2) year warranty beginning upon delivery and System 

acceptance that the System will operate in accordance with the provisions of the 
resulting Agreement and the System documentation. Warranty services shall be 

consistent with the requirements described. 

b. The Vendor must warrant that all warranty services shall be performed with that 

degree of skill and judgment normally exercised by recognized professional firms 

performing the same or substantially similar services. 

c. Any products furnished shall be new and free from defects. The Vendor will repair 

or replace any defective products at no charge to the County during the warranty 

period. 
H. Title 

Title to hardware passes to the County upon delivery of the equipment and Notice of 

Acceptance by the County. 
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Sherburne County Request for Proposal ("RFP" ) 

Vote Tabulating Election Equipment 
EXHIBIT A- SCOPE OF SERVICES 

2. Precincts, Absentee Ballot Boards, and Early Voting locations 

The System solicited by this RFP will be used in an estimated total of 35 precincts, one absentee 

ballot board and one early voting location. 

3. Deployment 

The System solicited by this RFP will include all 35 precincts, one early voting location and one 

absentee ballot counting center at the State Primary on August 9, 2016. 

The County may choose to delay, reduce the scope of or cancel the implementation at its sole 

discretion. 

4. Delivery of System Components 

Delivery of System components to the County will occur on or before May 1, 2016. 

5. System Period of Use 

All proposals must be based on an anticipated period of use of the System by the County for 10 
years after initial implementation of the System and that all components and services for the 

System must be fully supported throughout that time period 

6. Technical and Functional Requirements 

The Technical and Function Requirements per Exhibit B-Technical and Functional 

Requirements are attached to and made a part of this RFP. 

7. Cost 

The vendor is not required to respond to each Item in Exhibit C -Vendor's Cost Proposal, 

attached to and made a part of this RFP, but failure to do so may have an effect on the 

recommendat ion made to the County Board. 

Vendor to provide a price schedule for the following items for initial System acquisition and for 
System operations. The Vendor w hose proposal is accepted by the County will then be required 
to submit an updated price schedule for the price sheets in this Exhibit for each successive year 
for expected life of voting system (ten (10) years total). 

8. Post Award Pricing 

Pricing will not change during the first twelve (12) months after the commencement date of the 

contract. After the initial twelve (12) months, and annually thereafter on the anniversary of the 
contract, a price change request may be submitted to the County. All price change requests 
must be submitted in writing to the County forty-five (45) days prior to the date the requested 
changes will take effect and must be accompanied by appropriately documented marker 
justification. Price changes will only be granted with written approval from the County. 
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Sherburne County Request for Proposal ("RFP") 
Vote Tabu lating Election Equipment 
EXHIBIT A- SCOPE OF SERVICES 

9. Delivery and Acceptance 

Vendor shall provide the following minimum delivery terms for the System. 

a. Inside delivery by prior appointment to the location specified by the County. 

b. Vendor shall prepare and deliver a documented procedure that will be used by 

County elections staff to make preparations for initial System acceptance testing. 

c. Prior to acceptance testing, all equipment must be fu lly assembled and all System 

components must be made available to County elections staff for testing. Vendor 

will assist the County, as needed, to perform th is activity. 

d. System components identified by County staff that are malfunctioning and that 

cannot be easily repaired on site will not be accepted. 

e. The County will conduct testing similar to the preliminary tests required by 
Minnesota statute section 206.83 prior to each election to determine whether the 

System components are acceptable. 

f. The number of accepted uni ts shall be the number of fully functioning and fully 

assembled units delivered to and approved by the County. 

g. All System components shall be all new products meeting or exceeding the specific 
proposal requirements provided in this RFP. 

10. Simulated Election Required 

No later than May 15, 2016, the County will conduct a simulated election using the System 

components provided by the Vendor. The simulated election will test all precincts, all early 

voting locations, all administrative functions and both precinct and central counting, using the 

2012 state general election as the example. The Vendor must provide the County with a test 

sample of approximately 5,000 ballots to conduct the simulated election. If the County delays or 

cancels the implementation, the simulated election will take place no later than six weeks 

before the first election in which the System Is Initially deployed. 

11. Interview and Demonstration of System by Vendor 

The top three (3) vendors may be required to attend an Interview and provide a demonstration 

of the System for the County. Interview notices will be sent to the vendors. The interviews and 
demonstrations will take place between the hours of 9:00a.m. and 4:00p.m. at the Sherburne 

County Government Center in Elk River, MN. The interviews and demonstrations for individual 

Vendors will be scheduled on separate days. The demonstration must include the precinct 

operations, absentee ballot count ing center operations, related administrative operations, and 

compllation and report of election results. The 2012 state primary and state general elections 

will be the basis for the demonstrations. Ballots must include a small number of president·only 

and federal offices-only configuration. The Vendors will be required to prepare the ballots 

necessary for the demonstration from pdf files provided by the County. 
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Sherburne County Request for Proposal ("RFP") 
Vote Tabulating Election Equipment 
EXHIBIT A -SCOPE OF SERVICES 

The demonstration of the central counting operations for absentee ballots must take place 

under realistic conditions, namely that at least 20% of the total number of ballots used in the 

demonstration must be folded, creased or wrinkled in the manner normally expected for 

absentee ballots submitted by the voters. 

The demonstration must include at least 10 different precincts, and at least one precinct must 

include ballot styles for two different school districts. Ballots from each of the precincts must be 

processed by both the precinct ballot counters and the central ballot counters. Final results 

must include a single result for each precinct that combines the precinct and centrally counted 

ballots for that precinct. 

All costs of conducting the system demonstrations are the sole responsibility of the Vendors . 

12. Contract Term 

The anticipated term of the resulting Agreement shall be from December 31, 2015 and shall 

continue for five (5) years and may be renewed up to five (5) additional years. 

The Contract is not effective until the successful completion of the simulated election. 

13. Additional Information 

The County reserves the right to reject any or all proposals offered in response to this RFP. 

Cooperative Purchasing 

Public entities that have a purchasing Joint Powers Agreement with Sherburne County may 

purchase under this Agreement after having received written permission from the Vendor. Such 

public entities shall execute their own contract directly with the Vendor. Ordering and payment 

shall be the sole responsibility of such public entity and In no manner shall be the obligation, 

liability or responsibility of the County. 

Page 5 of 5 



Sherburne County RFP- Voter Tabulating Election Equipment 

EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

Note to Proposers: Vendor is not required to respond to each item in Exhibit B, but failure to do so 

may have an effect on the recommendation made to the County Board. 

I. Operating Specifications 

A. System Requirements 

Page 1 of9 

1. Certification by an independent testing authority of compliance with 

federal guidelines for voting systems adopted by the EAC. 

2. Certification for use in Minnesota by the Minnesota secretary of state. 

3. Capable of downloading results from prednct and central count locations 

on memory devices for uploading and compilation at the Elections Office. 

4. Capable of preparing memory devices for precinct ballot counters, 

central ballot counters and ballot marking devices in a single action. 

5. System design capable of adding or reducing the number of precinct ballot 

counters, central ballot counters and ballot marking devices during the 10 
year period of expected System use. 

6. Capable of reading ballots that are 8.5 inches wide and of various lengths 

up to 17 inches, including both 11 and 14 inches. 

7. Capable of implementing early voting or vote centers by enabling the 

counting of multiple ballot styles on a single memory device. 

8. Capable of counting multiple ballot styles for a single precinct, Including 

countywide ballots for the office of president only and for federal offices 

only. 

9. Capable of displaying scanned ballot images for use in conducting 

recounts without the use of the original ballots. 

10. Capable of automatically orienting scanned ballot images face up, top up. 

11. Capable of the ability to flip scanned ballot image from one side to 

another to display the other side of the ballot electronically. 

12. Capable of sorting electronic ballot images by office, candidate, election 

district, or precinct. 



Sherburne County RFP- Voter Tabulating Election Equipment 

EXHIBIT B - TECHNICAL AND FUNCTIONAL REQUIREMENTS 

13. Capable of counting ballots without immediately accumulating or 
reporting results. 

14. Capable of exporting results to the Secretary of State's Election Reporting 

System. 

15. Capable of counting and compiling more than one ballot style per precinct 
in a single election. 

16. Capable of using commercially available paper for the printing of ballots. 

17. Capability to securely receive transmitted results electronically from 

remote locations to the Elections Office. 

18. Capable of counting and compiling into a single precinct votes from 
ballots counted at the precinct and at an absentee ballot counting center. 

19. Capable of compiling and reporting statistics on the number of ballots 

centrally counted on a daily basis at an absentee ballot counting center 

prior to Election Day without reporting vote totals. 

B. Precinct Ballot Counters 
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1. Capable of reading, recording and storing up to 10,000 votes from 

up to 75 different ballot styles on a single memory device. 

2. Capable of read ing ballots inserted in any of four orientations at a rate of 

12 ballots per minute or better. 

3. Capable of rejecting a ballot for an improper precinct. 

4. Provide a clearly visible public counter of the total number of ballots 
inserted into the ballot counter. 

5. Capable of downloading or transmitting encrypted vote totals to electronic 

media or via a secure .;,ireless or land connection to the Elections Office. 

6. Provide clear error messages to the voter for overvotes, crossover votes in 

a partisan primary, or for other situations where the ballot cannot be read 

by the ballot counter. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

7. Provide a clear message or indicator, including the capability for an 

auditory and/or visual alert to the election judge and/or the voter, that a 

ballot has been counted or not counted . 

8. Provide warning t o voters of an error causing the voter's ballot to be 

returned In a format consistent with the requ irements of the Americans with 

Disabilities Act. 

9. Capable of providing County selected or editable messages to voters. 

10. Keep a printed and electronically downloadable internal audit log of all 

ballot counter activities, including ballots that were rejected and not 

counted due to an inability of the ballot counter to read the ballot and 

ballots that were jammed in the ballot counter and not cou nted. 

11. Capable of producing a precinct summary statement in the format required 

by the secretary of state in printed and downloadable electronic media. 

12. Able to read ballots that have been folded or creased. 

13. Able to support multip le languages for error messages and notifications to 

voters. 

14. Able to seal memory devices into ballot counter, using a numbered seal. 

15. Ability to store the ballot counter separately from the ballot box. 

C. Central Ballot Counters 
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1. Capable of counting a discrete ballot style on more than one central 

counter. 

2. Capable of minimally reading and recording up to 10,000 votes on ballots 

for up to 75 different ballot styles on a single memory device. 

3. Capable of rejecting a ballot for a precinct that has not been designated for 

counting. 

4. Capable of reading 30 ballots that are fo lded, creased and/or wrinkled 

per minute for each central ba llot counter. 

5. Capable of reading ballo ts inserted in any of the four orientations. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

6. Capable of producing a precinct summary statement In the format 

required by the secretary of state in printed and downloadable electronic 

media. 

7. Capable of downloading or transmitting encrypted vote totals to electronic 

media or via a secure wireless or land connection to the Elections Office. 

8. Provide clear error messages to the operator for overvotes, crossover votes 

in a partisan primary, or for other situations where the ballot cannot be 

read by the ballot counter. 

9. Provide an auditory and/or a visual alert to the operator when the ballot 

counter has detected a bal lot with an error or a ballot that cannot be read. 

10. Keep a printed and electronically downloadable internal audit log of all 

ballot counter activities. 

11. Capable of electronically sorting out or separating ballots on which one or 

more write-in ballot targets have been marked by the voter. 

12. Capable of electronically sorting out or separating ballots on which an 

overvote, crossover vote in the primary or other situation where manual 

inspection of the ballot by the operator is required. 

13. Capable of programmable or operator controlled stopping and/or out­

stacking of ballots for subsequent review or adjudication. 

D. Ballot Marking Device 
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1. Capable of being used by voters without the ability to see the ballot or 

screen in a manner compliant with the requirements of the Americans 

with Disabilities Act. 

2. Capable of being used by voters with the ability to use their hands in a 

manner compllant with the requirements of the Americans with 

Disabilities Act. 

3. Capable of being used by voters who need instructions in languages other 

than English. 

4. Capable of marking ballots for up to 75 ballot styles on a single memory 

device. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

5. Capable of being used by a voter without interfering with the simultaneous 

use of the precinct ba llot counter. 

E. Ballot Box 

1. Capable of compact and efficient storage by stacking, nesting or folding 

flat. 

2. Equipped with a main ballot container and an emergency voting slot and 

conta iner. 

3. Equipped with lockable ballot containers in which a single key opens all 

locks. 

4. Equipped with sealable memory device access, if applicable. 

5. Capacity for a minimum of 2,000 voted ballots that are 8.5 inches wide 

and 17 inches in length. 

II. Administrative Specifications 

A. General Requirements 
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1. Ability to operate the part of the System that is used to compile and report 

vote totals in a non-networked environment that is physically isolated 

from a non-System computer or communications network. 

2. Capable of fully managing an election with up to 50 discrete 

precincts or vote centers from which votes are counted, 

compiled and reported. 

3. Ability for County to prepare memory devices completely independent of 

Vendor. 

4. Ability to accumulate ballots discretely cast on one or more 

precinct ballot counters and/or one or more central ballot counters 

and compile votes cast by precinct. 

5. Ability of Vendor to create spreadsheet for test ballots for each election. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

6. Ability to upload compiled vote totals to the Secretary of State's Election 

Reporting System site following the close of polls. 

7. Ability to create and preserve backup electronic files of compiled vote 

totals. 

8. Ability to report precinct level results only after both election day 

and pre-election day votes have been counted and compiled into a 

single result. 

9. Ability of Vendor to import office, candidate and rotation data from 

Secretary of State's Election Reporting System. 

10. Ability of Vendor to determine rotation sequence for each precinct using 

the algorithm provide in state law, using data imported from the 

statewide voter registration system. 

11. Ability to administer more than one election simultaneously. 

12. Ability to discretely report votes cast from absentee ballots, early ballots 

and Election Day ballots, and to report combined summary totals of all 

three. 

B. Reports 
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1. Ability to create proofing reports for office t itles, candidate names, 

candidate rotation sequences and precincts and election districts. 

2. Ability to create reports listing precincts for which election day and pre­
election day votes totals have been received and compiled. 

3. Ability to create field-sortable, summary reports of votes cast by precinct, 

by municipality, by district and by county for each office and question on 

the ballot. 

4. Ability to produce a precinct summary statement from both the precinct 

ballot counter and the central ballot counter In the format required by 

the secretary of state. 

5. Ability to export data In an editable report format to the County website. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

C. Ballot Layout and Preparation 
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1. Ability of Vendor to layout a ballot of various lengths, including 11, 14 
and 17 inches. 

2. Ability of Vendor to print ballots on standard commercial, non-proprietary 

paper stock. 

3. Ability to use ballots printed by the County or by any other printer 
selected by t he County, at the sole discretion of the County without the 

imposition of additional costs or fees of any kind for the printing of 

ballots. 

4. Ability to output ballot layouts for printing in .pdf format. 

5. Ability to be marked with standard, commercially available pens or other 

non-erasable manual ballot markers. 

6. Ability of Vendor to produce a ballot with both electronically and visually 

readable precinct and ballot style indicators. 

7. Ability of Vendor to prepare sample ballots, including th e precinct name, 

without electronic coding for posting on the County and state websites. 

8. Ability of Vendor to print photos, logos, illustrations or other graphic 

instructional materials on the ballot. 

9. Ability of Vendor to produce presidential and federal ballots. 

10. Ability to reject both vertical and horizontal overvoles. 

11. Ability to design the ballot to count and compile votes in either a vertical 

or horizontal configuration. 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

Ill. Implementation Plan Specifications 

A. Ballot counters and related equipment 

1. Check in all equipment 

a. Polling place equipment 

I. Precinct ballot counters 

li. Ballot boxes 

iii. Ballot marking devices 

b. Counting center equipment 

i. Central ballot counters 

ii. Administrative components 

c. System administration equipment 

2. Power up and diagnostic testing 

3. Preliminary testing 

4. Simulated election using past Minnesota elections 

5. Final approval by voting system administrator 

B. System administration components 

1. Vendor ballot layout and preparation 

2. Memory card preparation 

3. Compilation of election results 

a. Polling place operations 

b. Counting center operations 

4. Reporting election results 

a. Posting to website 

b. Hardcopy reports 

c. Staff training 

1. User training 

a. Polling place components 

b. Counting center components 

2. Training and (if required) certification for system maintenance and repairs 
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EXHIBIT B- TECHNICAL AND FUNCTIONAL REQUIREMENTS 

IV. 

3. Training in administrative operations 

D. Implementation plan schedule 

1. Schedule for use of System to conduct 2016 State Primary Election: 

a. Date of Primary: August 9, 2016 

b. System deployment for all precincts, one early voting 
location and one absentee ballot counting center, plus backup 
equipment 

c. Milestones required to successfully implement the System 

Post-Implementation Plan Specifications 

A. 

B. 

c. 

Warranty services 

1. Extent of coverage 

2. Duration of coverage 

Post-warranty services 

1. Extended warranty 

a. Extent of coverage 

b. Length of coverage 

2. Spare parts 

3. Depot repairs 

4. On-site repair services 

5. Service and maintenance training 

System administration services 

1. Technical assistance provided remotely 

2. On-site Election Day technical support 

3. Service agreement for maintenance, repair, updating and replacement of 
System administration components 
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EXHIBIT C- VENDOR'S COST PROPOSAL 

I. Instructions to Vendors 

A. Vendor's cost proposal must include all hardware, software, technical assistance and 
training needed to fully Implement the system, as well as county system requirements 
to operate the proposed system. 

B. Vendor should note that costs are subject to negotiation by the County prior to 
selection of the apparent successful Vendor. 

C. Unless Vendor specifically provides otherwise, the County will consider all proposed 
costs to be a rate setting. 

D. Except as provided for the leasing provisions, proposals for all post-implementation 
services beyond the date of the expiration of the initial System warranty period, 
including but not limited to annual maintenance and service, licenses, extended 
warranties, depot repairs, spare parts and on-site technical assistance will be for an 
initial term of two years, renewable for additional terms of two years during the 10 year 
period of expected System use. The maximum increase In prices shall not exceed 2% 
from one biennium to the next. 

E. Vendor cost proposal to be inclusive of delivery. All delivery of components to be at the 
location specified by the County. Inside delivery by prior appointment Is required. 

F. Vendor is responsible for verifying that their cost submission is accurate and complete. 

G. Vendor is not required to respond to each Item in Exhibit C, but failure to do so may 

have an effect on the recommendation made to the County Board. 

11. Vendors are requested to propose up to three (3) acquisition options 

A. Purchase 

B. Annual lease, renewable for five years beyond initial contract term. 

1. Annual lease payment must include cost of all licenses, maintenance, 
repairs and parts 

2. The maximum increase of annual lease payments may not exceed 1% per 
year for the first five (5) years of the lease agreement. 

C. Lease to purchase, option to convert at the end of the fifth year 

1. Annual lease payment must include cost of all licenses, maintenance, 
repairs and parts 

2. The maximum increase of annual lease payments may not exceed 1% per 
yearfor the first five (5) years of the lease agreement. 
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EXHIBIT C ·VENDOR'S COST PROPOSAL 

Ill. Ongoing service agreements 

A. Agreements for service, licenses, maintenance and spare parts 

1. Initial term price schedule is f ive (5) years 

2. Renewable for five (5) additional years with mutual agreement of 
County and Vendor 

3. Agreements to be available for entire ten (10) year period of expected use 
of the System 

4. Maximum increase in prices on products, services, licenses, maintenance, 
spare parts, on-site technical support may not exceed 2% per biennium for 
the ten (10) year term of expected use of the System 

IV. Assumptions for submission of proposals 

A. System capable of counting 100,000 ballots at a single election 

B. Assume that 50,000 of these ballots will be centrally counted at one location 

C. Assume 38 discrete precinct voting locations plus one early voting location 

V. All user training for County staff to take place at the Elections Office in Elk River. 

VI. Trade-in and buyback of components 

A. Vendor must propose a price schedule for trade-in of existing voting system 
components. 

1. MlOO ballot counters (available for trade-in: 38) 
2. Ballot boxes for the MlOO ballot counters {available for trade-In: 35) 
3 . AUTOmark ballot marking devices (available fortrade-ln: 35) 

4. MlOO and AUTOmark memory cards (available for trade-in: 225) 

B. At its sole d iscretion, the County may choose to sell or otherwise dispose of all o r part of 
its inventory of AUTO mark devices independently of the Vendor. The County will 
provide notice to the Vendor within sixty (60) days of the approval date of a contract 

with the Vendor to exercise this opt ion. 

C. Vendor may propose a buyback schedule for the following System components. 

1. Precinct ballot counters 
2. Ballot boxes for precinct ballot counters 
3. Precinct ballot marking devices 
4. Central ballot counters and related administrative components 
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EXHIBIT C - VENDOR'S COST PROPOSAL 

VII. Price Schedule 

Vendor to provide a price schedule for the following items for initial System acquisition and for System 
operations. The Vendor whose proposal is accepted by the County will then be required to submit an 

updated price schedule for each successive year for expected life of voting system (ten (101 years total). 

Pricing will not change during the first twelve (12) months after the commencement date of the contract. 
After the initial twelve (12) months, and annually thereafter on the anniversary of the contract, a price 
change request may be submitted to the County. All price change requests must be submitted in writing 
to the County forty-five (45) days prior to the date the requested changes will take effect and must be 
accompanied by appropriately documented marker justification. Price changes will only be granted with 
written approval from the County. 

A. System acquisition 

1. Polling place components 

2. Counting center components 

3. System administration components 

B. System operations 

1. Technical support and service agreement for System administration 

2. On-site Election Day technical support 

3. Spare parts 

4. Annual maintenance and licenses 

5. Depot repair price schedu le 

6. Training for County staff to operate System 

7. Training or certification for County staff to maintain and repair System 

8. Training for County staff to administer System 

9. Elections and polling place logistics management 

10. Buyback schedule 

11. Disposition of existing voting system components 

C. Ballot layout, coding and memory device preparation 

1. Ballot layout and coding by Vendor 

2. Memory device preparation by Vendor 
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ATTACHMENT 1-CONTRACT TERMS 

The following terms are required when entering into a contractual relationship with Sherburne County (County). 
Additional terms and conditions may be required in the final document. Please acknowledge that you w ill 
agree to t he following contractual terms. 

Audits, Reports, Records and Monitoring Procedures 

The vendor will: 

1. Maintain records which reflect all revenues, costs incurred and services provided in the performance of 
the contract. 

2. Agree that the County, the State Auditor or legislative authority, or any of their duly authorized 
representatives at any time during normal business hours, and as often as they may deem 
reasonable and necessary for a minimum of six years from the end of this contract pursuant to 
Minnesota Statute lGC.O 5, shall have access to and the right to examine, audit, excerpt, and transcribe 
any books, documents, papers, records, and accounting procedures and practices of the vendor which 
are relevant to the vendor's performance. 

Standards 

1. The vendor shall comply with all applicable Federal and State Statutes and regulations as well as local 
ordinances now in effect or hereafter adopted. 

2. Failure to meet the requirements of number 1. above may be cause for cancellation of the contract 
effective the date of receipt of the Notice of Cancellation. 

Vendor Information Technology Usage Agreement 

Ali vendors who access the County information technology resources in the course ofthelrworl< for the 
County shall comply with the Information Technology Usage Agreement. Vendors and contractors must 
ensure all their employees and agents comply with the County's Information Technology Usage Agreement. 

Material, Work Performance and Ownership of Work Product(s) 

Vendor shall own all rights, title and interest in ali computer programs, induding any source code, object code, 
enhancements and modif ications except that the County shall own all rights, t itle and interest in al l computer 
programs, including any source code; object code; enhancements; modifications; all files, including input and 
output materials; all documentation related to such computer programs and files; al l media upon which any 
such computer programs, f iles and documentation are located; and all related material which contain County 
data, documentation, memoranda, correspondence and files generated by the vendor in the course of its 
work for the County. All such work products must be surrendered to the County at the completion of the 
contract. Work products which are subject to the Minnesota Government Data Practices Act, Minnesota 
Statute Chapter 13 and regulations thereto shall not be removed from the County's worksite. 

Upon termination or expiration of this contract, the vendor shall promptly return to the County ali computer 
programs, files, documentation and related materials owned by the County. In addition, after termination or 
expiration of the contract, the vendor agrees to fully cooperate with the County and any third party should the 
County seek to convert the system established by the program developed by the vendor under this contract to 
any other system. The parties agree that the County may enforce this provision through an action for specific 
performance. 

14 



Sherburne County RFP- Vote Tabulating Election Equipment 

Data Privacy 

All data collected, created, received, maintained, or disseminated, or used for any purposes in the course of 
the vendor's performance of this contract, is governed by the Minnesota Government Data Practices Act, 
Minnesota Statutes 1984, Section 13.01 et seq. or any other applicable state statutes and state rules adopted to 
implement the Act, as well as state statutes and federal regulations on data privacy. The vendor agrees to abide 
by these statutes, rules and regulations and as they may be amended. 

Nondiscrimination 

The vendor shall comply with and abide by the obligations and requirements set forth in Minnesota Statute 
Section 181.59 and general County policy, that every contract contain provisions by which the vendor 
agrees to freedom from discrimination in employment. 

Indemnity and Insurance 

1. Indemnity. The vendor does hereby agree that it will defend, indemnify, and hold harmless the 
County against any and all liability, loss, damages, costs and expenses which the County may 
hereafter sustain, Incur or be required to pay by reason of any negligent act or omission or 
Intentional act of the vendor, its agents, officers or employees during the performance of this 
contract. 

2. Insurance. The vendor does further agree that in order to protect itself, as well as the County, under 
the indemnity contract provision herein above set forth, it will at all times during the term of the contract 
have and keep In force: 

a. Commercial General liability/Professional liability with contractual liability coverage in the 
amount of the County's tort liability limits set forth in Minnesota Statute 466.04 and as 
amended from time to time. 

b. Automobile coverage in the amount of the County's tort liability limits set forth in Minnesota 
Statute 466.04 and as amended from time to time. 

c. Workers' Compensation in statutory amount. 

Evidence of insurance shall be provided before this contract is effective. The County shall be given thirty (30) 
days' advance written notice of any changes In coverage. 

In the event that claims or lawsuits shall arise jointly against the vendor and County, and the County elects to 
present its own defense, using its own counsel, in addition to or as opposed to legal representation available by 
the insurance carriers providing the coverage as stated above, then such legal expense shall be borne by the 
County. 

A Performance Bond and a labor and materials bond in the full amount for any contract over is required in the 
amount of the contract. The cost of the bond is to be incorporated In vendor's Bid. If there is a force majeure, 
the parties agree to work together toward a new time line. Neither party shall be responsible to the other 
for any delay or cancellation of the agreement due to inability to perform as a result of the force majeure. 

Independent Contractor 

It is agreed that nothing herein contained is intended or should be construed in any manner as creating or 
establishing the relationship of co-partners between the parties hereto or as constituting the vendor as 
the agent, representative, or employee of the County for any purpose or in any manner whatsoever. The 
vendor is to be and shall remain an independent contractor with respect to all services performed under 
this contract. 

2 



Sherburne County RFP- Vote Tabulating Election Equipment 

The vendor represents that it has, or will secure at its own expense, all personnel required in performing 
services under this contract. Any and all personnel oi the vendor or other persons, while engaged In the 
performance of any work or services required by the vendor under this contract, shall have no contractual 
relationship with the County and shall not be considered employees of the County. 

Neither the vendor nor its employees will at any time be construed to be employees of the County. The 
vendor is responsible for its employees' compensation, fringe benefits and all insura nee coverage. 

Subcontracting and Assignment 

The vendor shall not enter into any subcontract for performance of any services contemplated under this 
contract, nor novate or assign any interest in the contract without the prior written approval of the 
County. Any assignment or novation may be made subject to such conditions and provisions as the 
County may impose. 

If the vendor subcontracts the obligations underthis contract, the vendor shall be responsible for the 
performance of all obligations by the subcontractors. 

Modifications 

Any material alteration, modification or variation shall be reduced to writing as an amendment and signed 
by the parties. Any alteration, modification, or variation deemed not to be material by agreement of the County 
and the vendor shall not require written approval. 

It is understood and agreed that the entire contract of the parties is contained herein and this contract 
supersedes all oral agreements and negotiations between the parties relating to this subject matter. All 
items referred to In this contract are incorporated or attached and deemed to be a part of the contract. 

Firearms Prohibited 

Unless specifically required by the terms of this contract, no provider of services pursuant to this contract, 
including but not limited to employees, agents or subcontractors of the vendor shall carry or possess a 
firearm on County premises or while acting on behalf of the County pursuant to the terms of this contract. 
Violation of this provision shall be considered a substantial breach of the contract, and, in addition to any 
other remedy available to the County under law or equity. Violation of this provision is grounds for Immediate 
suspension or termination of this contract. 

Performance 

Acceptance testing shall be commenced within 15 days of delivery and installation of the equipment by the 
vendor and shall be deemed accepted when it has operated for thirty (30) consecutive days in 
conformity with the specifications set forth in the RFP Exhibit A-Scope of Services. The County shall be the 
sole judge of whether the application operates in conformity with the specifications, and acceptance shall 
only occur upon the County's written notice to the vendor that the application has been accepted. In the 
event that the equipment does not so perform, the period may be extended on a day-to-day basis until 
such performance is achieved for thirty (30) consecutive days. In the event that the equipment does not 
meet the specifications, the County shall detail in writing the deficiencies of the equipment. If, at any time 
following sixty (60) days after commencement of acceptance testing, the equipment has not met acceptance 
testing standards, the County may at its sole option request replacement equipment be provided or declare 
the vendor in breach of this contract and seek any and all remedies available to it in law or equity. To ensure 
functionality, final payment to the vendor shall not be made until 90 days after acceptance of the 
equipment. The Vendor warrants, represents and assures that the equipment and service to be provided 
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are in accord with the requirement of the contract and bid specification, it will meet the functional and 
performance standards as set forth in the bid document and will meet or exceed the representations 
contained in the response for the bid after acceptance testing and approval by the County by its 
representative. 

Minnesota statute 574.26 requires that t he Vendor furn ish a Performance Bond and a labor and Materials 
Bond in the full amount for any contract over $100,000 in favor of the County to protect the County against 
any breach of contract. The Performance Bond shall apply to the Vendor's obligation to timely deliver 
equipment and applications in conformity with the County' s specifications as required by the contract. 
The surety company providing the bond shall be registered to do business in the State of Minnesota 
and be satisfactory to the County. 

Any payment made to the Vendor, including final payment shall not excuse the Vendor from the 
requirement to repair any defect in the equipment. This equipment shall operate in all material respects as 
specified in the documentation. Vendor shall be responsible for correcting. as its own expense, any material 
defects in the hardware or software that is brought to their attention within one year after the acceptance 
of the same. 

Vendor warrants the products shall continue to be supported by the Vendor under the Maintenance 
Agreement w ith the County for a duration of at least 10 years. This provision runs the duration of the 
maintenance agreement or for a minimum of 10 years, whichever Is longer. 

Vendor Debarment. Suspension, and Responsibility 

Federal Regulation 45 CFR 92.35 prohibits the County from purchasing goods or services with federal money 
from vendors who have been suspended or debarred by the federal government Similarly, Minnesota 
Statutes, Section 16C.03, subdivision 2, provides the Commissioner of Administration with the authority to 
debar and suspend vendors who seek to contract with the County. Vendors may be suspended or debarred 
when it is determined through a duly authorized hearing process, that they have abused the public trust 
in a serious manner. The venue for any dispute shall be Sherburne County, Minnesota. 
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CERTIFICATION 

By signing this contract, the vendor certifies that it and its principals" and employees: 

1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 
excluded from transacting business by or with any federal, state, or local governmental 
department or agency; and 

2. have not within a three year-period preceding this contract: 1) been convicted of or had a civil 
judgment rendered against t hem for commission offraud or a criminal offense in connection with 
obtaining, attempting to obtain or performing a public (federal, state, or local government) 
transaction or contract, 2) violated any federal or state antitrust statutes, or 3) committed 
embezzlement, theft, forgery, bribery, falsification or destruction of records, making false 
statements or receiving stolen property; and 

3. are not presently indicted or otherwise criminally or civilly charged by a governmental entity for; 
1) commission of fraud or a criminal offense in connection with obtaining, attempting to obtain or 
performing a public (federal, state, or local government} transaction; 2} violating any federal or 
state antitrust statutes; or 3) committing embezzlement, theft, forgery, bribery, falsification or 
destruction of records, making false statements or receiving stolen property; and 

4. are not aware of any Information and possess no knowledge that any subcontractor(s) that will 
perform work pursuant to this contract are in violation of any of the certifications set forth above; 
and 

5. shall immediately give written notice to the contract manager should the vendor come under 
investigation for allegations of fraud or a criminal offense in connection with obtaining or 
performing a public (federal, state, or local government) transaction, violating any federal or 
state antitrust statute, or committing embezzlement, theft, forgery, bribery, falsification of 
records, making false statements, or receiving stolen property. 

The Vendor's key personnel are:. _______________________ _ 

If the Vendor has a change in personnel, it shall notify the County immediately. 

*Principals, for the purpose of this certification, mean officers, directors, owners, partners, and persons 
having primary management or supervisory responsibilities within a business entity (e.g., general 
manager, plant manager, head of subsidiary division or business segment, and similar positions). 

Vendor acknowledgment: 

Signature: _______________ _ Date: _____ _ 

Name: _________________ ( Please print or type) 

Title: __________________ (Piease print or type) 
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ATIACHMENT 2- VENDOR OFFER SIGNATURE AND CERTIFICATION 

The undersigned has carefully examined all instructions, requirements, specifications, terms and 
conditions of this RFP; understands all instructions, requirements, specifications, terms and conditions of 
this RFP; and hereby offers and proposes to furnish the products and/or services described herein at the 
prices quoted, and in accordance with the requirements, specifications, terms and conditions of this 
RFP. 

The vendor also certifies: 

1. Its Bid is a valid and irrevocable offer for Sherburne County (County) acceptance until December 31, 
2015, to allow time for evaluation, negotiation, selection, and any unforeseen delays, and that Its 
Bid, If accepted, shall remain valid for the life ofthe contract. 

2. It Is a reputable company regularly engaged In providing products and/or services necessary to meet 
requirements, specifications, terms and conditions of the RFP. 

3. It has the necessary experience, knowledge, abilities, skills, and resources to satisfactorily perform 
the requirements, specifications, terms and conditions of the RFP. 

4. It is aware of, is fully Informed about, and is in full compliance with all applicable federal, state and 
local laws, ru les, regulations and ordinances. 

5. All statements, information and representations prepared and submitted in response to this RFP are 
current, complete, true and accurate. Vendor acknowledges that the County will rely on such 
statements, information and representations in selecting the successful vendor. 

6. It is not currently debarred or suspended from doing business with the federal government, the 
state of Minnesota, or any of their respective agencies. 

7. It shall be bound by all statements, representations, warranties, and guarantees made in its Bid, 
including but not limited to, representations as to price, performance, and financial terms. 

8. Submission of a Bid indicates the vendor's acceptance of the evaluation technique and the vendor's 
recognition that some subjective judgments may be made by the County as part of the evaluation. 

9. It understands and agrees that the County will not treat any information, document, or materials 
submitted by vendor as confidential unless vendor strictly adheres to the procedures set forth in 
the "Bid Submission" and that such information, documents, or materials not conforming will be 
governed by the County and Minnesota Data Practices Act (Minnesota Statute 13). Vendor further 
agrees that the County may disregard confidentiality notices on fax coversheets and email 
headers/footers as well as copyright designations that accompany or are contained on material or 
documents submitted as part of vendor's Bid, it being understood and agreed that all material 
and documents not conforming to the procedures set forth In the "Bid Submission" will be governed 
by the County and Minnesota Data Practices Act (Minnesota Statute 13). 

Vendor Name: ______________________________________________________ _ 

VendorAddress: ------------------------------------------------------------

City: ______________ _ State: __ _ Zip Code: ________ _ 

Phone: ___________ _ Fax :. _______ E-mail: _____________ _ 

I certify that I am a duly authorized representative of the vendor listed above. The County is hereby 
authorized to request from any individual or company any information it deems necessary to verify any 
information provided by vendor in its Bid and to determine the capacity and responsibility of vendor as a 
prospective vendor with the County. 
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Signature:, _ _________________ _ Date: _________ _ 

Name: ___________________ Title : ____________ _ 
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ATIACHMENT 3 -INSURANCE REQUIREMENTS 

Vendor shall procure and maintain for the duration of the contract, Insurance coverage for injuries to 
persons or damages to property which may arise from or in connection with the performance of the work 
hereunder by Vendor, its agents, representatives, or employees. 

1. Minimum Scope of Insurance: Coverage shall be at least as broad as follows: 

a. Insurance Services Office (ISO) Commercial General Liability coverage (occurrence form CG 
00 01 or a substitute form providing equivalent coverage), and shall cover liability arising 
from premises, operations, independent contractors, products-completed operations, 
personal injury, advertising, and liability assumed under an insured contract (including the 
tort liability of another assumed in a business contract). 

b. Business Automobile Liability coverage shall be written on ISO form CA 00 01, CA 00 OS, CA 
00 12, CA 00 20, or substitute for providing equivalent liability coverage. Such insurance 
shall cover liability arising out of any auto (including owned, hired, and non-owned autos). 

c. Workers' Compensation as required by the State of Minnesota, and Employer's Liability 
insurance. If the Vendor's employment is an excluded employment under Minn. Stat.§ 
176.041 and the Vendor elects not to purchase workers' compensation coverage, the 
Vendor shall provide the County with a written waiver of workers' compensation coverage 
in a form acceptable to the County. The Vendor agrees that under no circumstances shall 
the County be responsible for workers' compensation for injuries suffered in connection 
with this Agreement. 

' 

2. Minimum Limits of Insurance: Vendor shall maintain NO LESS THAN the following limits of 
Insurance: 

a. Commercial General Liability Insurance, and if necessary, Commercial Umbrella Liability: 
$2,000,000 each occurrence 
$2,000,000 annual aggregate 

b. Business Automobile liability and if necessary, Commercial Umbrella Liability: 
$1,500,000 each accident for bodily inju ry and property damage 

c. Employers Liability: 
as required by the State of Minnesota 

d. Professional/Technical Liability or Errors and Omissions: 
$2,000,000 per claim 
$2,000,000 annual aggregate 

3. Deductibles and Self-Insurance: Any deductibles in excess of $50,000 must be declared to and 
approved by the County. If Vendor Is self-insured, a Certificate of Self-Insurance must be provided 
to and approved by the County 
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4. Additional Insurance Cond itions: 

a. Vendor's insurance shall apply as primary insurance with respect to any other insurance or 
self-insurance program maintained by the County. The County's insurance or self-insurance 
program shall be excess of Vendor's insurance and shall not contribute to it. Vendor's 
coverage shall contain no special limitations on the scope of protection afforded to the 
County and its agents, officers, directors, and employees. 

b. Any failure to comply with reporting provisions of the policies shall not affect coverage 
provided to the County or its officers, officials, employees or volunteers. 

c. Each Insurance policy required by this clause shall not be cancelled, materially changed or 
not renewed without thirty day written notice thereof to the County by certified mail, 
return receipt requested. 

d. Each insurance policy shall include an endorsement or policy provision that waives any claim 
or right in the nature of subrogation to recover against the County and its agents, officers, 
directors, and employees. 

e. Vendor must obtain insurance policies from insurance companied having an "AM BEST" 
rating of A:VII or better and authorized to do business in the State of Minnesota. 

5. Verification of Coverage: 

Vendor shall provide the County with certificates of insurance and original endorsements showing 
that the Vendor has each type of insurance coverage and limits-required under this contract. All 
certificates and endorsements are to be received and approved by the County before work 
commences. 
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