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PRESS RELEASE

Silver Spring, MD –The U.S. Election
Assistance Commission (EAC)
announced its partnership with the
Center for Internet Security, Inc.
(CIS®) to pilot a technology
verification program focused on non-
voting election technology including
electronic poll books, election night
reporting websites, and electronic
ballot delivery systems. The
proposed program is entitled “Rapid
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Architecture-Based Election
Technology Verification,” or RABET-V, and it relies on a risk-based approach that
allows rapid verification of manufacturers' security claims.

“Congress created the EAC to serve as a national leader on election technology
issues. This pilot program is an important part of a broader effort by the EAC to
expand our technical program in a direction that will better serve election officials
across the country,” said EAC Chairman Ben Hovland. “We are excited to play an
integral role in the development of the CIS RABET-V pilot program and contribute
our expertise toward its success.”

As the sole federal agency dedicated to the administration of U.S. elections, the
EAC is uniquely qualified to assist states and organizations such as CIS in the
development of innovative evaluation techniques and processes outside of and
separate from federal certification and the Voluntary Voting System Guidelines.

“The EAC joined the project’s steering committee from the start as we see a need
for jurisdictions across the U.S. to have a consistent way to evaluate the
capabilities and security of manufacturers’ non-voting election technology. This
program will inform the EAC on ways to complement the existing testing and
certification of voting systems,” remarked EAC Vice-Chairman Don Palmer. “The
current ecosystem of non-voting election technology vendors is healthy, diverse,
and represents the innovative spirit of small business across our nation,” continued
Vice-Chairman Palmer. “Our hope is that this pilot program will identify methods to
better reduce vulnerabilities of non-voting technology, and will be a service to state
and local election officials as we provide and disclose the results.”

The RABET-V pilot program supports agile software development with a verification
process that anticipates and supports rapid product changes. Goals of the pilot
program include incentivizing high-quality, modern design of IT systems updated in
smaller, more manageable cycles at reduced cost of verification and re-verification
with more reliable and consistent outcomes for purchasers of these systems.

"CIS is looking forward to working with the EAC, alongside our state, local, and
industry colleagues on this pilot," said Aaron Wilson, CIS Senior Director of Election
Security. "RABET-V is a unique approach that relies on each system's architecture
and each provider's processes to inform risks and verify security. It is consistent
with modern software development, testing, and deployment practices and will
allow for changes to be verified rapidly without sacrificing security assurances."

In addition to the EAC, state election leaders from Maryland, Ohio, Wisconsin,
Texas, Pennsylvania, Indiana, and the Federal Voting Assistance Program (FVAP)
will participate in the pilot program. The program is supported by technical
expertise from Carnegie Mellon University, the National Institute of Standards and
Technology (NIST), and the Open Web Application Security Project (OWASP). Four


